12

21
2.2
2.3

24

3.3

34
35

4
4.1

Chinaspubicom

SLIP spltty( 1-13) splimp
spl net SLIP
M _EXT mbuf mbuf
100 (MHLEN)
mbuf (29 )
( 2.4)
<sys/ mbuf . h> MCLALLOC MCLFREE
ncl r ef cnt machdep. ¢
sl _softc 0
type
nlen
alen

J—famlly £— slen

len|ar_-| index

SLIP 20 |zznK] 2 hx1d 0’ 1
1 1 2 1 I‘_nlen_.l 9
type
nlen
alen

£—fam11y

len|ar_-| index

20 |zzng| 3 Dx14
1 1 2 1.1

= o

| eread BPF
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BPF
BPF
et her _i nput
4.2
if el se
5
5.1 | oout put
5.2 BPF
55 SC_ERROR sl i nput
SC_ERROR sl i nput SLIP END
5.6 IP
5.7 ifp | e_softc
sc = (struct le_softc*) ifp;
sc
5.8 ICMP
Net/3 UDP ( 23-30) TCP
6
6.1 IP (RFC 950 [Mogul Postel 1985]) IP
i n_addr

struct in_addr {
union {
struct { u_char s_bl, s_b2, s_b3, s_b4; } S_un_b;
struct { u_short s_wl, s_w2; } S_un_w;
u_long S_addr;

} S_un;
#define s_addr S_un.S_addr. : /* should be used for all code */
#define s_host S_un.S_un_b.s_b2 /* OBSOLETE: host on imp */
#define s_net S_un.S_un_b.s_bl /* OBSOLETE: network */
#define s_imp S_un.S_un_w.s_w2 /* OBSOLETE: imp */
#define s_impno S_un.S_un_b.s_b4 /* OBSOLETE: imp # */
#define s_lh S_un.S_un_b.s_b3 /* OBSOLETE: logical host */
}:
A-2
Internet 8 bit 16 bit 32 bit
s _host s net s inp TCP/IP

6.2 sl _softc[0]
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6.3 et her _out put
i faddr arpcom (
i faddr
6.4 IP
65 3
i faof i fpforaddr rt_nmaskedcopy

6.6 Telnet Net/2
7

7.1 inetsw[6]

pf fi ndprot o( PF_I NET, 0, SOCK_RAW;

8

8.1

8.4

85

8.6

ARP
8.7 TTL 1
255
8.8
ICMP
TTL 0
8.9 4
SLIP
8.10 ( 0)
0

9

9.1 RFC1122

Net/3

9.2

i fnet
IP ) IP
UDP
ifa ifwithnet
RFC 1122
TTL 0 1
TTL
ICMP

i p_dst



9.3

9.4

9.5

9.6

10

10.2
10.3

id=6
i pg

A
IP NOP 1P 4
IP IP
NOP 4
86 399 399(24x 60x 60x
1000-1) 28 bit 32 hit
i p_dst
(204+20)  208( 2-16)
10-11 m _pul | up 40 mbuf 2-18
mbuf{} mbuf {}
m_next m_next NULL
mbuf{} m_nextpkt NULL m_nextpkt NULL
m_next NULL m_len 40 m_len 184
m_nextpkt NULL (f——nLdata /——nm_data
m_len 0 m_type MT _DATA m_type MT_DATA
m_data NULL m_flags M_PKTHDR M_EXT
m_type MT_FTABLE |m_pkthdr.len 224
m_flags 0 m_pkthdr.rcvif| ptr - -
next ————\} v|1|tos len (—nm_ex .ext_buf
L———— prev ) i id off m_ext.ext_free| NULL
tel]l p [ ia=7 |'Pd ttl] p | cksum m_ext.ext_size| 2048
ipq next ipf_next L =
ipq _prev ipf_prev
ipq src o
ipqg dst

iha=pupecom

857

A-3

2048
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10.5
72786 349 _

6557

796 084 _

260084 7
106 10-11 i p_off

MF
11
111 0.0.0.0
255.255.255.255
11.2 IP
IP ICMP
ICMP ICMP
113
RFC 1009
( )
114 rip_input
115 ICMP IP 0
11.6 ICMP IP ia
11.7 Net/3
11.10 0 i cnp_error
1111 i cnp_send ICMP
12

12.1 IP 255.255.255.255 ffoff . ffffff 0 ff
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224.0.0.1
01: 00: 5e: 00: 00: 01 IP
IP
12.2 ifreq i octl
i p_setnoptions ip_getnoptions i funit
| NADDR_TO | FP i fnet
12.3 4 hit 1110 5
12.4 i p_noptions mbuf
108 ( 20 mbuf ) | P_MAX_MEMBERSHI PS
25(4+1+1+2+(4x 25)=108)

125 IP
12.6

- l I >

; | I -

A-4
12.8 | P_MAX_MEMBERSHI PS
12.9 mbuf m fl ags mbuf M LOCAL i p_out put
i pintr
SunOS 5.X (ip_local _cksum 1 531 )

12.10 2%-1(8 388 607) IP IP 224.0.0.0
12.11 in_addmul ti ioctl

if_ioctl in_delrmulti
12.12 mbuf i p_getmoptions

i p_getnoptions ip_ctloutput
i p_get nopti ons(| P_ADD_MEMBERSHI P, 0, np)

i p_get mopti ons
13
131 ICMP

13.2 max_linkhdr + size¢ftruct i pl GW_M NLEN=16+20+8=44<100
13.3

( 1)
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( )
IGMP
SLIP
( 5-16)
14
141 5 A~E
142 grpl st _member i p_mforward
i p_nforward i pintr i p_out put i p_out put
add I grp
del _lgrp spl x
14.3 S| OCDELMULTI IP
IP
144
i p_ntorward
15
15.1 UNIX ([Stevens])
15.2 accept sa |l en Internet
osl
154 so_ql en 0 soqrenmgue soqrengue
15.5 bzero spl x
dom di spose sbreal se CPU splinp
15.6 sbspace 0 sbappendaddr sbappendcontr ol ( UDbP
TCP sbappend
shspace 0 TCP sbappend
SS CANTRCVMORE read
16
16.1 uio uio_resid sosend
El NVAL
Net/2 sosend ( 16-23)
16.2 MCLBYTES

MCLBYTES resid 0 394 break
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spce>0
16.5
16.6 mbuf mbuf
sb_cc sb_hi wat
mbuf
16.7 recvit recvfrom recvnsg recvimsg
msghdr
recvnmsg namel enp msg_namel en
recvfrom recvit namel enp *nanel enp
16.8 MSG_EOR soreceive M_EOR mbuf
soreceive
16.9 sel ect sel scan
sel ect tsl eep
17
17.1 copyin copyout mbuf
ui omove mbuf
17.2 i nger
18
18.1 8
1 2 3 18&3 (2 = =4?| 172 6&3
1 0 0 0 0 0 0=
2 0 0 1 0 0 0=
3 0 1 0 0 1 0=
4 0 1 1 0 1 1=
5 1 0 0 0 1 0=
6 1 0 1 1 1 1=
7 1 1 0 0 0 0=
8 1 1 1 1 0 0=
A-5
“2== ” “6&3
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1
0 0
18-40 1
0
182 rtentry 120 radi x_node
sockaddr _in ( 18-28) 152 3
18.3 rn_b 16 bit 32767
bit(4095 )
19
19.1  19-15 RTF_DYNAM C
RTF_MODI FI ED
19.2 TCP
( 27-3)
19.3 rt_msghdr 76 sockaddr_in (
) 108 ARP 112
sockaddr _in sockaddr _dlI (15x 112+20x 108) 3840
) 8 ( 116
108 ) 20 4000
20
20.1 rtmerrno ( 20-14) write
( 20-22) mbuf (
20-17)
20.2 SOCK_RAW pffindproto ( 7-20) 0( )
21
211 i fnet arpcom ( 3-20)
21.2 ICMP ARP ICMP
ARP
ARP i n_ar pi nput
21.3 ARP 19-8 rtrequest
rt_gat eway sockaddr _dlI 21-1
sdl _al en 0
21.4 Net/3 arpresol ve

ar pl ookup rt_gat eway (
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) 22 TCP
UDP TCP (
P ) UDP
215 ARP 0~5 arpresol ve ARP
rt_expire arpresol ve
21.6 et her _out put EHOSTUNREACH EHOSTDOWN ip_forward
ICMP
217  21-28 140.252.13.35
140.252.13.33 140.252.13.34 140.252.13.32 rtrequest
140.252.13.32 ar presol ve ARP
i n_ar pi nput ARP
20
21.8 21-19 ar pl ookup 1( )
21.9
ARP 500 ms time.tv_sec
21.10 mbuf m_next pkt
mbuf mbuf
22
22.1
22.2 [Cheswick Bellovin 1994]
22.4 udb 0 udb.inp_lport O i p_pcbbin
1 1024 1024
225 (sa_famly) AF_| NET 22-20
(sa_l en)
15-20 sockargs bi nd 3
sockaddr _in 16 C si zeof
IP (si n_addr) IP
(sin_port) 0( ) 0
TCP UDP IP
0
22.6 bi nd i fa_ifw thaddr( 22-22)
P C.2 RFC 1122

255.255.255.255 ifa_ifw thaddr
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23
23.1 sosend mbuf 100
mbuf 207 mbuf
100 sosend MH_ALI GN mbuf
udp_out put M_PREPEND 5
(1) 72 mbuf IP UDP
(2) 73 100 sosend mbuf
M_PERPEND I[P TCP mbuf  (3) 101 207
sosend mbuf M PREPEND IP TCP
mbuf  (4) 208 MCLBYTES sosend
mbuf M _PERPEND IP TCP mbuf  (5)
sosend mbuf ( 65507 64
1024 mbuf) M _PERPEND IP TCP mbuf
232 |IP i p_out put i p_insertoptions IP
IP mbuf IP IP mbuf
(UDP ) mbuf
i p_insertoptions mbuf 100-28-optlen
(P ) mbuf IP IP UDP
2 3 45 mbuf M_PREPEND IP UDP
M_PREPEND M_PREPEND MH_ALI GN 28 mbuf
mbuf 40 IP
23.3 i n_pcbconnect connect
UDP
0 in_pcbconnect (
i n_pcbbi nd)
23.4 spl net
23.5 in_pcbconnect 0
connect connect i n_pcbconnect
23.6 i octl SI OCGl FCONF IP
i octl IP (
ioctl 19.14 sysctl
)
23.7 recvit mbuf
23.8 UDP connect
0.0.0.0 0 soconnect
sodi sconnect udp_usrreq PRU_DI SCONNECT

0.0.0.0 0 sendto
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A

sodi sconnect

PRU_CONNECT

connect PRU_DI SCONNECT
connect API
di sconnect
connect (2)
i connect
IP
0.0.0.0 bi nd
23.9 i n_pcbbi nd UDP IP
connect IP
23.10 | P_RECVDSTADDR recvnsg
IP
bi nd
23.11 i p_output( 8-22) IP DF
udp_out put IP DF
23.12 udp_i nput
24
24.1 ESTABLISHED 126 820
30000
242 tcp_output IP TCP mbuf
(max_I i nkhdr) bcopy IP TCP mbuf
40 mbuf 40
mbuf
mbuf
24.3 bsdi 16 15 (Telnet
Rlogin FTP ) vangogh. cs. ber kel ey. edu 20
60 150
(worl d.std.com 417 TCP 809 UDP
25
251 245 2592000 (30 ) 531 285 ACK 5
ACK 25 tcp_fasttino ACK
TCP ACK 96%(25 24 )
24.3 400
TCP 5
ACK

ACK
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13-14 i gnp_timers_are_running
25.2 tcp_keepintuvl
tcp_slowtino tcp_maxidl e
253 t_idle TCP
ACK t_idle
254  A-6

case TCPT_2MSL: .
if (tp->t_state == TCPS_TIME_WAIT)
tp = tcp_close(tp);
else {
if (tp->t_idle <= tcp_maxidle)
tp->t_timer {TCPT_2MSL] = tcp_keepintvl;
else '
tp = tcp_close(tp);
}

break;
A-6
25.5 ACK t_idle 150 0 FIN_WAIT_2
t_idle 1048 (1198-150) 150

t_idle 1198+150 ACK

25.6 1
socket SO _KEEPALI VE 1
25-15
257 tcp_rttdfilt TCP RTT
#define
26

26.1 TCP

t _idle
26.2 25-26 snd_nxt snd_una | en 0
26.3 Net/3 (

)
26.4 ACK RTT
RTT 16
217.944 6145 ACK RTT
e 3.740 5633~6144
6145 ACK 200

26.5 2 MSS
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A
26.6 ( Dave Borman) TCP
65495 65535 IP TCP (40)
39 65496~65535 65535
65495 65535 URG
65535 URG
65495
26.7 ( ) ACK RST
(
) RST RST
i p_out put RST
RST
26.8 8 1024 4 sosend t cp_out put
4
PSH ( 26-25)
sosend 0 ACK
4096 4
0
4 PSH
3
26.9 tcp_respond tp
tp
26.10 tcp_out put MGETHDR IP TCP mbuf
26-25 26-26 mbuf
(max_linkhdr) IP
max_|inkhdr ip_insertoptions mbuf IP
max_| i nkhdr i p_insertoptions mbuf
et her _out put mbuf ( )
mbuf 26-25 26-26 IP
MH_ALIGN
26.11 80 RFC 1323
MGETHDR MALLOC mal | oc m_copy
mbuf
m _copy MGET mal | oc
bcopy i n_cksum TCP
26.12 writev sosend 150
M NCLSI ZE (208) 100 mbuf
PRU_SEND 50
mbuf PRUSEND ( PR ATOMC UDP writev
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! ” PRU_SEND )
200 300 M NCLSI ZE
mbuf PRU_SEND TCP 500
27
27.1 6
so_error /
tcp_di sconnect cl ose
/
RST
27.2 32 bit u_l ong 4298 (1.2 )
27.3 tcp_close CLOSED
FTP ( )
TIME_WAIT 2MSL
28
281 0 1 2 3
28.2 34.9Mb/s
28.3 tcp_dooption 32 bit 28-4
32 bit bcopy
284 284
t cp_dooptions
28.5 tcp_tenpl ate
tcp_tenpl ate
28.6 1b/ms 1bl/s (Net/3 2 bls)
1b/ms 32 hit 23/ (24x 60x 60x 1000) 24.8
28.7 500 ms 1 bit 32 bit 23 [ (24x 60%x 60x 2) 12 427
34
288 RST RST
( 26-24 tcp_i nput )
28.9 ESTABLISHED 28-24 t odrop
1 rcv_nxt SYN SYN (
) ti_seq t odr op 0 todrop ti_len 0
28-25 if if m_adj
tcp_input t cp_out put
SYN/ACK SYN/ACK
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A
( 28-17 SYN )
SYN/ACK 28-25
28-30
28.10 SYN TIME_WAIT 28-24
SYN 28-25 dropafterack
ACK rcv_nxt( 26-27) “
(resynchronization) ACK”
ACK ( SYN_SENT )
( 28-18) RST RST
ACK ACK
( 29-28) RST TIME_WAIT
( 28-36) 6 SYN
TIME_WAIT
SYN
( 28-28 )
29
29.1 RTT 2 0 1
SYN SYN SYN ACK
2 28-20 soi sconnect ed(
) ACK 3
ACK 29-2
2RTT
29.2 SYN 1000 50 1001~1050 tcp_i nput
SYN 28-15 case rcv_nxt 1001
step6 20-22 Cp_reass
( 27-23) rcv_nxt 1001
t cp_out put ACK rcv_nxt (1001) ACK
SYN 50
50 SYN
29.3 ACKI/FIN SYN_RCVD 29-2
tcp_input ACK ESTABLISHED
tcp_reass rcv_nxt 1051
tcp_i nput 29-24 FIN TF_ACKNOW
rcv_nxt 1052 socantrcvnove
50 “ ”
CLOSE_WAIT t cp_out put FIN( rcv_nxt

1052) .
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FIN
50 3
“ TCP [Braden 1994]”
29.4 SYN_SENT 28-20
ESTABLISHED st ep6 29-22
TCP_REASS rcv_nxt
29-24 FIN rcv_nxt CLOSE_WAIT
t cp_out put rcv_nxt SYN 50 FIN
50 “ §
LAST_ACK FIN
29.5 24-16 tcp_outflags[ TCPS _CLOSI NG TH FI'N
( 24-15) FIN
tcp_outfl ags TH FIN —_—
29.6 write OK
Net/3
29.7 RFC 1323 “ ” TCP
TCP
16 bit
298 IP ID P
TCP TCP ID 1
ID 1 29-34 Dipid
TCP ID
30
30.2 RST
(socl ose)
( )
30.3 SO _LI NGER 0
RST
( 30-12) 30-2 0 120( )
30.4
i n_pcbal | oc Internet PCB 0 PCB route 0
(SYN) t cp_out put i p_out put ro_rt
ro_dst IP rtalloc PCB
route ro_rt i p_out put et her _out put

rt_gwoute

rtallocl
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31

311
31.2
313

32

321

32.2

32.3

324

325

32.6

t cp_out put ro_rt
bpf wakeup cat chpacket
BPF fork BPF
BPF BPF (bpf _iflist)
bpf setif ENXIO
0 255 RFC 1700 [Reynolds
Postel 1994]
| PPROTO_RAW | P_HDRI NCL
P 255
rip_input 3 255
ri p_input
3
connect bi nd

P
i p_protox ( 7-22)
inetsw[ip_protox[ip-

>i p_pl]- pr_input rip_input ICMP
P (UDP TCP
) P sendt o
Internet IP i p_out put IP
IP
BPF
write
i p_out put ( 31-20) Bl OCSETI Fi oct | ( 31-16)
IP
( P
IP )
IP
TCP UDP
BPF | P

Bl OCPROMI SG oct |
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