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29 TCP ()

29.1
TCP 28-37
ACK
ACK URG
FIN t cp_out put
29.2 ACK
ACK 29-1 ACK SYN_RCVD
( LISTEN SYN_SENT
ACK ) TCPS_FIN_WAIT_1 TCPS_CLOSING
TCPS_LAST_ACK ACK
TIME_WAIT ACK 2MSL

switch (tp->t_state) {

case TCPS_SYN_RECEIVED:
complete processing of passive open and process
simultaneous open or self-connect;
/* fall into ... */

case TCPS_ESTABLISHED:
case TCPS FIN_WAIT 1:
case TCPS_FIN_WAIT 2:
case TCPS_CLOSE_WAIT:
case TCPS_CLOSING:
case TCPS_LAST ACK:
case TCPS_TIME WAIT:
. process duplicate ACK;

update RTT estimators;
if all outstanding data ACKed, turn off retransmission timer;
remove ACKed data from socket send buffer;

switch (tp->t_state) {

case TCPS_FIN_WAIT 1:
if (FIN is ACKed) {
move to FIN WAIT 2 state;
start FIN_WAIT 2 timer;
}
break;

case TCPS_CLOSING:
if (FIN is ACKed) {

29-1 ACK
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}

move to TIME_WAIT state;
start TIME_WAIT timer;

break;

case TCPS_LAST_ACK:
if (FIN is ACKed)

move to CLOSED state;

break;

case TCPS_TIME_WAIT:
restart TIME WAIT timer;
goto dropafterack;

}
}
29-1 ()
29.3
29-2 SYN_RCVD ACK

1. ACK
801-806 ACK SYN snd_una (t cp_sendseqi ni t
snd_una ISS SYN ) snd_max

ESTABLISHED
tcp_input.c

791 /* P-np

792 * Ack processing.

793 */ .

794 switch (tp->t_state) {

795 /*

796 * In SYN_RECEIVED state if the ack ACKs our SYN then enter

797 * ESTABLISHED state and continue processing, otherwise

798 * send an RST.

799 */

800 case TCPS_SYN_RECEIVED:

801 if (SEQ_GT(tp->snd_una, ti->ti_ack) ||

802 SEQ _GT(ti->ti_ack, tp->snd_max))

803 goto dropwithreset;

804 tcpstat.teps_connects++;

805 soisconnected(so);

806 tp->t_state = TCPS_ESTABLISHED;

807 /* Do window scaling? */

808 if ((tp->t_flags & (TF_RCVD_SCALE | TF_REQ_SCALE)) ==

809 (TF_RCVD_SCALE | TF_REQ_SCALE)) {

810 tp->snd_scale = tp->requested_s_scale;

811 tp->rcv_scale = tp->request_r_scale;

812 }

813 (void) tcp_reass(tp, (struct tcpiphdr *) 0, (struct mbuf *) 0);

814 tp->snd_wll = ti->ti_seq - 1;

815 /* fall into ... */ .

tep_input.c

29-2 tcp_input SYN ROD ACK
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()

soi sconnect ed

( ) accept
sel ect
2.
807-812 TCP TCP
TCP snd_scale rcv_scale
0( )
3.
813 tcp_reass
SYN SYN_RCVD
814 snd_w 1 1 29-15 3
29.4
29-3 ACK ACK TCP
[Jacobson 1990c] [Floyd 1994]
. ( 3 ) ACK TCP
RFC 1122 42221
TCP ACK 27-15
Net/3 4.3BSD Tahoe Net/1
. ( )
4.3BSD Reno Net/2
Net/3
24-17 ACK
snd_una < <= snd_max
snd_una 29-5
ACK 5
1) snd_una
2) 0
3
4) ( )
5) TCP ( snd_una)
ACK( 1 2 3 29-3 4 5 29-4
)
TCP ACK t _dupacks
(tcprexmthresh 3) 1 217

2 -15 TCP ACK
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TCP
1 217
816 x tcp_mput.c
817 * In ESTABLISHED state: drop duplicate ACKs; ACK out-of-range
818 * ACKs. If the ack is in the range
819 * tp->snd _una < ti->ti_ack <= tp->snd_max
820 * then advance tp->snd_una to ti->ti_ack and drop
821 * data from the retransmission queue. If this ACK reflects
822 * more up-to-date window information we update our window information.
823 */
824 case TCPS_ESTABLISHED:
825 case TCPS_FIN_WAIT 1:
826 case TCPS_FIN_WAIT_2:
827 case TCPS_CLOSE_WAIT:
828 case TCPS_CLOSING:
829 case TCPS_LAST_ACK:
830 case TCPS_TIME_WAIT:
831 if (SEQ_LEQ(ti->ti_ack, tp->snd_una)) {
832 if (ti->ti_len == 0 && tiwin == tp->snd_wnd) {
833 tcpstat.teps_rcovdupack++;
834 /*
835 * If we have outstanding data (other than
836 * a window probe), this is a completely
837 * duplicate ack (ie, window info didn’t
838 * change), the ack is the biggest we’'ve
839 * seen and we’ve seen exactly our rexmt
840 * threshold of them, assume a packet
841 * has been dropped and retransmit it.
842 * Kludge snd_nxt & the congestion
843 * window so we send only this one
844 * packet.
845 *
846 * We know we’re losing at the current
847 * window size so do congestion avoidance
848 * (set ssthresh to half the current window
849 * and pull our congestion window back to
850 * the new ssthresh).
851 *
852 * Dup acks mean that packets have left the
853 * network (they’re now cached at the receiver)
854 * so bump cwnd by the amount in the receiver
855 * to keep a constant cwnd packets in the
856 * network. :
857 */ )
tep_input.c
29-3 tcp_input ACK
ACK “ "
ACK ACK

TCP ( ) ( )
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5 3 ACK t cps_rcvdupack
1 ACK (t __dupacks) 0
t _dupacks 0
29-4 5
ACK

1) t _dupacks 3(tcprexmthresh)

2)t _dupacks 3 TCP
3) t _dupacks 3

- - tep_input.c
858 if (tp->t_timer [TCPT_REXMT] == Il
859 ti->ti_ack != tp->snd_una)
860 tp->t_dupacks = 0;
861 else if (++tp->t_dupacks == tcprexmtthresh) {
862 tcp_seq onxt = tp->snd_nxt;
863 u_int win =
864 min(tp->snd_wnd, tp->snd_cwnd) / 2 /
865 tp->t_maxseq;
866 if (win < 2)
867 win = 2;
868 tp->snd_ssthresh = win * tp->t_maxseg:;
869 tp->t_timer [TCPT_REXMT] = 0;
870 tp->t_rtt = 0;
871 tp-»snd_nxt = ti->ti_ack;
872 tp->snd_cwnd = tp->t_maxseg:
873 (void) tcp_output (tp);
874 tp->snd_cwnd = tp->snd_ssthresh +
875 tp->t_maxseg * tp->t_dupacks;
876 if (SEQ GT(onxt, tp->snd_nxt))
877 tp->snd_nxt = onxt;
878 goto drop;
879 } else if (tp->t_dupacks > tcprexmtthresh) {
880 tp->snd_cwnd += tp->t_maxseg;
881 (void) tecp_output(tp);
882 goto drop;
883 }
884 } else
885 tp->t_dupacks = 0;
886 break; /* beyond ACK processing (to step 6) */
887 } ,
tep_input.c
29-4 tcp_input ACK
1. ACK 3
861-868 t_dupacks 3(t cprexntthresh) onxt snd_nxt
(sst hresh)
25-27
2.

869-870 TCP t_rtt



China=pupscom

TCP/IP 2
3.
871-873 ACK ( ACK
) snd_nxt t cp_out put
( 1 21-7 63 )
4.
874-875
ACK (
) 1 21-10 21-11
5. snd_nxt
876-878 (snd_nxt) (onxt)
snd_nxt tcp_out put snd_nxt
snd_nxt t cp_out put
6. ACK 3
879-883 t _dupacks 3 ACK
1 t cp_out put
ACK( 1 21-7 67 69 71 )
884-885 ACK
5 ACK
7. ACK
886 break 3 (§D)] 5 (2
3 (3) ACK 3
ACK br eak 29-2 switch st epb
8
1-8 1 2
3 4 (¢D)] 5~8 TCP
9 8 9
ACK 1 ACK TCP
1 21-10 ACK
ACK
29.5 ACK
29-5 ACK
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Py = tcp_input.c
889 * If the congestion window was inflated to account
890 * for the other side’s cached packets, retract it.
891 */
892 if (tp->t_dupacks > tcprexmtthresh &&
893 tp->snd_cwnd > tp->snd_ssthresh)
894 tp->snd_cwnd = tp->snd_ssthresh;
895 tp->t_dupacks = 0;
896 if (SEQ_GT(ti->ti_ack, tp->snd_max)) {
897 tcpstat.teps_rcvacktoomuch++;
898 goto dropafterack;
899 }
900 acked = ti->ti_ack - tp->snd_una;
901 tcpstat.teps_rcvackpack++;
902 tcpstat.tcps_rcvackbyte += acked; .
tep_input.c
29-5 tcp_input ACK
1.
888-895 ACK 3 4 4
ACK ACK 4
ACK ACK 1
ACK
2. ACK
896-899 ACK
snd_una < <= snd_max
snd_max TCP
ACK 24-5
( )
3.
900-902 ACK acked
29-6 ACK RTT
4, RTT
903-915 (1) (2)TCP
tcp_xmt _timer RTT
tecp_xmt_timer (tcp_now) (ts_ecr)
1( 1)
ACK TCP
1~1024 1025~2048
2049 2049 1( ) TCP RTT
5.
916-924 (ti _ack) TCP (snd_max)

needout put
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t cp_out put TCP
ACK
29-8 snd_una )
tcp_input.c
903 /* P-np
904 * If we have a timestamp reply, update smoothed
905 * round-trip time. If no timestamp is present but
906 * transmit timer is running and timed sequence
907 * number was acked, update smoothed round-trip time.
908 * Since we now have an rtt measurement, cancel the
909 * timer backoff (cf., Phil Karn’s retransmit alg.).
910 * Recompute the initial retransmit timer.
911 */ )
912 if (ts_present)
913 tep_xmit_timer (tp, tcp_now - ts_ecr + 1);
914 else if (tp->t_rtt && SEQ_GT(ti->ti_ack, tp->t_rtseq))
915 tcp_xmit_timer (tp, tp->t_rtt);
916 /*
917 * If all outstanding data is acked, stop retransmit
918 * timer and remember to restart (more output or persist).
919 * If there is more data to be acked, restart retransmit
920 * timer, using current (possibly backed-off) wvalue.
921 */
922 if (ti->ti_ack == tp->snd_max) {
923 tp->t_timer [TCPT_REXMT] = 0;
924 needoutput = 1;
925 } else if (tp->t_timer [TCPT_PERSIST] == 0)
926 tp->t_timer [TCPT_REXMT] = tp->t_rxtcur; .
tep_input.c
29-6 tcp_input RTT
6.
925-926
t _rxtcur
Karn
Karn (1 213 )
RTT (
) 25-26 Karn t_rtt 0
29-6 RTT
t rtt 0 t rtt
RTT RFC 1323 ts_ecr
Karn
29-7 ACK
927 I tep_input.c
928 * When new data is acked, open the congestion window.
929 * If the window gives us less than ssthresh packets

29-7 tcp_input ACK
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930 * in flight, open exponentially (maxseg per packet).
931 * Otherwise open linearly: maxseg per window
932 * (maxseg”2 / cwnd per packet), plus a constant
933 * fraction of a packet (maxseg/8) to help larger windows
934 * open quickly enough.
935 */
936 {
937 u_int cw = tp->snd_cwnd;
938 u_int incr = tp->t_maxseg;
939 if (cw > tp->snd_ssthresh)
940 incr = incr * incr / cw + incr / 8;
941 tp->snd_cwnd = min(cw + incr, TCP_MAXWIN << tp->snd_scale);
942 } .
tep_input.c
29-7 ()
1.
927-942 ACK
ACK( ) 1
incr * incr / cw
t _maxseg * t_nmaxseg / snd_cwnd
1 snd_cwnd
1/8
21.8
( 1/8) [Floyd 1994]
BSD 43BSD 4.4BSD Net/3
29-8 tcp_i nput
- tep_input.c
943 if (acked > so->so_snd.sb_cc) {
944 tp->snd_wnd -= so->so_snd.sb_cc;
945 sbdrop (&so->so_snd, (int) so->so_snd.sb_cc);
946 ourfinisacked = 1; ’
947 } else {
948 sbdrop (&so->so_snd, acked);
949 tp-»>snd_wnd -= acked;
950 ourfinisacked = 0;
951 } )
952 if (so->so_snd.sb_flags & SB_NOTIFY)
953 sowwakeup (s0) ;
954 tp-»>snd_una = ti->ti_ack;
955 if (SEQ LT (tp->snd_nxt, tp->snd_una))
956 tp->snd_nxt = tp->snd_una; .
tep_input.c
29-8 tcp_input
2.

943-946

snd_wnd
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FIN sbdr op
FIN FIN
947-951 our fini sacked 0
acked
3.
951-956 sowwakeup snd_una
snd_una snd_nxt
29-9 snd_nxt snd_una
1~512 513~1024
1 2 512 513 514 1024 1025
snd_una snd_nxt
snd_max
29-9
25-26 snd_nxt snd_una
t cp_out put 1~512 t cp_out put snd_nxt
513 29-10
1 2 512 513 514 1024 1025
snd_una snd_nxt snd_max
29-10 ( 29-9)
1025 ACK ( ACK
) ACK snd_max snd_una
ACK 29-11 switch 4
tcp_input.c
957 switch (tp->t_state) { p-mp
958 /*
959 * In FIN_WAIT_1 state in addition to the processing
960 * for the ESTABLISHED state if our FIN is now acknowledged
961 * then enter FIN_WAIT_2.
962 */
963 case TCPS_FIN_WAIT 1:
964 if (ourfinisacked) {
965 /*
966 * If we can’'t receive any more
967 * data, then closing user can proceed.
968 * Starting the timer is contrary to the

29-11 tcp i nput FIN_WAIT 1 ACK
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()

969 * gpecification, but if we don’t get a FIN
970 * we’ll hang forever.
971 */
972 if (so-»so_state & SS_CANTRCVMORE)
973 soisdisconnected(so);
974 tp->t_timer [TCPT_2MSL] = tcp_maxidle;
975 }
976 tp->t_state = TCPS_FIN_WAIT 2;
977 }
978 break; .
tcp_mput.c
29-11 ( )
4. FIN_WAIT_ 1 ACK
958-971 TCP FIN FIN
FIN FIN_WAIT 2
29-8 ourfinisacked
5. FIN_WAIT 2
972-975 25.6 Net/3 FIN_WAIT 2 FIN_WAIT 2
( close
cl ose ) ( FIN
)
29-12 CLOSING ACK
tcp_input.c
979 /* p-mp
980 * In CLOSING state in addition to the processing for
981 * the ESTABLISHED state if the ACK acknowledges our FIN
982 * then enter the TIME-WAIT state, otherwise ignore
983 * the segment.
984 */
985 case TCPS_CLOSING:
986 if (ourfinisacked) {
987 tp->t_state = TCPS_TIME_WAIT;
988 tcp_canceltimers (tp);
989 tp->t_timer [TCPT_2MSL] = 2 * TCPTV_MSL;
990 soisdisconnected(so0) ;
991 }
992 break; X
tep_input.c
29-12 tcp_input CLOSING ACK
6. CLOSING ACK
979-992 ACK  FIN ( )
TIME_WAIT ( ) TIME_WAIT
MSL
29-13 LAST_ACK ACK
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393 T tep_input.c
994 * In LAST_ACK, we may still be waiting for data to drain
995 * and/or to be acked, as well as for the ack of our FIN.
996 * If our FIN is now acknowledged, delete the TCB,
997 * enter the closed state, and return.
998 */
999 case TCPS_LAST ACK:
1000 if (ourfinisacked) {
1001 tp = tep_close(tp);
1002 goto drop;
1003 }
1004 break:; .
tep_input.c
29-13 tcp_input LAST_ACK ACK
7. LAST_ACK ACK
993-1004 FIN CLOSED tcp_cl ose
Internet PCB TCP
29-14 TIME_WAIT ACK
tcp_input.c
1005 /* : pmp
1006 * In TIME_WAIT state the only thing that should arrive
1007 * ig a retransmission of the remote FIN. Acknowledge
1008 * it and restart the finack timer.
1009 */
1010 case TCPS_TIME_WAIT:
1011 tp->t_timer [TCPT_2MSL] = 2 * TCPTV_MSL;
1012 goto dropafterack;
1013 }
1014 } .
tep_input.c
29-14 tcp_i nput TIME WAIT ACK
8. TIME_WAIT ACK
1005-1014 FIN FIN TCP
FIN FIN( ACK) TCP ACK
TIME_WAIT MSL
29.6
TCP snd_ W1 snd w2
end_ w1l (snd_wnd)
esnd_ W 2
( )
snd_wl 1 ti _seq 1
3 (tiwin)
(snd_wnd)

1) snd_w 1
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snd_w 1<ti _seq
2) (snd_wi 1  ti_seq) snd_w 2
snd_w 2<ti _ack

3)
snd_una
29-15
tep_input.c
1015 stepb: p-mp
1016 /*
1017 * Update window information.
1018 * Don’t look at window if no ACK: TAC’s send garbage on first SYN.
1019 */
1020 if ((tiflags & TH_ACK) &&
1021 (SEQ_LT(tp->snd_wll, ti->ti_seq) || tp->snd_wll == ti->ti_seq &&
1022 (SEQ_LT(tp->snd_wl2, ti->ti_ack) ||
1023 tp->snd_wl2 == ti->ti_ack && tiwin > tp->snd_wnd))) {
1024 /* keep track of pure window updates */
1025 if (ti->ti_len == 0 &&
1026 tp->snd_wl2 == ti->ti_ack && tiwin > tp->snd_wnd)
1027 tcpstat.teps_rcovwinupd++;
1028 tp->snd_wnd = tiwin;
1029 tp->snd_wll = ti->ti_seq;
1030 tp->snd_wl2 = ti->ti_ack;
1031 if (tp->snd_wnd > tp->max_sndwnd)
1032 tp->max_sndwnd = tp->snd_wnd;
1033 needoutput = 1;
1034 } .
tep_input.c
29-15 tcp_i nput
1.
1015-1023 i f ACK 3
LISTEN SYN_SENT SYN stepb
LISTEN SYN ACK
TAC * (terminal access controller)” ARPANET
Telnet
1024-1027 ( 0 ACK
) t cps_rcvwi nupd
2.
1028-1033 snd_ w1 snd_ w2
TCP max_sndwnd

26-8 snd_wnd
needout put
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29.7
TCP URG 29-16
tcp_input.c
1035 /* p-mp
1036 * Process segments with URG.
1037
1038 if ((tiflags & TH_URG) && ti->ti_urp &&
1039 TCPS_HAVERCVDFIN({tp->t_state) == ) {
1040 /*
1041 * This is a kludge, but if we receive and accept
1042 * random urgent pointers, we’ll crash in
1043 * goreceive. It’s hard to imagine someone
1044 * actually wanting to send this much urgent data.
1045 */
1046 if (ti-»>ti_urp + so-»so_rcv.sb_cc > sb_max) {
1047 ti->ti_urp = 0; /* XXX */
1048 tiflags &= “TH_URG; /* XXX */
1049 goto dodata; /* XXX */
1050 } .
tep_input.c
29-16 tcp_i nput
1. URG
1035-1039 URG
(ti _urp) FIN TIME_WAIT
TCPS_HAVERCVDFI N URG
CLOSE_WAIT CLOSING LAST_ACK TIME_WAIT
URG
2.
1040-1050
URG
29-17 tcp_i nput
tcp_input.c
1051 /* P-np
1052 * If this segment advances the known urgent pointer,
1053 * then mark the data stream. This should not happen
1054 ‘* in CLOSE_WAIT, CLOSING, LAST ACK or TIME_WAIT states since
1055 * a FIN has been received from the remote side.
1056 * In these states we ignore the URG.
1057 *
1058 * According to RFC961 (Assigned Protocols),
1059 * the urgent pointer points to the last octet
1060 * of urgent data. We continue, however,
1061 * to consider it to indicate the first octet
1062 * of data past the urgent section as the original
1063 * gpec states (in one of two places).
1064 */
1065 if (SEQ_GT(ti->ti_seq + ti->ti_urp, tp->rcv_up)) {

29-17 tcp_input
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1066 tp->rcv_up = ti->ti_seq + ti->ti_urp;
1067 so->s0_oobmark = so-»so_rcv.sb_cc +
1068 (tp->rcv_up - tp->rcv_nxt) - 1;
1069 if (so-»so_oobmark == 0)
1070 so->so_state |= SS_RCVATMARK;
1071 sohasoutofband(so) ;
1072 tp->t_oobflags &= ~ (TCPOOB_HAVEDATA | TCPOOB_HADDATA) ;
1073 }
1074 /* _
1075 * Remove out-of-band data so doesn’t get presented to user.
1076 * This can happen independent of advancing the URG pointer,
1077 * but if two URG’s are pending at once, some out-of-band
1078 * data may creep in... ick.
1079 */
1080 if (ti->ti_urp <= ti->ti_len
1081 #ifdef SO_OOBINLINE
1082 && (so->so_options & SO_OOBINLINE) == 0
1083 #endif
1084 )
1085 tcp_pulloutofband(so, ti, m);
1086 } else {
1087 /*
1088 * If no out-of-band data is expected, pull receive
1089 * urgent pointer along with the receive window.
1090 */
1091 if (SEQ_GT(tp->rcv_nxt, tp->rcv_up))
1092 tp->rcv_up = tp->rcv_nxt;
1093 } .
tcp_input.c
29-17 ()
1051-1065
26-30 3 29-
18
(rcv_up)
rcv_nxt i f ti_len=3
4 3 4) rcv_up 7 4 5 6
3.
1066-1070
rcv_nxt
rov_up
ti_se
(so_rcv.sb_cc) t-seq
ti_urp=3
so_oobmar k 2 : -
6
29-18 26-30
0
send 1
Berkeley
4, TCP

1071-1072 sohasout of band
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TCPOOB_HAVEDATA TCPOOB_ HADDATA 30-8 PRU_RCvOOB
5.
1074-1085
TCP
SO _O0OBI NLI NE  ( Net/3 )
t _iobc
tcp_pul | out of band
TCP
TCP
6.
1086-1093 rcv_nxt rcv_up
rcv_nxt URG
29-17 SEQ GT
26.6 29-16 29-17
29.8 tcp_pull outof band
29-17
1)
2) ( )
3) SO_OOBI NLI NE
( mbuf ) TCP
t _iobc recv MSG_0OB
30-8 PRU_RCVOOB 29-19
tep_input.c
1282 void p-np
1283 tcp_pulloutofband(so, ti, m)
1284 struct socket *so;
1285 struct tcpiphdr *ti;
1286 struct mbuf *m;
1287 {
1288 int cnt = ti->ti_urp - 1;
1289 while (cnt >= 0) {
1290 if (m->m_len > cnt) |
1291 char *cp = mtod(m, caddr_t) + cnt;
1292 struct tcpcb *tp = sototcpcb(so);
1293 tp->t_iobc = *cp;
1294 tp->t_oobflags |= TCPOOB_HAVEDATA;
1295 becopy(cp + 1, cp, (unsigned) (m->m_len - cnt - 1));
1296 m—>m;1en—-;
1297 return;
1298 }
1299 cnt -= m->m_len;

29-19 tcp_pul | out of band t_iobc
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1300 m = m->m_next;
1301 if (m == 0)
1302 break;
1303 }
1304 panic("tcp_pulloutofband®) ;
1305 } ,
tep_input.c
29-19 ()
1282-1289 29-20 3 7
6 mbuf
cnt 2 m | en( 2 i f
1290-1298 cp t _iobc
TCPOOB_HAVEDATA bcopy ( 7 8) 1 29-
21
- —= > t_iobc
m_len=ti_len=5 -~ ti_len=5 . 6
- m_len=4 gl
4 5 7 8
rcv_nxt er_uD
ti_seq *
ti_urp=3 rcv_nxt
. o ti_seq
29-20 29-21 (  29-20)
7 mbuf 5 4 ti _len
5 TCP_REASS tcp_reass
( ) rcv_nxt ti _len ti _len 5
mbuf
(m pkthdr.len) 1 sbhappend
mbuf
1299-1302 mbuf cnt mbuf
mbuf
mbuf br eak pani c
29.9
tcp_i nput )

29-22
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tep_input.c
1094 dodata: /* XXX */ PP
1095 /*
1096 * Process the segment text, merging it into the TCP sequencing queue,
1097 * and arranging for acknowledgment of receipt if necessary.
1098 * This process logically involves adjusting tp->rcv_wnd as data
1099 * is presented to the user (this happens in tcp_usrreq.c,
1100 * case PRU_RCVD). If a FIN has already been received on this
1101 * connection then we just ignore the text.
1102 */
1103 if ((ti->ti_len || (tiflags & TH_FIN)) &&
1104 TCPS_HAVERCVDFIN(tp->t_state) == 0) {
1105 TCP_REASS (tp, ti, m, so, tiflags);
1106 /*
1107 * Note the amount of data that peer has sent into
1108 * our window, in order to estimate the sender’s
1109 * buffer size.
1110 */
1111 len = so->so_rcv.sb_hiwat - (tp->rcv_adv - tp->rcv_nxt);
1112 } else {
1113 m_freem(m) ;
1114 tiflags &= ~“TH_FIN;
1115 } .
tep_input.c
29-22 tcp_i nput
1094-1105
1) 0 FIN
2) FIN
TCP_REASS ( )
ACK rcv_nxt
tcp_reass (
(ti flags)
tcp_reass tiflags 0 FIN ( )
FIN i f
1~1024
1025~2048 FIN
( 1025~2048) ACK FIN
29-22 0 FIN
TCP_REASS tcp_reass ti _seq(2049 FIN ) rcv_nxt
(1) tcp_reass o( 2 -23) TCP_REASS tiflags 0
FIN ( 29-10) FIN
1106-1111 Il en
8192(Net/3 ) TCP SYN 8192

1~-1024 29-23 TCP_REASS rcv_nxt
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e so_rcv.sb_hiwat = 8192
B >
__________________________________ 4
1 1024 !
__________________________________ J
rcv_nxt rcv*adv
=1025 = 8193
29-23 8192 1~1024
I en 1024 I en
29-15 max_sndwnd
|l en Net/1 I en
TCP max_rcvd
if (len > tp->max_rcvd)
tp->max_rcvd = len;
Net/1 max_rcvd
1112-1115 | en 0 FIN FIN
mbuf FIN
29.10 FIN
tcp_input 29-24 FIN
tcp_input.c
1116 /* . p-mp
1117 * If FIN is received ACK the FIN and let the user know
1118 * that the connection is c¢losing.
1119 */
1120 if (tiflags & TH_FIN) {
1121 if (TCPS_HAVERCVDFIN (tp->t_state) == 0) {
1122 socantrcvmore (so) ;
1123 tp->t_flags |= TF_ACKNOW;
1124 tp->rcv_nxt++;
1125 }
1126 switch (tp->t_state) {
1127 /*
1128 * In SYN_RECEIVED and ESTABLISHED states
1129 * enter the CLOSE_WAIT state.
1130 */
1131 case TCPS_SYN_RECEIVED:
1132 case TCPS_ESTABLISHED:
1133 tp->t_state = TCPS_CLOSE_WAIT;
1134 break; .,
tep_input.c
29-24 tcp_i nput FIN
1. FIN
1116-1125 FIN FIN
socantrcvmore TF_ACKNOW ACK( )
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rcv_nxt 1 FIN
1126 FIN switch
CLOSED LISTEN SYN_SENT FIN 3
SYN FIN
CLOSING CLOSE_WAIT LAST_ACK FIN 3
FIN
2. SYN_RCVD ESTABLISHED
1127-1134 SYN_RCVD ESTABLISHED FIN
CLOSE_WAIT
SYN_RCVD FIN 24-15
LISTEN SYN
FIN SYN SYN_RCVD
ACK FIN( FIN ACK
29-2 ESTABLISHED )
29-25 FIN
1135 T tep_input.c
1136 * If still in FIN_WAIT_1 state FIN has not been acked so
1137 * enter the CLOSING state.
1138 */ ’
1139 case TCPS_FIN_WAIT 1:
1140 tp->t_state = TCPS_CLOSING;
1141 break;
1142 /*
1143 * In FIN_WAIT 2 state enter the TIME WAIT state,
1144 * starting the time-wait timer, turning off the other
1145 * standard timers.
1146 */
1147 case TCPS_FIN _WAIT_ 2:
1148 tp->t_state = TCPS_TIME_WAIT;
1149 tcp_canceltimers (tp);
1150 tp->t_timer [TCPT_2MSL] = 2 * TCPTV_MSL;
1151 soisdisconnected(so);
1152 break;
1153 /*
1154 * In TIME_WAIT state restart the 2 MSL time_wait timer.
1155 */
1156 case TCPS_TIME_WAIT:
1157 tp->t_timer [TCPT_2MSL] = 2 * TCPTV_MSL;
1158 break;
1159 }
1160
tcp_input.c
29-25 tcp_input FIN
3.FIN_WAIT_1
1135-1141 ACK FIN FIN_ WAIT_1

—_— FIN CLOSING
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4. FIN_WAIT 2
1142-1148 FIN TIME_WAIT FIN_WAIT 1 ACK
FIN ( ) 24-15 FIN_WAIT_1 TIME_WAIT
29-11 ACK FIN_WAIT_2 FIN
TIME_WAIT ACK FIN FIN_WAIT 2

5. TIME_WAIT

1149-1152 TCP TIME_WAIT MSL(
ACK FIN  29-11 FIN_WAIT_2 )
6. TIME_WAIT
1153-1159 TIME_WAIT FIN 29-14
TIME_WAIT MSL
29.11
29-26 tcp_input
dropafterack
- - tep_input.c
1161 if (so->so_options & SO_DEBUG)
1162 tcp_trace(TA_INPUT, ostate, tp, &tcp_saveti, 0);
1163 /*
1164 * Return any desired output.
1165 */
1166 if (needoutput || (tp->t_flags & TF_ACKNOW))
1167 (void) tcp_output (tp);
1168 return;
1169 dropafterack:
1170 /*
1171 * Generate an ACK dropping incoming segment if it occupies
1172 * sequence space, where the ACK reflects our state.
1173 */ 7
1174 if (tiflags & TH_RST)
1175 goto drop;
1176 m_freem(m) ;
1177 tp->t_flags |= TF_ACKNOW;
1178 (void) tcp_output (tp);
1179 return; .
tep_input.c
29-26 tcp_input
1. SO_DEBUG
1161-1162 SO_DEBUG tcp_trace

28-7 IP TCP

2. t cp_out put
1163-1168 needout put ( 29-6 29-15) ACK
t cp_out put



Chinaspupocom

TCP/IP 2

3.dropafterack

1169-1179 RST ACK(  RST )
mbuf t cp_out put ACK
29-27 tcp_i nput
- tep_input.c
1180 dropwithreset:
1181 /*
1182 * Generate an- RST, dropping incoming segment.
1183 * Make ACK acceptable to originator of segment.
1184 * Don‘t bother to respond if destination was broadcast/multicast.
1185 */
1186 if ((tiflags & TH_RST) || m->m_flags & (M_BCAST | M_MCAST) ||
1187 IN_MULTICAST (ti->ti_dst.s_addr))
1188 goto drop;
1189 if (tiflags & TH_ACK)
1190 tcp_respond(tp, ti, m, (tcp_seq) 0, ti->ti_ack, TH_RST);
1191 else {
1192 if (tiflags & TH_SYN)
1193 ti->ti_len++;
1194 tcp_respond(tp, ti, m, ti->ti_seq + ti->ti_len, (tcp_seq) 0,
1195 TH_RST | TH_ACK);
1196 }
1197 /* destroy temporarily created socket */
1198 if (dropsocket)
1199 (void) soabort (so);
1200 return;
1201 drop:
1202 /*
1203 * Drop space held by incoming segment and return.
1204 */
1205 if (tp && (tp->t_inpcb->inp_socket->so_options & SO_DEBUG))
1206 tcp_trace (TA_DROP, ostate, tp, &tcp_saveti, 0);
1207 m_freem(m) ;
1208 /* destroy temporarily created socket */
1209 if (dropsocket)
1210 (void) soabort (so);
1211 return;
1212 } )
tep_input.c
29-27 tcp_input
4. dropwi t hreset
1180-1188 RST, ,
RST RST RST, RST ( RST)
28-16
IN_MULTICAST
5. RST
1189-1196 RST ACK
ACK

29-28 RST
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RST
ACK 0 TH_RST
ACK 0 TH_RST| TH_ACK
29-28 RST
SYN( 24-16) ACK tcp_respond
6.
1192-1193 SYN ti_len 1 RST SYN
1 SYN
28-6 Internet PCB dropwi t hr eset
RST SYN( 28-18) 1 18.14
RST
tcp_respond mbuf RST
mbuf mbuf
7.
1197-1199 28-7 28-16
drop socket
8. ( ACK RST)
1201-1206 ACK RST tcp_trace
SO_DEBUG ACK t cp_out put
SO_DEBUG RST RST
1207-1211 mbuf dr opsocket
29.12
TCP UDP (23.12 )
[Dalton et al. 1993]
TCP PCB [McKenney and Dove 1992]

[Partridge 1993] Van Jacobson

TCP IP (RISC
(demultiplexer) PCB( 10 ) TCP (
TCP
) TCP TCP
29.13
TCP TCP

TCP
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RFC 1144[Jacobson 19944]
Van Jacobson VJ
(RFC 1144 t cp_out put
) (28.4 )
29.13.1
SLIP PPP
TCP — P ( ICMP
IGMP UDP ) IPITCP 40 3
Telnet TCP 41 4
256 16 16
TCP 8 bit ID(
256) / 96 bit
o 1P TCP 1P TCP e
29-29
TCP
29-29
1D 1 P 128.1.2.3 TCP
1500 P 192.3.4.5 TCP 25 1D
2
) ' | P/TCP IP/TCP
0 , 0
1 {128.1.2.3, 1500, 192.3.4.5, 25} 1 {128.1.2.3, 1500, 192.3.4.5, 25}
2 2
e
15 15
i IP/TCP ) IP/TCP
0 0
1
2 {192.3.4.5, 25, 128.1.2.3, 1500} 2 {192.3.4.5, 25,128.1.2.3, 1500}
-
15 15

29-29 ( SLiP )
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29-29
( )
IP TCP ——TCP
29-30 IP
IP
l TCP IP
TCP >
TCP
COVMPRESSED_TCP
96-bit IP/TCP
UNCOVMPRESSED_TCP
IP/TCP
29-30
3
HIP 4 4 IP IP ( 8-8)
2) COMPRESSED_TCP 1 IP 8 15
( 7bit )
3) UNCOMPRESSED_TCP 4 7
1P 6 TCP) ID
5-13 5-
16 sl _conpress_tcp TCP
29-31 4 * -7 1P 7

“C1 P S A WFPE



Chinaspupecom

TCP/IP 2
4 bit 4 bit
0 1 0 0O - - - =~ 1IP
0 1 1 1 - - - - UNCOMPRESSED_TCP
1 ¢ I P S A W U COMPRESSED_TCP
29-31
29-32 IP
(IP 4bit
- -1
TcP 0100 TCP 0-65515 IP
/l,
20-60 1P
IP: I<——>|
/1/
TCP 0100 TCP 20-60 TCP 0-65495 TCP
/l/
20-60 IP _.|
/I,
UNCOMPRESSED_TCP:|0111 ID 20-60 TCP 0-65495 TCP
/1/
1 A~
COMPRESSED_TCP: |1CIP 0-65495 TCP
1 1-
3-16
|‘ TCP ’i
29-32 IP
IP TCP ( UDP ICMP IGMP
) TCP P TCP
UNCOVPRESSED_TCP TCP 4
IP
IP TCP TCP
. IP
*SYN FIN RST
« ACK
3 IP
TCP

UNCOMPRESSED_TCP

TOS
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65535
29.13.2
29-33 IP TCP
0 15 16 31
4-bit 4-bit 8-bit 6
(TOS) o)
_ 3-bit :
16-bit 13-bit
8-bit (TTL) 8-bit 16-bit 20
32-bit 1P
32-bit 1P
16-bit 16-bit
32-bit
32-bit 20
e UIAIP:P{SIF
el @biy IR|Cisis|v] 16-bit
GIKiHETININ
16-bit TCP 16-bit
1
29-33 IP TCP
IP TCP
( 29.7)
50% V3
29-34 IPITCP
IPITCP 3 ( ) 16 bit TCP
TCP (SLIP

PPP )
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1111(C P(S|A|W
0,1 connid (C) | c 1 ID
2 TCP 16-bit TCP
0,1, 3: urgoff (U) : U 1.TCP
[ |
0,1,3 Awin (W) : W LTCP
|
e
0,1, 3: Aack (A) I A L. TCP
L e 2
0,1,3, Aseq (S) . s 1TCP
L o= o
0,1,3, Aipid (I) Lo
29-34 IP/ITCP
6 connid urgoff Awin Aack Aseq Aipid 29-34
19
4 bit SAWU 16
1 COMPRESSED_TCP
bit 6 29-35 7 bit
0 1
C ID 1D connid= ID
| P ip_id ipid 1 Aipid=IP
P TCP PSH PSH
S TCP th_seq th_seq Aseq=TCP
A TCP t h_ack th_ack Aack=TCP
W TCP th_win th_wn Awin=TCP
U TCP th_urg URG urgoff=
29-35 7
C C 0 ( )
ID 1 connid ID 0~255
| | 0 IP 1( )

Aipid  ip_id
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P TCP PSH PSH
S S 0 TCP 1 Aseq th_seq
A A 0 TCP ( ) 1 Dack th_ack
W w 0 TCP 1 Awin th_win
U U 0 URG ( )
1 URG urgoff th_urg URG
(
)
(Awin )
29-34 5 0 1 3
0
1 1~-255 1
3 0 256~65535 3
0 3 16 bit urgoff Dwin Dipid
32 bit Aack Dseq 0 65535
29-33 29-34
< IP
. IP 16 bit IP IP
IP
29.13.3
4 —SAWU
—_— URG
( 4 1011 1111)
4 1011(  *SA)
111( *9)
* SA
URG Aseq Aack
1 19-3 19-4
*S
URG Dseq
( FTP) 1 20-1 20-2
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20-3
29.13.4
1-17 bsdi slip SLIP
SLIP bsdi t cpdunp (1
A)
29-34
bsdi slip
(FTP) 29-36
FTP
I P 1 5 5
UNCOMPRESSED_TCP 2 3
COVPRESSED_TCP
* A 75 75 0 0
*S 25 1 1 325
9 93 337 13
113 172 345 346
29-36 FTP
*GA 75
FTP *S
325
FTP IP 10 4 SYN 6 FIN
FTP
UNCOMPRESSED_TCP ID
(Net/3
FTP TOS )
FTP
3 102 44 2 250
4 94 78
5 7 12 5 2
6 6 325 5
7 13 2 1
8 1
9 4 1
109 169 338 338

29-37
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29-37 4 3.1
41 6.0 33 40
FTP 325
256 Aack 256 255 3 SLIPMTU 296
TCP 256 MSS FTP 3 250
*S ( ) 256 *S
TCP FTP 78
4 IP ( 29.8)
29.13.5
SLIP PPP SLIP
ifconfig
l'inkO 1ink2 ( )
( )
TCP UNCOMPRESSED_TCP ID
( )
PPP
29.14
TCP SYN_RCVD
ACK
TCP ACK
Net/3
ACK ACK
TCP
URG TCP
TCP URG
TCP TCP_REASS
FIN tcp_out put
TCP SLIP PPP IP TCP 40

36 ( )
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29.1

29.2

29.3

294

29.5

29.6

29.7
29.8

Net/3 SYN 50
50
FIN
Net/3 SYN SYN/ACK
FIN TCP
1 18-19 RFC 793 14
Net/3
6 4
FIN FIN
RFC 793 72
(
Net/3
RFC 1323 TCP
Net/3 IP TCP

SYN/ACK
50
4
Net/3
OK1 )H
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