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27 TCP

27.1

TCP TCP
etcp_drain mbuf

etcp_drop RST

etcp_cl ose TCP FIN 4
1 18.2 4
etcp_nss MSS TCP MSS MSS
etcp_ctlinput TCP ICMP
tcp_notify ICMP tcp_quench ICMP

* TCP_REASS tcp_reass

etcp_trace TCP ( SO _DEBUG) trpt
(8)

27.2 tcp_drain

tcp_drain TCP pr_drain mbuf
m reclaim 10-32 i p_drain
UDP TCP mbuf——
—— Net/3 TCP mbuf mbuf
tcp_drain ( ) TCP IP

27.3 tcp_drop

tcp_drop RST
(tcp_di sconnect ) FIN TCP
27-1 tcp_drop 7 errno
27-2 tcp_drop
202-213 TCP SYN RST tcp_drop
CLOSED t cp_out put 24-16 CLOSED tcp_outfl ags
RST

214-216 errno ETI MEDOUT ( EHOSTUNREACH)
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27

TCP

ETIMEDOUT

217 tcp_close

errno

tcp_i nput

ENOBUFS SYN
mbuf

t_tenplate

tcp_i nput

ECONNREFUSED RST SYN

tcp_i nput

ECONNRESET RST

tcp_tinmers

ETI MEDOUT 13

ACK( 25-25)

tcp_tinmers

ETI MEDOUT
9

( 25-16)

tcp_usrreq

ECONNABORTED PRU_ABORT

tcp_usrreq 0

SO LI NGER

27-1 tcp_drop errno

202 struct tcpcbh *
203 tcp_drop(tp, errno)
204 struct tcpcb *tp;

205 int

206 {
207

208
209
210
211
212
213
214
215
216
217
218 }

errno;

struct socket *so = tp->t_inpcb->inp_socket;

if (TCPS_HAVERCVDSYN (tp->t_state)) {
tp->t_state = TCPS_CLOSED;
(void) tcp_output (tp);
tcpstat.tcps_drops++;

} else
tcpstat.teps_conndrops++;

if (errno == ETIMEDOUT && tp->t_softerror)
errno = tp->t_softerror;

S0->8S0_error = errno;

return (tcp_close(tp));

tcp_subr.c

27-2 tcp drop

27.4 tcp_close

tcp_cl ose
CLOSED

TCP

27.4.1

rt_metrics

LAST_ACK
2MSL
tcp_tiners tcp_close

tcp_cl ose

Internet PCB

( 18-26) 9 6

ACK

tep_subr.c

tcp_i nput

TIME_WAIT

TCP

(IP TCP
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route (8) (9 rmx_pksent ) 27-3
route -1 ock rnx_| ocks ( 20-13) RTV_xxx
TCP
tcp_cl ose 3 e RTT RTT
) tcp_cl ose tcp_nss
rt_metrics rout e(8)
rmx_expire -expire
rmx_hopcount - hopcount
romx_ntu . -mu
rmx_recvpipe . -recvpi pe
rmx_rtt . . -rtt
romx_rttvar . . -rttvar
rmx_sendpi pe . - sendpi pe
rmx_ssthresh . . -ssthresh
27-3 TCP rt_netrics
27-4 tcp_cl ose
1
234-248 8192  (sb_hi wat)
131 072 (16 )
( 19.2)
Nx 222(N>1) Nx 2%2+131072(N>1)
4G
Internet
( )
route
( 19.2)
250 27-3
2. RTT
251-264 t _srtt 8 ( 25-19) romx_rtt
t_srtt 1 000 OOO(RTM_RTTUNI T) 2( /) 8 RTT
rmxk_rtt
romx_rtt
3.
265-273 RTT 4 t_rttvar
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tep_subr.c

225 struct tcpcbh *
226 tcp_close(tp)
227 struct tcpcb *tp;

228 {
229 struct tcpiphdr *t;
230 struct inpcb *inp = tp->t_inpcb;
231 struct socket *so = inp->inp_socket;
232 struct mbuf *m;
233 struct rtentry *rt;
234 /*
235 * If we sent enough data to get some meaningful characteristics,
236 * save them in the routing entry. ‘Enough’ is arbitrarily
237 * defined as the sendpipesize (default 8K) * 16. This would
238 * give us 16 rtt samples assuming we only get one sample per
239 * window (the usual case on a long haul net). 16 samples is
240 * enough for the srtt filter to converge to within 5% of the correct
241 * value; fewer samples and we could save a very bogus rtt.
242 %*
243 * Don’t update the default route’s characteristics and don’t
244 * update anything that the user "locked".
245 */
246 if (SEQ_LT(tp->iss + so->so_snd.sb_hiwat * 16, tp->snd_max) &&
247 (rt = inp->inp_route.ro_rt) &&
248 ((struct sockaddr_in *) rt_key(rt))->sin_addr.s_addr != INADDR_ANY) {
249 u_long 1i; -
250 if ((rt->rt_rmx.rmx_locks & RTV_RTT) == 0) {
251 i = tp->t_srtt * ’
252 (RTM_RTTUNIT /  (PR_SLOWHZ * TCP_RTT_SCALE));
253 if (rt->rt_rmx.rmx_rtt && i)
254 /*
255 * filter this update to half the old & half
256 * the new values, converting scale.
257 * See route.h and tcp_var.h for a
258 * description of the scaling constants.
259 */
260 rt->rt_rmx.rmx_rtt =
261 (rt->rt_rmx.rmx_rtt + i) / 2;
262 else
263 rt->rt_rmx.rmx_rtt = i;
264 }
265 if ((rt->rt_rmx.rmx_locks & RTV_RTTVAR) == 0) {
266 i = tp->t_rttvar *
267 (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RTTVAR_SCALE));
268 if (rt->rt_rmx.rmx_rttvar && i)
269 rt->rt_rmx.rmx_rttvar =
270 (rt->rt_rmx.rmx_rttvar + i) / 2;
271 else
272 rt->rt_rmx.rmx_rttvar = i;
273 }
tcp_subr.c
27-4 tcp_close RTT
27-5 tcp_cl ose
274-283 (1) (rmx_sst hresh ) (2
rnmx_sendpi pe snd_sst hresh rmx_sendpi pe

TCP rmx_sst hresh
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TCP
72 T tcp_subr.c
275 * update the pipelimit (ssthresh) if it has been updated
276 * already or if a pipesize was specified & the threshhold
277 * got below half the pipesize. I.e., wait for bad news
278 * before we start updating, then update on both good
279 * and bad news.
280 */
281 if ((rt->rt_rmx.rmx_locks & RTV_SSTHRESH) == 0 &&
282 (i = tp->snd_ssthresh) && rt->rt_rmx.rmx_ssthresh ||
283 i < (rt->rt_rmx.rmx_sendpipe / 2)) {
284 /*
285 * convert the limit from user data bytes to
286 * packets then to packet data bytes.
287 */
288 i = (i + tp->t_maxseg / 2) / tp->t_maxseg;
289 if (i < 2)
290 i=2;
291 i *= (u_long) (tp->t_maxseg + sizeof (struct tcpiphdr));
292 if (rt->rt_rmx.rmx_ssthresh)
293 rt->rt_rmx.rmx_ssthresh =
294 {(rt->rt_rmx.rmx_ssthresh + 1) / 2;
295 else
296 rt->rt_rmx.rmx_ssthresh = i;
297 }
298 }
tcp_subr.c
27-5 tcp_cl ose
284-290 snd_sst hresh MSS(t _maxseg)

1/2t _maxseg

snd_sst hresh

291-297 MSS IP TCP (40)
rnx_ssthresh 27-4 ( 1/2 1/2)
27.4.2
27-6 tcp_cl ose
- tep_subr.c

299 /* free the reassembly queue, if any */

300 t = tp->seg_next;

301 while (t != (struct tcpiphdr *) tp) {

302 t = (struct tcpiphdr *) t->ti_next;

303 m = REASS_MBUF( (struct tcpiphdr *) t->ti_prev);

304 remqgue (t->ti_prev);

305 m_freem(m) ;

306 }

307 if (tp->t_template)

308 (void) m_free(dtom(tp->t_template));

309 free(tp, M_PCB);

310 inp->inp_ppcb = 0;

27-6 tcp_cl ose
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311 soisdisconnected(so);
312 /* clobber input pcb cache if we’re closing the cached connection */
313 if (inp == tcp_last_inpcb)
314 tcp_last_inpcbh = &tcb;
315 in_pcbdetach (inp);
316 tcpstat.tcps_closed++;
317 return ((struct tcpcb *) 0);
318 }
tep_subr.c
27-6 ()
1. mbuf
299-306
27.9
2. TCP
307-309 m free IP TCP free TCP
sodi sconnect ed PRU_DI SCONNECT
3. PCB
310-318 Internet PCB TCP TCP PCB
tcp_last _inpchb i n_pcbdet ach PCB
27.5 tcp_mss
tcp_mss
1) t cp_out put SYN MSS
2)tcp_i nput SYN MSS
tcp_nss MSS
27-7 tcp_nss PCB
tep_input.c
1391 int PP
1392 tcp_mss(tp, offer)
1393 struct tcpcb *tp;
" 1394 u_int offer;
1395 {
1396 struct route *ro;
1397 struct rtentry *rt;
1398 struct ifnet *ifp;
1399 int rtt, mss;
1400 u_long bufsize;
1401 struct inpcb *inp;
1402 struct socket *so;
1403 extern int tcp_mssdflt;
1404 inp = tp->t_inpcb;
1405 ro = &inp->inp_route;
1406 if ((rt = ro->ro_rt) == (struct rtentry *) 0) {

27-7 tcp_nss

PCB
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1407 /* No route yet, so try to acquire one */
1408 if (inp->inp_faddr.s_addr != INADDR_ANY) {
1409 ro->ro_dst.sa_family = AF_INET;
1410 ro->ro_dst.sa_len = sizeof (ro->ro_dst);
1411 ((struct sockaddr_in *) &ro->ro_dst)->sin_addr =
1412 inp->inp_faddr;
1413 rtalloc(ro);
1414 }
1415 if ((rt = ro->ro_rt) == (struct rtentry *) 0)
1416 return (tcp_mssdflt);
1417 }
1418 ifp = rt->rt_ifp;
1419 so = inp->inp_socket; tqzjnputc
27-7 ()
1.
1391-1417 rtalloc
ifp MTU TCP MSS
512 (tcp_mssdflt)
27-8 tcp_nss
t_rttmn t_srtt t_rttvar
tep_input.c
1420 /* p-np
1421 * While we’re here, check if there’s an initial rtt
1422 * or rttvar. Convert from the route-table units
1423 * to scaled multiples of the slow timeout timer.
1424 */
1425 if (tp->t_srtt == 0 && (rtt = rt->rt_rmx.rmx_rtt)) {
1426 /*
1427 * XXX the lock bit for RTT indicates that the value
1428 * is also a minimum value; this is subject to time.
1429 *x/
1430 if (rt->rt_rmx.rmx_locks & RTV_RTT)
1431 tp->t_rttmin = rtt / (RTM_RTTUNIT / PR_SLOWHZ) ;
1432 tp->t_srtt = rtt / (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RTT_SCALE) ) ;
1433 if (rt->rt_rmx.rmx_rttvar)
1434 tp->t_rttvar = rt->rt_rmx.rmx_rttvar /
1435 (RTM_RTTUNIT / (PR_SLOWHZ * TCP_RTTVAR_SCALE) ) ;
1436 else
1437 /* default variation is +- 1 rtt */
1438 tp->t_rttvar =
1439 tp->t_srtt * TCP_RTTVAR_SCALE / TCP_RTT_SCALE;
1440 TCPT_RANGESET (tp->t_rxtcur,
1441 ((tp->t_srtt >> 2) + tp->t_rttvar) >> 1,
1442 tp->t_rttmin, TCPTV_REXMTMAX) ;
1443 } i
tep_input.c
27-8 tcp_nss RTT
2. RTT
1420-1432 RTT (t _srtt=0) rox_rtt
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27 TCP
RTT t_srtt RTV_RTT
RTT(t _rttmin) rmx_rtt tcp_newtcpch
t rttmin 2
rox_rtt( ) t_srtt( 8 ) 27-4
t rttmn t_srtt 1/8 TCP_RTT_SCALE
3. RTT
1433-1439 romxk_rttvar( ) t rttvar ( 4
) t _rttvar t rtt RTT
1 RTT t_rttvar 4 t_rtt 8
t_srtt
4. RTO
1440-1442 RTO t_rxtcur
RTO=srtt+2x rttvar
RTO 2 4 25-21
t_srtt
t srtt . t_rttvar +t_rttvar
= +2 =
8 4 2
TCPT_RANGESET
27-9 tcp_nss MSS
tcp_input.c
1444 /* P-Hmp
1445 * if there’s an mtu associated with the route, use it
1446 */
1447 if (rt->rt_rmx.rmx_mtu)
1448 mss = rt->rt_rmx.rmx_mtu - sizeof (struct tcpiphdr);
1449 else {
1450 mss = ifp->if_mtu - sizeof (struct tcpiphdr);
1451 #if (MCLBYTES & (MCLBYTES - 1)) == 0
1452 if (mss > MCLBYTES)
1453 mss &= " (MCLBYTES - 1);
1454 #else
1455 if (mss > MCLBYTES)
1456 mss = mss / MCLBYTES * MCLBYTES;
1457 #endif
1458 if (!in_localaddr (inp->inp_faddr))
1459 mss = min(mss, tcp_mssdflt);
1460 } .
tep_input.c
27-9 tcp_nss nss
5. MTU MSS
1444-1450 MTU nes nes
MTU 40(IP TCP ) MSS 1460
6. MSS MCLBYTES

1451-1457 mss MCLBYTES ms s



China=pupscom

TCP/IP 2
MCLBYTES(mbuf ) MCLBYTES ( 1024 2048) MCLBYTES
1 0 MCLBYTES 1024(0x400) 1023(0x 3f f)
0
ms s ms s MCLBYTES
mbuf 1024 nmss 1023 (Oxfffffc00) 10 bit
mss 1460 1024 mbuf 2048 2047
(Oxf fff8000) 11 bit MTU 4464
nes 4424 4096 MCLBYTES 2 nss MCLBYTES
MCLBYTES nes MCLBYTES
7.
1458-1459 IP (in_l ocal addr ) ms s
512(tcp_nssdflt) nss 512
IP subnet sar el ocal
SUBNETSAREL OCAL 1 IP
P ID 0
IP IP
MSS IP
WAN MTU 1006 ARPANET 1 117
WAN 1500 MTU
1 24.2 MTU (RFC 1191 [Mogul and Deering 1990])
Net/3 MTU
27-10 tcp_nss
8. MSS
1461-1472 tcp_mss tcp_input of fer nss
nss of fer nss 1024
512 nss 512 nmss 536( MTU
576) 1460 TCP 536 nss
tcp_mss tcp_output of fer 0 MSS
nss 32
1473-1483 nes tcp_newt cpchb t _maxseg(512) TCP
MSS (of fer ) rmx_sendpi pe
(high-water) ( 16-4) nes
rmx_sendpi pe
8192 nes
9. MSS
1484-1489 mss sb_max(Net/3
262 144 256x 1024) sbreserve
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8192 TCP mbuf 2048( nss 1460)
8760( 6x 1460) nmss 512 8192
Tael e tep_input.c
1462 * The current mss, t_maxseg, was initialized to the default value
1463 * of 512 (tep_mssdflt) by tcp_newtcpcb().
1464 * Tf we compute a smaller value, reduce the current mss.
1465 * If we compute a larger value, return it for use in sending
1466 * a max seg size option, but don’t store it for use
1467 * unless we received an offer at least that large from peer.
1468 * However, do not accept offers under 32 bytes.
1469 */
1470 if (offer)
1471 mss = min(mss, offer);
1472 mss = max{mss, 32); /* sanity */
1473 if (mes < tp->t_maxseg || offer != 0) {
1474 /*
1475 * If there‘s a pipesize, change the socket buffer
1476 * to that size. Make the socket buffers an integral
1477 * pnumber of mss units; if the mss is larger than
1478 * the socket buffer, decrease the mss.
1479 */
1480 if ((bufsize = rt->rt_rmx.rmx_sendpipe) == 0)
1481 bufsize = so->so_snd.sb_hiwat;
1482 if (bufsize < mss)
1483 mss = bufsize;
1484 else {
1485 bufsize = roundup({bufsize, mss):;
1486 if (bufsize > sb_max)
1487 bufsize = sb_max;
1488 (void) sbreserve(&so->so_snd, bufsize);
1489 }
1490 tp->t_maxseg = mss;
1491 if ((bufsize = rt->rt_rmx.rmx_recvpipe) == 0)
1492 bufsize = so-»so_rcv.sb_hiwat;
1493 if (bufsize > mss) {
1494 bufsize = roundup(bufsize, mss);
1495 if (bufsize > sb_max)
1496 bufsize = sb_max;
1497 (void) sbreserve(&so->so_rcv, bufsize);
1498 }
1489 }
1500 tp->snd_cwnd = mss;
1501 if (rt->rt_rmx.rmx_ssthresh) {
1502 /*
1503 * There’s some sort of gateway or interface
1504 * buffer limit on the path. Use this to set
1505 * the slow start threghhold, but set the
1506 * threshold to no less than 2*mss.
1507 */
1508 tp->snd_ssthresh = max(2 * mss, rt->rt_rmx.rmx_ssthresh);
1509 }
1510 return (mss);
1511 } ,
tep_input.c
27-10 tcp_nss
1490 t _maxseg (512) MSS
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1491-1499
10.
1500-1509 snd_cwnd
rnx_ssthresh (snd_sst hresh)
1510 mss tcp_input ( 28-10 MSS
) 26-23 t cp_out put MSS
tcp_nss
SYN MSS SYN
1) tcp_newt cpcb t _maxseg 512
2) connect SYN MSS t cp_out put
tcp_nss of fer IP mbuf 2048
27-9 nss 1460 of fer 27-10 nss
1460 1460 (512) M SS
t cp_out put MSS MSS 1460
3) SYN nss 1024 tcp_i nput tcp_mss of fer
1024 27-9 mss 1460 27-10 m n nss
1024 of fer 1024 ( 8192) t_maxseg
1024
tcp_nss TCP mss 1460
nmss 1024 TCP 1024
1460 1024
1460 27-10 nss
TCP mss 1460 nss 1024
1460 1024
27.6 tcp_ctlinput
22-32 tcp_ctlinput 5 ICMP
TCP UDP
4 TCP tcp_ctlinput
27-11 tcp_ctlinput 23-30 udp_ctli nput
365-366 tcp_ctlinput wudp_ctlinput ICMP
inetctlerrmap 0 UDP TCP

notify tcp_notify tcp_quench
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tcp_subr.c
355 void P
356 tcp_ctlinput(cmd, sa, ip)
357 int cmd;
358 struct sockaddr *sa;
359 struct ip *ip;
360 {
361 struct tcphdr *th;
362 extern struct in_addr zeroin_addr;
363 extern u_char inetctlerrmapl(];
364 void (*notify) (struct inpcb *, int) = tcp_notify;
365 if (cmd == PRC_QUENCH)
366 notify = tcp_quench;
367 else if (!PRC_IS_REDIRECT(cmd) &&
368 ( (unsigned) cmd > PRC_NCMDS || inetctlerrmap[cmd] == 0))
369 return; -
370 if (ip) {
371 th = (struct tcphdr *) ((caddr_t) ip + (ip->ip_hl << 2));
372 in_pcbnotify (&tcb, sa, th->th_dport, ip->ip_src, th->th_sport,
373 cmd, notify);
374 } else
375 in_pcbnotify (&tcb, sa, 0, zeroin_addr, 0, cmd, notify);
376 }
tcp_subr.c
27-11 tcp_ctlinput
27.7 tcp_notify
tcp_notify tcp_ctlinput
UDP TCP
27-12 tcp_motify
tep_subr.c

328 void

329 tcp_notify(inp, error)
330 struct inpcb *inp;

331 int

332 {
333
334

335
336
337
338
339
340
341
342
343
344
345
346
347
348

error;

struct tcpcbh *tp = (struct tcpcbh *) inp->inp_ppcb;
struct socket *so = inp->inp_socket;

/*

* Ignore some errors if we are hooked up.

* If connection hasn’t completed, has retransmitted several times,
* and receives a second error, give up now. This is better

*

than waiting a long time to establish a connection that
* can never complete.

*/
if (tp->t_state == TCPS_ESTABLISHED &&
(error == EHOSTUNREACH || error == ENETUNREACH | |
error == EHOSTDOWN) ) {
return;

} else if (tp->t_state < TCPS_ESTABLISHED && tp->t_rxtshift > 3 &&
tp->t_softerror)
SO->S0O_error = error;

27-12 tcp_notify
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349 else

350 tp->t_softerror = error;

351 wakeup ((caddr_t) & so->so_timeo);
352 sorwakeup (s0) ;

353 sowwakeup (s0) ;
354 1}

tep_subr.c
27-12 ()

328-345 ESTABLISHED EHOSTUNREACH ENETUNREACH
EHOSTDOWN

3 4.4BSD Net/2
(t _softerror)
tecp_xmt_timer ACK
t _softerror

346-353 TCP 4 t_softerror
so_error
sel ect t _softerror
tcp_drop tcp_drop
t_softerror errno

27.8 tcp_quench

tcp_quench 27-13 TCP
tcp_input i p_output ENOBUFS
t p_out put

tcp_subr.c
381 void P

382 tcp_quench(inp, errno)

383 struct ‘inpcbh *inp;

384 int errno;

385 {

386 struct tcpch *tp = intotcpcb(inp):

387 if (tp)
388 tp->snd_cwnd = tp->t_maxseg:;
389 1}

tep_subr.c
27-13 tcp_quench

TCP (
tcp_timers )
snd_sst hresh

27.9 TCP_REASS tcp_reass

TCP TCP
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27 TCP
mbuf {}
m_next NULL
4096 0 m_nextpkt NULL
0~ 1023 ( | m_len 44
- rm_data
) 2048 3071 m_type MT_DATA
m_flags M_PKTHDR
TCP m_pkthdr.len 44
m_pkthdr.rcvif |ptr
( 1024 ~ e
2047 ) .
TCP tcp_ ti —ol ti_next
. ti t
I nput I l—ll)rteiv_len p4r ipovly{}
mbuf IP TCP (20 )
4 ( 2-14 J
ti_sport I ti_dport A
) 27-14 ti_seq 7 ha
tephdr{}
v e | @ )
24-12 t cpi phdr
i povly tcphdr t cphdr
24-12 27-14
ti _next ti_prev
ti _len ti_dport ti_seq
TCP
seg_next 27-14 4 IP TCP
seg_prev ti_next ti_prev IP 8 TCP
ti_len TCP TCP
27.9.1 TCP_REASS
tcp_i nput 27-15 TCP_REASS
TCP_REASS 29-22
54-63 tp TCP ti t cpi phdr
3
1) ( ti_seq rcv_nxt)
2) (seg_next mbuf)
3) ESTABLISHED
ACK rcv_nxt

TCP FIN flags TH_FIN
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- - tep_input.c
53 #define TCP_REASS(tp, ti, m, so, flags) { \
54 if ((ti)->ti_seq == (tp)->rcv_nxt && \
55 (tp) ->seg_next == (struct tcpiphdr *) (tp) && \
56 (tp) ~>t_state == TCPS_ESTABLISHED) { \
57 tp->t_flags |= TF_DELACK; \
58 (tp) ->rocv_nxt += (ti)->ti_len; \
59 flags = (ti)->ti_flags & TH_FIN; \
60 tcpstat.teps_rcovpack++; \
61 tcpstat.tcps_rcvbyte += (ti)->ti_len; \
62 sbappend (& (so) ->so_rcv, (m}); \
63 sorwakeup (so); \
64 } else { \
65 (flags) = tcp_reass((tp), (ti), (m)); \
66 tp->t_flags |= TF_ACKNOW; \
67 A
68 } .
tep_input.c
27-15 TP _REASS
3
SYN
ESTABLISHED
64-67 3 TCP_REASS TCP_REASS
TF_ACKNOW ACK TCP
ACK (29.4 )
TCP_REASS 27-14 TCP
ti_sport ti_dport TCP TCP_REASS
TCP mbuf
27-14 IP TCP mbuf
dt om 2.6 m_pul | up IP TCP
( 2-16 ) dtom
TCP TCP mbuf (back pointer) TCP
27-16
mbuf TCP seg_next
seg_prev ti _next
1(r cv_nxt)
1461~4380 TCP m devget

mbuf 2-16
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(27

27 TCP
tcpeb(}) mbuf{} mbuf (}
(:::_seg_next (f—b m_next NULL m_next NULL
seg_prev m_nextpkt NULL m_nextpkt NULL
‘ m_len 1500 . m_len 1500
(r—~m_data (~—~m_data
. m_type MT_DATA m_type MT DATA
M_PKTHDR M_PKTHDR
m_£flags | M_EXT m_£flags | M_EXT
m_pkthdr.len 1500 m_pkthdr.len 1500
; : m_pkthdr.rcvif |pir m_pkthdr.rcvif |ptr
rcv_nxt tm_ext .ext_buf t m_ext .ext_buf
[_ m_ext.ext_free |NULL [— m_ext.ext_free (NULL
2048 2048

m_ext.ext_size

2048

- Lb ti_next T
- ti_prev ~
| [ti_len|1460
N[
ti_seq 1461
| M
1460

27-16 TCP
TCP 32 bit mbuf
27.9.2 TCP_REASS
27-17 TCP_REASS
ti IP TCP m

m_ext.ext_size

2048

ti_next
ti_prev
] lti_len

ti_seq

[

1460

mbuf

TCP_REASS

TCP
mbuf

tp

ipovly{}
(20 )

1460

I\

2921
tephdr{}

(20 )
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ti m mbuf
tcp_input.c
69 int pnp
70 tcp_reass(tp, ti, m)
71 struct tcpcbh *tp;
72 struct tcpiphdr *ti;
73 struct mbuf *m;
74 {
75 struct tcpiphdr *q;
76 struct socket *so = tp->t_inpcb->inp_socket;
77 int flags;
78 /*
79 * Call with ti==0 after become established to
80 * force pre-ESTABLISHED data up to user socket.
81 */
82 if (ti == 0)
83 goto present;
84 /*
85 * Find a segment that begins after this one does.
86 */
87 for (g = tp->seg_next; q != (struct tcpiphdr *) tp:
88 q = (struct tcpiphdr *) g->ti_next)
89 if (SEQ GT(g->ti_seq, ti->ti_seq))
90 break; R
tep_input.c
27-17 TP _REASS
69-83 TCP SYN tcp_i nput TCP_REASS
ti ( 2820 29-2) SYN
(TCP_REASS )
“ present” 27-23
84-90 seg_next
(ti _seq) for if
27-18 q
10~15 ti _next
ti _prev (ti _seq) (ti _len)
mbuf 27-14
f ti_len=>5
ti_next lti_ﬁrev 4 T 5 l 6 7 | 8 :}
]
. i
el tiseq=4 b tilen=4
| ti_next | ti_prev| 7 | 8 | 9 10 }
]
i = ]
a ti_seq=7 < ti_len=6
N o -
3| ti_next | ti_prev | 10 | 1 | 12 | 13 | 14 [ 15
. J ti_seq=10

27-18



Chinaspubecom o

27-19 TCP_REASS
tcp_input.c
91 /* p-mp
92 * If there is a preceding segment, it may provide some of
93 * our data already. If so, drop the data from the incoming
94 * segment. If it provides all of our data, drop us.
95 */
96 if ((struct tcpiphdr *) g->ti_prev != (struct tcpiphdr *) tp) {
97 int i;
98 g = (struct tcpiphdr *) g->ti_prev;
99 /* conversion to int (in i) handles seqg wraparound */
100 i = g->ti_seq + g->ti_len - ti->ti_seq;
101 if (1 > 0) {
102 if (i >= ti->ti_len) {
103 tcpstat.tecps_rcvduppack++;
104 tcpstat.teps_rcvdupbyte += ti->ti. len;
105 m_freem(m) ;
106 return (0);
107 }
108 m_adj(m, i);
109 ti->ti_len -= i;
110 ti->ti_seq += 1i;
111 }
112 g = (struct tcpiphdr *) (g->ti_next);
113 }
114 tcpstat. teps_rcvoopack++;
115 tcpstat.tcps_rcvoobyte += ti->ti_len;
116 REASS_MBUF(ti) = m; /* XXX */ .
tep_input.c
27-19 TP _REASS
91-107 q
q q ( 27-18 4~8 )
i
i = g->ti_seq + g->ti_len - ti->ti_seq
=4 +5 -7
=2
i 0
(i)
108-112 ( 27-18 ) m_adj [
q 27-20
27-18
116 mbuf m TCP
TCP mbuf dtom REASS MBUF

#define REASS MBUF(ti) (*(struct nbuf **)&((ti)->ti_t))

ti t
27-19
bit

t cphdr ( 24-12) 16bit
‘XXX

32



Chinaspubicon

TCP/IP 2
ti_len=5
ti_next‘ti_;')rev 4 ‘ 5 [ 6 | 7 | 8 }
. T !
ti_seg=4 : ! _
ti_len=2
ti —blii_next | ti_prev| 9 10 }
|
q ti_seq ig ti_len=6
. R -
; ti_next | ti_prev | 10 | 11 | 12 l 13 ’ 14 | 15
__ J ti_seq=10
27-20 7 8 27-18
27-21 tcp_reass
117-135
i 27-18
i =9+2- 10
=1
10
i 3
1) i 0
2) i (g->ti _len) m_adj
i
3) i
136-139 i nsque 27-22
27-18
tep_input.c

117 /* PP
118 * While we overlap succeeding segments trim them or,

119 * 1f they are completely covered, dequeue them.

120 */

121 while (g != (struct tcpiphdr *) tp) {

122 int i = (ti->ti_seq + ti->ti_len) - g->ti_seq;
123 if (i <= 0)
124 break;

125 if (i < g->ti_len) {

126 g->ti_seq += 1i;

127 g->ti_len -= i;

128 m_adj (REASS_MBUF (q), 1);

129 break;

130 }

131 g = (struct tcpiphdr *) g->ti_next;

132 m = REASS_MBUF ( (struct tcpiphdr *) g->ti_prev);

133 remque (g->ti_prev);

27-21 TP_REASS
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134 m_freem(m) ;
135 }
136 /*
137 * Stick new segment in its place.
138 */
139 insque(ti, g->ti_prev); .
tep_input.c
27-21 ()
ti_len=5
ti_nextlti_;')rev 4l5l6l7|8
I
. |
ti_seqg=4 s
gi-ten=2
ti < ti_next | ti_prev | 9 | 10 }
J .
ti_seq=9 |
- t-sed i ti_len=5
q ti_next | ti_prev | 11 | 12 | 13 I 14 | 15
ti =11
S J i_seq
27-22 27-20
27-23 tcp_reass
tcp_input.c
140 present: p-inp
141 /*
142 * Present data.to user, advancing rcv_nxt through
143 * completed sequence space.
144 */
145 if (TCPS_HAVERCVDSYN(tp->t_state) == 0)
146 return (0);
147 ti = tp->seg_next;
148 if (ti == (struct tcpiphdr *) tp | ti->ti_seq != tp->rcv_nxt)
149 return (0);
150 if (tp->t_state == TCPS_SYN_RECEIVED && ti->ti_len)
151 return (0);
152 do {
153 tp->rcv_nxt += ti-»ti_len;
154 flags = ti->ti_flags & TH_FIN;
155 remque (ti);
156 m = REASS_MBUF(ti);
157 ti = (struct tcpiphdr *) ti->ti_next;
158 if (so->so_state & SS_CANTRCVMORE)
159 m_freem(m) ;
160 else
161 sbappend (&so->so_rcv, m};
162 } while (ti != (struct tcpiphdr *) tp && ti->ti_seq == tp->rcv_nxt);
163 sorwakeup (so) ;
164 return (flags);
165 } ,
tep_input.c

27-23 tcp_reass
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145-146 SYN( LISTEN SYN_SENT )
TCP_REASS 0
fl ags FIN TCP_REASS  29-22
SYN FIN ( )
147-149 ti
(ti->ti_seq) (rcv_nxt) 0
27-22
4~8 rcv_nxt 2 2 3
4~15 0 FIN )
FIN
150-151 SYN_RCVD 0
SYN
152-164 (
) rcv_nxt
flags ( ) 0 TH_FI N
FIN
mbuf sor wakeup
27.10 tcp_trace
26-32 IP t cp_out put tcp_trace
if (so->so_options & SO DEBUG
tcp_trace(TA _OUTPUT, tp->t_state, tp, ti, 0);
trpt (8)
TCPDEBUG t cpconsdebug
TCP SO_DEBUG TCP
trpt
SO_DUBUG ( UDP IP) TCP
t cp_debug 27-24
35-43 tcp_debug (196 ) IP TCP
t cpi phdr TCP tcpchb TCP

trpt trpt
(Net/3

) 25-28 RTT
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tcp_debug.h
35 struct tcp_debug { P 3
36 n_time td_time; /* iptime(): ms since midnight, UTC */
37 short td_act; /* TA_xxx value (Figure 27.25) */
38 short td_ostate; /* old state */
39 caddr_t td_tcb; /* addr of TCP connection block */
40 struct tcpiphdr td_ti; /* IP and TCP headers */
41 short td_req; /* PRU_xxx value for TA_USER */
42 struct tcpcb td_cb; /* TCP connection block */
43 };
53 #define TCP_NDEBUG 100
54 struct tcp_debug tcp_debug [TCP_NDEBUG] ;
55 int tcp_debx;
tcp_debug.h
27-24 tcp_debug
53-55 27-24 tcp_debug
(t cp_debx) 20 000
tcp_trace 4 td_act
27-25
td_act
TA_DROP tcp_i nput 29-27
TA_INPUT t cp_out put 29-26
TA_OUTPUT i p_out put 26-32
TA_USER RPU_xxx tcp_usrreq 30-1
27-25 td act tcp_trace
27-26 tcp_trace
48-133 ostate (
) 27-25 TA_OUTPUT
3
tep_debug.c
48 void P 8

49 tcp_trace(act, ostate, tp, ti, req)

50 shor
51 stru
52 stru
53 int
54 {

55

56

57

58
59

60
61

t act, ostate;

ct tcpcbh *tp;

ct tcpiphdr *ti;
req;

tcp_seq seq, ack;
int len, flags;
struct tcp_debug *td = &tcp_debugltcp_debx++];

if (tcp_debx == TCP_NDEBUG)
tcp_debx = 0; /* circle back to start */

td->td_time = iptime();
td->td_act = act;

27-26 tcp_trace



Chinaspupicom

TCP/IP 2
62 td~>td:ostate 6state;
63 td->td_tcb = (caddr_t) tp;
64 if (tp)
65 td->td_cb *tp; /* structure assignment */
66 else
67 bzero((caddr_t) & td->td_cb, sizeof(*tp));
68 if (ti)
69 td->td_ti *ti; /* structure assignment */
70 else
71 bzero((caddr_t) & td->td_ti, sizeof(*ti));
72 td->td_req = req;
73 #ifdef TCPDEBUG
74 if (tcpconsdebug == 0)
75 return;
132 #endif
133 }
tcp_debug.c
27-26 ()
27-27 t cpdunp 4 25.12
(1 A t cpdunp )
1 0.0 bsdi.1l025 > vangogh.discard: S 20288001:20288001(0)
win 4096 <mss 512>
2 0.362719 (0.3627) vangogh.discard > bsdi.1l025: S 3202722817:3202722817(0)
ack 20288002 win 8192
<msg 512>
3 0.364316 (0.0016) bsdi.1l025 > vangogh.discard: . ack 1 win 4096
4 0.415859 (0.0515) bsdi.1l025 > vangogh.discard: 1:513(512) ack 1 win 4096
27-27 25-28 t cpdunp
27-28 trpt
27-28 trpt 32 bit
(trpt ) trpt 16
10 25-28 t_rtt t_rxtcur trpt

953738 SYN_SENT: output 20288001:20288005(4) @0 (win=4096)
<SYN> -> SYN_SENT

rcv_nxt 0,

snd_una 20288001,
snd_wl2 0,
(t_rxtshift=0), KEEP=150

snd_wll O,
REXMT=12

rcv_wnd 0

snd_nxt 20288002,
snd_wnd 0

27-28 25-28 trpt

snd_max 20288002
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t_rtt=1, t_srtt=0, t_rttvar=24, t_rxtcur=12

953739 CLOSED: user CONNECT -> SYN_SENT
rev_nxt 0, rcv_wnd 0
snd_una 20288001, snd_nxt 20288002, snd_max 20288002
snd_wll 0, snd_wl2 0, snd_wnd 0
REXMT=12 (t_rxtshift=0), KEEP=150
t_rtt=1, t_srtt=0, t_rttvar=24, t_rxtcur=12

954103 SYN_SENT: input 3202722817:3202722817(0) @20288002 (win=8192)
<SYN, ACK> -> ESTABLISHED
rcev_nxt 3202722818, rcv_wnd 4096
snd_una 20288002, snd_nxt 20288002, snd_max 20288002
snd_wll 3202722818, snd_wl2 20288002, snd_wnd 8192
KEEP=14400
t_rtt=0, t_srtt=16, t_rttvar=4, t_rxtcur=6

954103 ESTABLISHED: output 20288002:20288002(0) @3202722818 (win=4096)
<ACK> -> ESTABLISHED
rcv_nxt 3202722818, rcv_wnd 4096
snd_una 20288002, snd_nxt 20288002, snd_max 20288002
snd_wll 3202722818, snd_wl2 20288002, snd_wnd 8192
KEEP=14400
t_rtt=0, t_srtt=16, t_rttvar=4, t_rxtcur=6

954153 ESTABLISHED: output 20288002:20288514(512) €3202722818 (win=4096)
<ACK> -> ESTABLISHED
rcv_nxt 3202722818, rcv_wnd 4096
snd_una 20288002, snd_nxt 20288514, snd_max 20288514
snd_wll 3202722818, snd_wl2 20288002, snd_wnd 8192
REXMT=6 (t_rxtshift=0), KEEP=14400
t_rtt=1, t_srtt=16, t_rttvar=4, t_rxtcur=6

27-28 ()
953 738 SYN 8
6 (20 288 005) SYN 4
MSS 6 (REXMI) 75 (KEEP)
500 ms t_rtt 1 RTT
SYN connect
connect SYN TCP
PRU_CONNECT tcp_trace
connect CLOSED SYN SYN_SENT
954 103 365 ms (t cpdunp 362.7ms)
25-28 (ms)” SYN ACK
SYN_SENT ESTABLISHED RTT
SYN ACK
(rtt 0) 954 103 connect
write TCP
954 153 50 ms
50 20 288 002 3

wite 3
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TCP PRU_SEND PRU_SEND
512 3 TCP
4 25-28 TCP 4096
mbuf 1024
27.11
TCP
TCP FIN 4
RST
8 3 6
RTT
MTU
TCP ICMP e TCP Net/3
ICMP Berkeley
TCP TCP TCP
SO_DEBUG t cpdunp
271 27-1 errno 0
272 rmx_rtt
27.3 ( 27-3)
FTP
27-4 FTP
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