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22.2.1
22-3
zeroin_addr | struct in_addr 32hit 1P
22-3

22.2.2

Internet PCB  TCP PCB mal | oc M _PCB

60 mbuf M BUF socket
M _SOCKET

PCB
vmstat -m netstat -m nmbuf
22.3 inpch
22-4 i npch 84

42 struct inpcbh {

in_pch.h

43 struct inpcb *inp_next, *inp_prev; /* doubly linked list */
44 struct inpcb *inp_head; /* pointer back to chain of inpcb’s for
45 this protocol */
46 struct in_addr inp_faddr; /* foreign IP address */
47 u_short inp_fport; /* foreign port# */
48 struct in_addr inp_laddr; /* local IP address */
49 u_short inp_lport; /* local port# */
50 struct socket *inp_socket; /* back pointer to socket */
51 caddr_t inp_ppcb; /* pointer to per-protocol PCB */
52 struct route inp_route; /* placeholder for routing entry */
53 int inp_ flags; /* generic IP/datagram flags */
54 struct ip inp_ip; /* header prototype; should have more */
55 struct mbuf *inp_options; /* IP options */
56 struct ip _moptions *inp moptions; /* IP multicast options */
57 }; .
in_pchb.h
22-4 inpcb
43-45 inp_next inp_prev UDP TCP PCB
PCB (i np_head) UDP PCB i np_head
udb( 22-1) TCP PCB tch
46-49 inp_faddr inp_fport inp_laddr inp_Iport
P IP P PCB
TCP UDP Internet PCB IP



China=pupscom

22

[Partridge 1987]

1 RDP 8 bit 8 bit
2 RDP [Partridge Hinden 1990] 16 bit
TCP tcpcb UDP PCB
50-51 inp_socket PCB socket i np_ppch
PCB 22-1 i np_ppcb TCP
tcpch UDP socket inpchb
Internet PCB( ) PCB
socket ( IP )
52 IP i pp_route
ICMP Internet PCB IP IP
PCB i np_route PCB IP
53 inp_flags 22-5
inp_flags
INP_HDRINCL P ( )
INP_RECVOPTS IP ( uDP )
INP_RECVRETOPTS IP ( uDP )
INP_RECVDSTADDR P (  UDP)
INP_CONTROLOPTS INP_RECVOPTS| INP-RECVRETOPTS| INP_RECVDSTADDR
22-5 inp_flags
54 PCB IP TOS TTL TOS
o( ) TTL TCP UDP TTL 64
IP_TOS IP_TTL i npcb-inp_ip
TCP UDP IP IP
55-56 | P_OPTI ONS IP i p_pcbopts
mbuf i np_options mbuf
TCP UDP i p_out put IP IP IP
IP i np_noptions IP
22.4 in_pcballoc in_pcbdetach
TCP UDP IP Internet PCB socket
PRU_ATTACH UDP 23-33
struct socket *so;
int error;
error = in_pchalloc(so, &udb);
22-6 in_pchall oc

1 PCB
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36 inc in_pch.c
37 in_pcballoc (so, head)
38 struct socket *so;
39 struct inpcb *head;
40 {
41 struct inpcb *inp;
42 MALLOC (inp, struct inpcb *, sizeof (*inp), M_PCB, M_WAITOK);
43 if (inp == NULL)
44 return (ENOBUFS) ;
45 bzero((caddr_t) inp, sizeof(*inp));
46 inp->inp_head = head;
47 inp->inp_socket = so;
48 insque{inp, head);
49 so->so_pcb = (caddr_t) inp:
50 return (0);
51 } .
in_pcb.c
22-6 in_pchalloc Internet PCB
36-45 in_pcballoc MALLOC PCB
Net/2 Internet PCB TCP PCB mbuf
80 108 Net/3 84 140 TCP
mbuf Net/3 mbuf
2-6 PCB 17 mbuf
Net/3 mbuf Internet PCB TCP PCB Net/3 mbuf Unix
PCB net st at mbuf
mbuf Internet
bzero PCB 0 PCB IP 0
in_pcb.c
252 int -pe
253 in_pcbdetach{inp)
254 struct inpcb *inp;
255 {
256 struct socket *so = inp->inp_socket;
257 so->s0_pcb = 0;
258 sofree(so);
259 if (inp->inp_options)
260 (void) m_free(inp->inp_options);
261 if (inp->inp_route.ro_rt)
262 rtfree(inp~>inp_route.ro_rt);
263 ip_freemoptions(inp->inp_moptions);
264 remque (inp) ;
265 FREE (inp, M_PCB);
266 } .
in_pcb.c
22-7 in_pchdet ach Internet PCB
2.
46-49 in_head PCB (udb tcp) inp_socket socket
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PCB (i nsque) socket
PCB
PRU_DETACH Internet PCB
i n_pchbdet ach
252-263 socket PCB 0 sofree
IP mbuf m free PCB
i p_freenoptions
264-265 remque PCB PCB
22.5
1. 1P
22-8 bi nd IP
port) -
(ephemeral port)
bi nd IP 22-8
*
P
0
0
* 0
22-8 bind 1P
IP (
IP IP IP IP e
— IP
IP
IP ( 22-8
IP ( 22-8 )
22-8
EADDRI NUSE ( (inuse)
PCB 13 ”
TCP UDP TCP UDP

PCB

i nsque

22-7

PCB
rtfree

(well-known

5)
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Net/3
SO_REUSEADDR

P
140.252.1.29 5555
5555

bi nd
SO_REUSEADDR

P (
140.252.1.29
127.0.0.1
IP 5555

setsockopt

SO_REUSEPORT IP IP
SO _REUSEADDR
140.252.1.29 IP
140.252.1.29 6666 SO_REUSEPORT
140.252.1.29 6666
140.252.1.29
6666 IP
SO _REUSEPORT Net/3 4.4BSD
IP
SO_REUSEPORT
Solaris 2.x SO_REUSEADDR
IP
2. UDP
connect TCP UDP UDP
connect IP
UDP
UDP IP bi nd
connect IP
22-9 UDP
locallP.Iport foreignl P.fport

socket (), bi nd(*. Iport) , connect ( foreignlP, fport)
socket (), bi nd(locallP, Iport) , connect ( foreignlP, fport)

locallP.Iport * X

socket (), bi ndocallP, Iport)

locallP

*.lport * x Iport

socket (), bi nd(*, Iport)

22-9 UDP IP

UDP (connected UDP socket) UDP

(unconnected UDP socket) UDP
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IP
3. TCP IP
22-10 sun Telnet LISTEN
IP 140 252 111 1500
140.252.129 (
IP )
TCP
140.252.1.29 23 * * LI STEN
* 23 * * LI STEN
140.252.1.29 23 140.252.1.11 1500 ESTABLI SHED
22-10 23 TCP
IP API
TCP TCP accept
( TCP ) IP
IP TCP
AP
TCP 23 in_pcbl ookup
Internet PCB
(wildcard match) IP
PCB 0
1( IP IP ) 2( IP )
140.252.1.11 1500 140.252.1.29 23
22-11 22-10
TCP
140.252.1.29 23 * * LI STEN 1
* 23 * * LI STEN 2
140.252.1.29 23 140.252.1.11 1500 ESTABLI SHED 0
22-11  {140.252.1.11, 1500} {140.252.1.29, 23}
¢ P )
( P )
Net/3
140.252.1.11 1501 140.252.1.29
23 22-12
TCP
140.252.1.29 23 * * LI STEN 1
* 23 * * LI STEN 2
140.252.1.29 23 140.252.1.11 1500 ESTABLI SHED
22-12 {140.252.1.11, 1501} {140.252.1.29, 23}
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( PCB IP
)
TCP 22-11
22-12 ( SYN)
i n_pchbl ookup TCP
TCP IP
PCB
4, UDP P
UDP TCP UDP
Net/3( )
P Net/3
1) IP IP UDP
‘ " ( )
2) IP UDP
22-13 UDP UDP
SO REUSEADDR SO REUSEPORT
IP
140.252.1.29 577 140.252.1.11 1500 IP=
140.252.13.63 577 140.252.13.35 1500 IP=
140.252.13.63 577 * * IP=
* 577 * * IP=
22-13 577 UDP
140.252.13.63( 140.252.13 ) 577
140.252.13.34 1500 22-14
140.252.1.29 577 140.252.1.11 1500 IP
140.252.13.63 577 140.252.13.35 1500 P
140.252.13.63 577 * *
* 577 * *
22-14 {140.252.13.34, 1500}  {140.252.13.63, 577}
IP IP IP
IP IP IP
140.252.129( ) 577 140252 1.111
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1500 22-15
140.252.1.29 577 140.252.1.11 1500 0
140.252.13.63 577 140.252.13.35 1500 IP
140.252.13.63 577 * * IP
* 577 * * 2
22-15 {140.252.1.11, 1500} {140.252.1.29, 577}
22.6 i n_pcbl ookup
i n_pcbl ookup
1) TCP UDP IP i n_pchbl ookup Internet PCB
PCB
2) bi nd IP
i n_pcbbi nd
3) bi nd
i n_pcbbind
4) connect i n_pcbbi nd
( UDP connect
23 )
2 3 4 i n_pchbbind i n_pchbl ookup
SO_REUSEADDR SO_REUSEPORT
( UDP IP
PCB UDP )
( IP )
IP “ in_pchbl ookup
IP BSD 386 Craig Leres 4.4BSD
1 i n_pchbl ookup 2 4
i n_pcbconflict 3 i n_uni queport
Net/3
i n_pcbl ookup
22-16 i n_pcbl ookuup
PCB PCB mat ch

mat chwi | d
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3 ( 2 ) wi | dcard
PCB
1.
PCB | port PCB
in_pch.c

405 struct inpcb *

406 in_pcblookup (head, faddr, fport_arg, laddr, lport_arg, flags)
407 struct inpcb *head;

408 struct in_addr faddr, laddr;

409 u_int fport_arg, lport_arg;

410 int flags;

411

412 struct inpcb *inp, *match = 0;

413 int matchwild = 3, wildcard;

414 u_short fport = fport_arg, lport = lport_arg;

415 for (inp = head->inp_next; inp != head; inp = inp->inp_next) {
416 if (inp->inp_lport != lport)

417 continue; /* ignore if local ports are unequal */
418 wildcard = 0;

419 if (inp->inp_laddr.s_addr != INADDR_ANY) {

420 if (laddr.s_addr == INADDR_ANY)

421 wildcard++;

422 else if (inp->inp_laddr.s_addr != laddr.s_addr)
423 continue;

424 } else {

425 if (laddr.s_addr != INADDR_ANY)

426 wildcard++;

427 }

428 if (inp->inp_faddr.s_addr != INADDR_ANY) {

429 if (faddr.s_addr == INADDR_ANY)

430 wildcard++;

431 else if (inp->inp faddr.s_addr != faddr.s_addr ||
432 inp->inp_fport != fport)

433 continue;

434 } else {

435 if (faddr.s_addr != INADDR_ANY)

436 wildcard++;

437 }

438 if (wildcard && (flags & INPLOOKUP_WILDCARD) == 0)
439 continue; /* wildcard match not allowed */
440 if (wildcard < matchwild) {

441 match = inp;

442 matchwild = wildcard;

443 if (matchwild == 0)

444 break; /* exact match, all done */
445 }

446 }

447 return (match);

448 }

in_pcb.c
22-16 in_pchl ookuup PCB
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2.
419 427 in_pcbl ookup PCB | addr
wi | dcard 1
PCB wi | dcard
22-17
PCB IP | laddr
* * wi | dcar d++
* * P PCB
* * wi | dcar d++
22-17 i n_pchl ookup IP
3.
428 437
IP
22-18 P
PCB IP | faddr
* * wi | dcar d++
* * 1P PCB
* * wi | dcar d++
22-18 i n_pchl ookup IP
22-18 PCB
0 connect
1P
22-10 22-13
4.
438 439 flags | NPLOOKUP_W LDCARD

(wi I dcard )
PCB TCP UDP

( 22-10 22-13
connect
5.
440-447
(wi I dcard 0)
—_— TCP
22-19 22-11 TCP
140.252.1.11 1500 140.252.1.29 23

I NPLOOKUP_W LDCARD

)
fl ags 0

PCB

in_pchblookup
PCB
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| addr IP | port TCP faddr IP f port TCP
PCB
wi | dcard
140.252.1.29 23 * *
* 23 * *
140.252.1.29 23 140.252.1.11 1500 0

22-19 |addr =140.252.1.29

I NPLOOKUP_W LDCARD

mat chwi | d
mat chwi | d(1)
PCB

TCP UDP

faddr | addr

flags

in_pcblookup

i n_pcbconnect
22.7 in_pchbbind
i n_pcbbi nd

1) bi nd
2) bi nd

TCP (
UDP (
)

3) connect TCP

)
TCP
listen TCP

4) listen
TCP

5 in_pcbconnect (22.8 )

UDP connect

RPC

mat ch

(explicit bind) 3 4 5

Iport= 23 faddr =140.252.1.11 fport= 1500

wi l dcard 1( P ) flags
PCB matchwi |l d 1
wi | dcard 2( IP )
wi |l dcard O
mat ch

i n_pcbl ookup

IP

in_pcbbind

IP (
sendto )

UDP

(implicit bind)

( 1 294 Sun
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i n_pchbbi nd 22-20
in_pcb.c
52 int -P
53 in_pcbbind(inp, nam)
54 struct inpcb *inp;
55 struct mbuf *nam;
56 {
57 struct socket *so = inp->inp_socket;
58 struct inpcb *head = inp->inp_head;
59 struct sockaddr_in *sin;
60 struct proc *p = Curproc; /* XXX */
61 u_short lport = 0;
62 int wild = 0, reuseport = (so->so_options & SO_REUSEPORT) ;
63 int error; )
64 if (in_ifaddr == 0)
65 return (EADDRNOTAVAIL) ;
66 if (inp->inp_lport || inp->inp_laddr.s_addr != INADDR_ANY)
67 return (EINVAL);
68 if ((so->so_options & (SO_REUSEADDR | SO_REUSEPORT) == 0 &&
69 ( (so->so_proto->pr_flags & PR_CONNREQUIRED) == 0 ||
70 (so->so_options & SO_ACCEPTCONN) == 0))
71 wild = INPLOOKUP_WILDCARD; .
in_pch.c
22-20 in_pcbbi nd
64-67 IP
68-71 if SO _REUSEADDR SO _REUSEPORT
wild I NPLOOKUP_W LDCARD
UDP PR_CONNREQUI RED
[Torek 1992] SO_ACCEPTCONN
listen (15.9 ) TCP
socket bind listen i n_pcbbind bind
socket [isten bind TCP
PRU_LI STEN i n_pcbbi nd SO_ACCEPTCONN
if SO _ACCEPTCONN
i f

if ((so->so_options & (SO REUSEADDR| SO REUSEPORT)) == 0 &&
((so->so_proto->pr_flags & PR_CONNREQUI RED) ==0] | 1)
wi | d = | NPLOOKUP_W LDCARD,

1
if ((so->so_options & (SO REUSEADDR| SO REUSEPORT)) == 0 )
wi |l d = | NPLOOKUP_W LDCARD;
REUSE wild 0
REUSE wil d I NPLOOKUP_W LDCARD
i n_pcbl ookup REUSE
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i n_pcbbi nd 22-22 nam
72-75 bi nd nam
(connect listen in_pcbhconnect 3 4 5 nam
sockaddr _in mbuf 22-21
nam
nam PCB
locallP Iport i np_| addr i np_i port
* 0 locallP locallP
* locallP Iport i n_pchbl ookup
* O *
* * Iport i n_pchl ookup
22-21 in_pcbbi nd nam
76-83 i n_pchconnect ( 22-25)
85-94 Net/3 IP SO_REUSEADDR
SO_REUSEPORT
95-99 i fa_ifw thaddr
“ yech” 0 i fa_
i fwithaddr IP
bi nd (sin_zero[8]) 8
ifa_ ifw thaddr i n_pcbbi nd
100-105 ( 22-
21 2 4 ) i f
1024(1 PPORT_RESERVED) Internet
1024 (reserved port)
rcmd [Stevens 1990] rlogin rsh
106-109 i n_pcbl ookup( 22-16) P
PCB IP ( IP ) 0
( ) i n_pcbl ookup PCB IP
—_— IP si n->sin_addr | port
REUSE wi | d
I NPLOOKUP_W LDCARD
111 IP PCB
IP IP

P IP
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72 if (nam) { in_pch-c

73 sin = mtod(nam, struct sockaddr_in *);

74 if (nam->m_len != sizeof(*sin))

75 return (EINVAL);

76 #ifdef notdef

77 /*

78 * We should check the family, but old programs

79 * incorrectly fail to initialize it.

80 */

81 if (sin-»sin_family != AF_INET)

82 return (EAFNOSUPPORT) ;

83 #endif

84 lport = sin->sin_port; /* might be 0 */

85 if (IN_MULTICAST (ntohl (sin->sin_addr.s_addr))) {

86 /* '

87 * Treat SO_REUSEADDR as SO_REUSEPORT for multicast:

88 * allow complete duplication of binding if

89 * SO_REUSEPORT is set, or if SO_REUSEADDR is set

90 * and a multicast address is bound on both

91 * new and duplicated sockets.

92 */

93 if (so->so_options & SO_REUSEADDR)

94 reuseport = SO_REUSEADDR | SO_REUSEPORT;

95 } else if (sin->sin_addr.s_addr != INADDR_ANY) (

96 sin-»>sin_port = 0; /* yech... */

97 if (ifa_ifwithaddr ((struct sockaddr *) sin) == 0)

98 return (EADDRNOTAVAIL);

99 }

100 if (lport) {

101 struct inpcb *t;

102 /* GROSS */

103 if (ntohs(lport) < IPPORT_RESERVED &&

104 (error = suser(p->p_ucred, &p->p_acflag)))

105 return (error);

106 t = in_pcblookup(head, zeroin_addr, 0,

107 sin->sin_addr, lport, wild);

108 if (t && (reuseport & t->inp_sockeét->so_options) == 0)

109 return (EADDRINUSE) ;

110 }

111 inp->inp_laddr = sin->sin_addr; /* might be wildcard */

112 } i '

in_pcb.c
22-22 in_pcbbi nd nam
0 nam ( ) i n_pcbbi nd
113-122 (TCP UDP) PCB  head
tcb udb head PCB i np_next inp_back i npcb
head PCB
PCB 1024
(I PPORT_RESERVED) 1 5000(1 PPORT_USERRESERVED) 1024
i n_pcbbi nd

1. SO _REUSEADDR
in_pcbbind in_pchbl ookup REUSE



Chinaspubicom

TCP/IP 2
113 if (lport == 0) in_pcb.c
114 do {
115 if (head->inp_lport++ < IPPORT_RESERVED ||
116 head->inp_lport > IPPORT_USERRESERVED)
117 head->inp_lport = IPPORT_RESERVED;
118 lport = htons(head->inp. lport);
119 } while (in_pcblookup (head,
120 zeroin_addr, 0, inp->inp_laddr, lport, wild));
121 inp->inp_lport = lport; .
122 return (0);
123 }
in_pcb.c
22-23 in_pcbbi nd
1) TCP UDP socket bind bind TCP
IP 23(Telnet )
SO_REUSEADDR
i n_pcbbi nd | NPLOOKUP_W LDCARD i n_pchbl ookup
i n_pcbl ookup PCB
TCP i n_pchbbi nd 0
2)
i n_pcbl ookup {*, 23} PCB wi | dcard
0 i n_pcbl ookup reuseport O
i n_pcbbi nd EADDRI NUSE
3) SO_REUSEADDR
i n_pcbbi nd i n_pcbl cokup
0 {*, 23} PCB i n_pchbl ookup
( 22-17) wi |l dcard O in_pchbbind EADDRI NUSE
SO_REUSEADDR
4) Telnet {*, 23}
{140.252.13.35 23}
SO_REUSEADDR in_pcblookup
| NPLOOKUP_W LDCARD * 23 PCB wi | dcard 1
TCP PCB
i n_pcbbi nd EADDRI NUSE
5) {140.252.13.35, 23}
SO_REUSEADDR
i n_pcbl ookup 0
{*, 23} PCB wi | dcard 1 flags 0
TCP PCB

i n_pcbbi nd 0
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6) {*,23} Telnet
{140.252.13.35, 23}
23
i n_pcbl ookup | NPLOOKUP_W LDCARD
SO_REUSEADDR {140.252.13.35, 23} PCB
wi | dcard 1 TCP PCB
i n_pcbbi nd EADDRI NUSE
7 P
{140.252.13.35, 23} Telnet
{127.0.0.1, 23} SO_REUSEADDR
in_pcbbi nd i n_pchbl ookup
| NPLOOKUP_W LDCARD {140.252.13.35, 23} PCB
IP i n_pcbl ookup i n_pcbbi nd 0
SO_REUSEADDR IP
wi | dcard 0 PCB IP IP
i n_pchbl ookup | NPLOOKUP_W LDCARD
8)
IP 127.0.0.1
i n_pcbl ookup PCB
SO _REUSEADDR wi | dcar d
0 i n_pcbl ookup i n_pcbbi nd EADDRI NUSE
1P SO_REUSEADDR
22-24 locallP1 localP2 IP
localmcastI P PCB
in_pcbbind
SO _REUSEADDR SO _REUSEPORT
PCB SO REUSEADDR|
LocallP1 | locallP1 IP
locallP1 | locallP2 :
locallP1 *
: IocalIIPl
locallP1 | locallP1 :
22-24 SO RAUSEADIR 1P
2. SO_REUSEPORT
Net/3 SO_REUSEPORT i n_pcbbi nd SO_REUSEPCORT
22.8 in_pcbconnect

i n_pcbconnect IP
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1) connect TCP ( TCP )
2) connect UDP ( UDP UDP )
3) UDP ( ) sendt o
4) (  SYN ) LISTEN ( TCP )
TCP tcp_i nput
i n_pcbconnect IP
in_pcbconnect
i n_pcbconnect 22-25
in_pchb.c
130 int i
131 in_pcbconnect (inp, nam)
132 struct inpcb *inp;
133 struct mbuf *nam;
134 {
135 struct in_ifaddr *ia;
136 struct sockaddr_in *ifaddr;
137 struct sockaddr_in *sin = mtod(nam, struct sockaddr_in *);
138 if (nam->m_len != sizeof(*sin))
139 teturn (EINVAL);
140 if (sin->sin_family != AF_INET)
141 return (EAFNOSUPPORT) ;
142 if (sin->sin_port == 0)
143 return (EADDRNOTAVAIL);
144 if (in_ifaddr) {
145 /* _
146 * If the destination address is INADDR_ANY,
147 * use the primary local address.
148 * If the supplied address is INADDR_BROADCAST,
149 * and the primary interface supports broadcast,
150 * choose the broadcast address for that interface.
151 */
152 #define satosin(sa) ((struct sockaddr_in *) (sa))
153 #define sintosa(sin) ((struct sockaddr *) (sin))
154 #define ifatoia(ifa) ((struct in_ifaddr *) (ifa))
155 if (sin->sin_addr.s_addr == INADDR_ANY)
156 sin->sin_addr = IA_SIN(in_ifaddr)->sin_addr;
157 else if (sin->sin_addr.s_addr == (u_long) INADDR_BROADCAST &&
158 (in_ifaddr->ia_ifp->if_flags & IFF_BROADCAST))
159 sin->sin_addr = satosin(&in_ifaddr->ia_broadaddr)->sin_addr;
160 } .
in_pcb.c
22-25 in_pchconnect IP
1.
130-143 nam sockaddr _in IP mbuf
2. 0.0.0.0 255.255.255.255
134-160 in_ifaddr IP
0.0.0.0(1 NADDR_ANY) 1P 1P 0.0.0.0

IP 255.255.255.255 (I NADDR_BROADCAST)
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255.255.255.255

255.255.255.255 IP

22-26 TCP
1 2 3

UDP

UDP

161
162

163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
180
191
192
193
194
195

196
197
198
199
200
201
202
203
204
205

if (inp->inp_laddr.s_addr == INADDR_ANY) {

struct route *ro;

ia = (struct in_ifaddr *) O0;
/*
* If route is known or can be allocated now,
* our src addr is taken from the i/f, else punt.
*/
ro = &inp->inp_route;
if (ro-»ro_rt &&
(satosin(&ro->ro_dst)->sin_addr.s_addr !=
sin->sin_addr.s_addr ||
inp->inp_socket->so_options & SO_DONTROUTE)) {
RTFREE (ro->ro_rt) ;

ro->ro_rt = (struct rtentry *) 0;

}

if ((inp->inp_socket->so_options & SO_DONTROUTE) == 0 &&
(ro->ro_rt == (struct rtentry *) 0 ||
ro->ro_rt->rt_1ifp == (struct ifmnet *) 0)) {

/* No route yet, so try to acquire one */

ro->ro_dst.sa_family = AF_INET;

ro->ro_dst.sa_len = sizeof (struct sockaddr_in);

((struct sockaddr_in *) &ro->ro_dst)->sin_addr =
gin->sin_addr;

rtalloc(ro);

If we found a route, use the address
corresponding to the outgoing interface

unless it is the loopback (in case a route

* to our address on another net goes to loopback).
*x/

* ok 4 *

in_pchb.c

/* XXX */

if (ro-»ro_rt && ! (ro->ro_rt->rt_ifp->if_flags & IFF_LOOPBACK))

ia = ifatoia(ro->ro_rt->rt_ifa);
if (ia == 0) {
u_short fport = sin->sin_port;

sin->sin_port = 0;
ia = ifatoia(ifa_ifwithdstaddr (sintosa(sin)));
if (ia == 0)

ia = ifatoia(ifa_ifwithnet (sintosa{sin)));
sin->sin_port = fport; '
if (ia == 0)

ia = in_ifaddr;
if (ia == 0}

return (EADDRNOTAVAIL) ;

22-26 i n_pcbconnect IP

in_pchb.c
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TCP/IP 2
164-175 PCB
SO_DONTROUTE
PCB 3
UDP i n_pcbconnect sendto
UDP i n_pcbconnect ip_output in_pcbdisconnect
IP i n_pcbconnect
UDP sendt o
IP
i p_out put
SO_DONTROUTE IP
IP
4.
176-185 SO _DONTROUTE PCB
rtalloc
5.
186-205 ia (in_ifaddr 6.5 )
IP PCB rtall oc
i fa withdstaddr
ifa withnet IP
0 f port
IP (in_i faddr) (in_ifaddr 0)
22-27 i n_pcbconnect
206-223 (
| P_MULTI CAST_I F ) IP IP
224-225 22-26 i a
sockaddr _in i faddr
i n_pchbl ookup 22-28
6.
227-233 in_pchbl ookup
i n_pcbconnect i faddr
0 TCP
TCP sun TCP
(8888 -b ) i n_pcbl ookup
connect EADDRI NUSE( 1 C sock )

bsdi S sock -b 8888 sun echo &
bsdi S sock -A -b 8888 sun echo
connect () error: Address already in use
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in_pchb.c
1206 /* ad
207 * If the destination address is multicast and an outgoing
208 * interface has been set as a multicast option, use the
209 * address of that interface as our source address.
210 */
211 if (IN_MULTICAST (ntohl(sin->sin_addr.s_addr)) &&
212 inp->inp_moptions != NULL) {
213 struct ip_moptions *imo;
214 struct ifnet *ifp;
215 imo = inp->inp_moptions;
216 if (imo->imo_multicast_ifp != NULL) {
217 ifp = imo->imo_multicast_ifp;
218 : for (ia = in_ifaddr; ia; ia .= ia->ia_next)
219 if (ia->ia_ifp == ifp)
220 break;
221 if (ia == 0)
222 return (EADDRNOTAVAIL);
223 }
224 }
225 ifaddr = (struct sockaddr_in *) &ia->ia_addr;
226 } .
in_pcb.c
22-27 i n_pchconnect
- - X . in_pchb.c
227 if (in_pcblookup (inp->inp_head,
228 sin->sin_addr,
229 sin->sin_port,
230 inp->inp_laddr.s_addr ? inp->inp_laddr : ifaddr->sin_addr,
231 inp->inp_lport,
232 0))
233 return (EADDRINUSE) ;
234 if (inp->inp_laddr.s_addr == INADDR_ANY) {
235 if (inp->inp_lport == 0)
236 (void) in_pcbbind(inp, (struct mbuf *) 0);
237 inp->inp_laddr = ifaddr->sin_addr;
238 }
239 inp->inp_faddr = sin->sin_addr;
240 inp->inp_ fport = sin->sin_port;
241 return (0);
242 } s
in_pcb.c
22-28 in_pchconnect
-A SO _REUSEADDR bi nd connect
(8888)
bsdi sun
22-28 i n_pcbl ookup 0
UDP
UDP
connect UDP sendto
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TCP/IP 2
234-238 i faddr
22.7 3 45
in_pcbbind in_pcbbind
i np_| addr i n_pchbbi nd
8. PCB
239- 240 PCB IP
PCB  —  —
IP
IP IP
TCP UDP PCB i np_I addr IP
bi nd IP ( in_pcbbind ifa_ifw thaddr
) i n_pchconnect
( )
IP i p_out put
IP
Net/3 (84 )
22.9 in_pcbdi sconnect
i p_pchdi sconnect UDP IP 0(I NADDR_ANY)
0
UDP UDP
connect sendto UDP
in_pcbconnect udp_out put
i n_pchbdi sconnect
i n_pcbdi sconnect i n_pcbdetach PCB
PCB
22-29 i n_pcbdi sconnect
243 int , in_peb.c
244 in_pcbdisconnect (inp)
245 struct inpcb *inp;
246 {
247 inp->inp_faddr.s_addr = INADDR_ANY;
248 inp->inp_fport = 0;
249 if (inp->inp_socket->so_state & SS_NOFDREF)
250 in_pcbdetach({inp) ;
2°1 ) in_pcb.c
22-29 in_pchdi sconnect
PCB (SS_NOFDREF ) i n_pcbdetach( 22-7)

PCB
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22

22.10 i

get sockname ( Internet

n_setsockaddr in_setpeeraddr

) getpeername

IP

PRU_SOCKADDR PRU_PEERADDR in_setsockaddr
i n_set peer addr 22-30
in_pcb.c
267 int -pe
268 in_setsockaddr (inp, nam)
269 struct inpcb *inp;
270 struct mbuf *nam; .
271 {
272 struct sockaddr_in *sin;
273 nam->m_len = sizeof(*sin);
274 sin = mtod(nam, struct sockaddr_in *);
275 bzero((caddr_t) sin, sizeof(*sin));
276 sin->sin_family = AF_INET;
277 sin->sin_len = sizeof(*sin);
278 sin->sin_port = inp->inp_lport;
279 sin-»sin_addr = inp->inp_laddr;
280 } .
in_pcb.c
22-30 in_set sockaddr
nam mbuf sockaddr _in
P
Internet PCB Sin_addr sin_port
22-31 i n_set peer addr 22-30 PCB
1P
in_pchb.c
281 int pe
282 in_setpeeraddr (inp, nam)
283 struct inpcb *inp;
284 struct mbuf *nam;
285 {
286 struct sockaddr_in *sin;
287 nam->m_len = sizeof{*sin);
288 sin = mtod(nam, struct sockaddr_in *);
289 bzero({(caddr_t) sin, sizeof(*sin));
290 sin~>sin_family = AF_INET;
291 sin->sin_len = sizeof(*sin);
292 sin->sin_port = inp->inp_fport;
293 sin->sin_addr = inp->inp_faddr;
294 } .
in_pch.c

22-31 in_set peeraddr

22.11 in_pcbnotify in_rtchange in_losing

ICMP in_pcbnotify

PCB (TCP UDP) IP

ICMP
TCP
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ICMP TCP PCB

22-32 ICMP

udp_ctlinput

pfctlinput:

ipintr

( )

22-32 ICMP
ICMP i cmp_i nput ICMP ( 111
11-2)
ICMP () 11
pr ot osw (7.4 ) pr_ctlinput
TCP UDP tcp_ctlinput udp_ctlinput
ICMP IP

(TCP UDP) ICMP
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pfctlinput (Internet)

TCP UDP Internet

P

306
307
308
309
310
311
312
313
314
315
316
317
318
319

320
321
322
323
324

325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354

int

in_pcbnotify (head, dst, fport_arg, laddr, lport_arg, cmd, notify)

struct inpcb *head;
struct sockaddr *dst;
u_int fport_arg, lport_arg:;
struct in_addr laddr;
int cmd;
void (*notify) (struct inpcb *, int);
{
extern u_char inetctlerrmap(];
struct inpcb *inp, *oinp;
struct in_addr faddr;
u_short fport = fport_arg, lport = lport_arg;
int errno;

if ((unsigned) cmd > PRC_NCMDS || dst->sa_family != AF_INET)

return;
faddr = ((struct sockaddr_in *) dst)->sin_addr;
if (faddr.s_addr == INADDR_ANY)

return;

Redirects go to all references to the destination,
and use in_rtchange to invalidate the route cache.

* * * * ok

* deliver only to that socket.
*/
if (PRC_IS_REDIRECT(cmd) || cmd == PRC_HOSTDEAD) {
fport 0;
lport = 0;
laddr.s_addr = 0;
if (cmd != PRC_HOSTDEAD)
notify = in_rtchange;

}
errno = inetctlerrmapl[cmdl];
for (inp = head->inp_next; inp != head;) {
if (inp->inp_faddr.s_addr != faddr.s_addr ||
inp->inp_socket == 0 ||
(lport && inp->inp_lport != lport) ||

(laddr.s_addr && inp->inp_laddr.s_addr != laddr.s_addr)

(fport && inp->inp_fport != fport)) {
inp = inp->inp_next;
continue; /* skip this PCB */
} . .
oinp = inp;
inp = inp->inp_next;
if (notify)

(*notify) (oinp, errno);

}

22-33 in_spchnotify

in_pch.c

Dead host indications: notify all references to the destination.
Otherwise, if we have knowledge of the local port and address,

in_pchb.c
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22-32 TCP
in_pcbnotify
i n_rtchange

22-33 i n_pcbnotify TCP tch
tcp_notify UDP udb
udp_notify
1.
306-324 cmd 0.0.0.0
2.
325-338 (  PRC_HOSTDEAD
IMP  — )
0 for
IP PCB IP
i n_rtchange( 22-34) notify
339 i netctlerrmp ( 11-19 PRC_xxx )
Unix errno ( 11-1 )
3. PCB
341-353 PCB PCB—
if PCB (1)
(2) PCB socket (3) (4)
(5)
notify

22.11.1 in_rtchange

ICMP i n_pcbnotify i n_rtchange
I P PCB 22-34
i n_rtchange

in_pcb.c
391 void P

392 in_rtchange(inp, errno)
393 struct inpcb *inp;

394 int errno;

395 {

396 if (inp->inp_route.ro_rt) {

397 rtfree(inp->inp_route.ro_rt);
398 inp->inp_route.ro_rt = 0;

399 /*

400 * A new route can be allocated the next time
401 * output is attempted.

402 */

403 }

404 }

in_pcb.c
22-34 in_rtchange
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22
PCB rtfree PCB
PCB i p_out put
pfctlinput
22.11.2
PCB
Ping ping IP ICMP
Ping
1402 521 gem ni ping 14 025 213 svr4
geni ni gat eway netb 22-35
ping
140.252.1.183
gateway F-——-—-— -~ - - —— - ————— - gemini
SV G ICMP 11m
‘_ 140.252.1 [ 1183
_____________ | netb
1
T
]
i
ping I 129
|
svrd j sun
1334 T.13.33
140.252.13
22-35 ICMP
gat eway ICMP
gemini $ ping -sv svr4
PING 140.252.13.34: 56 data bytes
ICMP Host redirect from gateway 140.252.1.4
to netb (140.252.1.183) for svr4 (140.252.13.34)
64 bytes from svrd (140.252.13.34): icmp_seqg=0. time=572. ms
ICMP Host redirect from gateway 140.252.1.4
to netb (140.252.1.183) for svrd (140.252.13.34)
64 bytes from svrd4d (140.252.13.34): icmp_seq=1. time=392. ms
-S ICMP -V ICMP (
ICMP )
ICMP ping
PCB IP
gat eway{140.252.1.4} net b{140.252.1.183}
gem ni ICMP
ping

gemni $ ping -sv svr4
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PI NG 140. 252. 13. 34: 56 data bytes
64 bytes fromsvr4 (140.252.13. 34):
64 bytes fromsvra (140.252.13.34):

IP
ICMP

(32 )

Ping
ping
UDP

22.11.3 ICMP

API UDP
connect
i n_pcbnotify

ICMP

i n_pcbnotify dst

UDP
IP
conn
0
UDP PCB

i np_f port i n_pcbnotify

for
ICMP
ICMP
( 22-23)
UbDP

recvfrom
recvfrom

UDP

errno
API
uUbP

ICMP
ICMP
ICMP UDP

TCP TIME_WAIT

i cnp_seq=0,
i cnp_seq=1.

ti me=388. ns
ti me=363. ns
TCP UDP
pfctlinput( 22-32)
PCB
ICMP
IP
ICMP
ICMP IP
ect PCB inp_faddr
notify 22-33
UDP
bi nd) i n_pcbnotify
ICMP
1024 5000
e errno —
sendt o
ICMP
(ECONNREFUSED)
ICMP
ICMP
ECONNREFUSED

UDP

UDP
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sel ect
API( ) Unix
\% API(TLI) TLI t _rcvuderr
IP TCP/IP SVR4 ICMP
UDP
i n_pcbnotify ICMP UDP
1P
uDP
22.11.4 in_l osing
PCB 22-36 i n_l osing TCP
in_pcb.c
361 int P
362 in_losing(inp)
363 struct inpcb *inp;
364 {
365 struct rtentry *rt;
366 struct rt_addrinfo info;
367 if ((rt = inp->inp_route.ro_rt)) {
368 inp->inp_route.ro_rt = 0;
369 bzero({caddr_t) & info, sizeof(info));
370 info.rti_info[RTAX_DST] =
371 (struct sockaddr *) &inp->inp_route.ro_dst;
372 info.rti_info[RTAX GATEWAY] = rt->rt_gateway;
373 info.rti_info[RTAX_NETMASK] = rt_mask(rt);
374 rt_missmsg (RTM_LOSING, &info, rt->rt_flags, 0);
375 if (rt->rt_flags & RTF_DYNAMIC)
376 (void) rtrequest (RTM_DELETE, rt_key(rt),
377 rt->rt_gateway, rt_mask(rt), rt->rt_flags,
378 (struct rtentry **) 0);
379 else )
380 /*
381 * A new route can be allocated
382 * the next time output is attempted.
383 */
384 rtfree(rt);
385 }
386 } .
in_pcb.c
22-36 in_losing
1
361-374 PCB
rt_addrinfo rt_mssnsg RTM _LOSI NG
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375-384 (RTF_DYNAM C )
RTM _DELETE rtrequest

22.12
i n_pcbl ookup PCB
22.6 bi nd connect
TCP UDP IP i n_pchbl ookup
TCP UDP
PCB PCB
i n_pchbl ookup
[Jain  Routhier 1986]
[McKenney Dove 1992]
PCB PCB PCB
([McKenney Dove 1992] Jon Crowcroft [Partridge Pink 1993]
Gary Delp) PCB i n_pcbl ookup
[McKenney Dove 1992] Net/1 ( ) -
PCB
BSD [Hutchinson Peterson 1991]
UDP
22.13
Internet Internet PCB TCP UDP IP Internet
IP PCB
PCB
1) TCP UDP i n_pcbl ookup
i n_pcbbi nd i n_pcbconnect

2) i n_pcbbind
bi nd TCP connect bi nd
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22

UDP
3) in_pcbconnect

sendt o connect bi nd

i n_pcbbi nd
22-37 TCP UDP PCB
22-37 TCP UDP
i np_| addr inp_| port i np_f addr i np_fport
TCP i n_pcbconnect in_pchconnect foreignlP fport
connect(foreignlP, rtalloc i n_pcbbi nd
fport) foreignlP
TCP bi nd locallP Iport foreignlP fport
(locallP, Iport) connect
(foreignl P,fport)
TCP i n_pcbconnect Iport fport fport
bi nd(*, Iport) connect rtalloc
(foreignlP, fport) foreignlP
TCP ‘bi nd locallP i n_pcbbind foreignlP fport
(locallP, 0) connect
(foreignlP, fpor)
TCP locallP Iport 1P TCP
bi nd(locallP, Iport)
l'i sten()accept ()
TCP bind| IP Iport foreignl P TCP
(*, lport) listen()
accept () 0.0.0.0
UDP i n_pchconnect in_pcbconnect | foreignlP fport
sendt o(foreignl P, fport) rtalloc in_pchbind
foreignl P 0
sendt o
0.0.0.0
UDP in_pcbconnect in_pcbconnect foreignlP fport
connect (foreignlP, rtalloc in_pcbbi nd
fport) wri t e() foreignlP
write
wite
22-37 in_pcbbi nd i n_pchconnect
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221

22.2

22.3

22.4
22.5
22.6

22-23
22-10 Telnet
IP IP Telnet
IP
{140.252.1.29, 8888}
8888 (1) {140.252.1.29, 8888}
i n_pcbbind (2)
IP 8888 i n_pcbbind
(3) I P 8888
SO_REUSEADDR i n_pcbbi nd
UDP
bi nd sockaddr _in
bi nd bi nd

(255.255.255.255)
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