24

TCP

China=pubeco

24.1
TCP
UDP

23 UDP 9 800 C

TCP 28 4500 C TCP 7
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netinet/tcp_debug.c SO_DEBUG ( 2710 )
netinet/tcp_input.c tcp_i nput ( 28 29 )
netinet/tcp_output.c t cp_out put (26 )
netinet/tcp_subr.c TCP (27 )
netinet/tcp_timer.c TCP (25 )
netinet/tcp_usrreqg.c PRU_ xxx ( 30 )
24-1 TCP
24-2 TCP
9 TCP 8 pr ot osw ( 24-8) 9 t cp_out put
24.2.1
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domaininit

getsockopt
setsockopt

24-2 TCP
tch struct inpch TCP Internet PCB
tcp_last _inpcb struct inpch * PCB “ "
tcpstat struct tcpstat| TCP ( 24-9
tcp_outflags u_char ( 24-16)
tcp_recvspace u_|l ong (8192 )
tcp_sendspace u_l ong (8192 )
tcp_iss tcp_seq TCP (1SS)
tcprexntthresh i nt ACK 3
tcp_nssdflt int MSS (512 )
tep_rttdflt int RTT 3 )
tcp_do_rfrcl323 int ( )
tcp_now u_l ong RFC 1323 500 ms
tcp_keepidle int (2 )
tcp_keepintvl i nt (75 )
tcp_maxidl e i nt (10 )
24-3
24.2.2
tcpst at TCP 24-4
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t cpstat

SNMP

tcps_accepts
tcps_cl osed
tcps_connatt enpt

t cps_conndr ops
tcps_connects
tcps_del ack

t cps_drops

t cps_keepdr ops
tcps_keepprobe
tcps_keepti neo

t cps_pawsdr op
tcps_pcbcachem ss
tcps_persisttimeo
tcps_predack

t cps_pr eddat
tcps_rcvackbyte
tcps_rcvackpack
tcps_rcvackt oonmuch
tcps_rcvaftercl ose
tcps_rcvbadof f
tcps_rcvbadsum
tcps_rcvbyte
tcps_rcvbyteafterw n
tcps_rcvdupack
tcps_rcvdupbyte
tcps_rcvduppack
tcps_rcvoobyte
tcps_rcvoopack
tcps_rcvpack
tcps_rcvpackafterw n
tcps_rcvpartdupbyte
tcps_rcvpartduppack
tcps_rcvshort
tcps_rcvtota
tcps_rcvwi nprobe
tcps_rcvwi nupd
tcps_rexnttimeo
tcps_rttupdated
tcps_segsti ned

t cps_sndacks
tcps_sndbyte
tcps_sndctrl

t cps_sndpack
tcps_sndprobe
tcps_sndrexm tbyte
tcps_sndrexm t pack
t cps_sndt ot al
tcps_sndurg

t cps_sndwi nup
tcps_timeoutdrop

)
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24
netstat-s TCP 24-5
30  —
e t cps_snd(pack, byt e)
tcps_sndpack tcps_sndbyte
tcps_sndbyte 3722 884 824 -22194 928
450 tcps_rcvackbyte 3738811552
-21 264 360 ( 565 )
net st at printf %d( ) %l u(
) 32
(2%2-1=4 294 967 295)
netstat -s tcpstat

10,655,999 packets sent
9,177,823 data packets (-22,194,928 bytes)

257,295 data packets (81,075,086 bytes) retransmitted

862,900 ack-only packets (531,285 delayed)
229 URG-only packets

3,453 window probe packets

74,925 window update packets

279,387 control packets

tcps_sndtotal
tcps_snd{pack, byte}
tcps_sndrexmit {pack, byte}
tcps_sndacks, tcps_delack
tcps_sndurg
tcps_sndprobe
tcps_sndwinup
tcps_sndctrl

8,801,953 packets received
6,617,079 acks (for -21,264,360 bytes)
235,311 duplicate acks
0 acks for unsent data

4,670,615 packets (324,965,351 bytes) rcvd in-sequence
46,953 completely duplicate packets (1,549,785 bytes)

22 old duplicate packets

3,442 packets with some dup. data (54,483 bytes duped)

77,114 out-of-order packets (13,938,456 bytes)
1,892 packets (1,755 bytes) of data after window
1,755 window probes

175,476 window update packets

1,017 packets received after close

60,370 discarded for bad checksums

279 discarded for bad header offset fields

0 discarded because packet too short

tcps_rcvtotal
tcps_rcvack{pack, byte}
teps_rcvdupack
tecps_rcvacktoomuch
tcps_rcv{pack,byte}
teps_rcvdup {pack, byte}
tcps_pawsdrop
teps_rcvpartdup{pack, byte}
tcps_rcvoo{pack, byte}
tcps_rcv{pack, bytelafterwin
tcps_rcvwinprobe
tcps_revwindup
tcps_rcvafterclose
tcps_rcvbadsum
tecps_rcvbadoff
tcps_rcvshort

144,020 connection requests

92,595 connection accepts

126,820 connections established (including accepts)
237,743 connections closed (including 1,061 drops)
110,016 embryonic connections dropped

tcps_connattempt
tcps_accepts
tcps_connects
tcps_closed, tcps_drops
tcps_conndrops

6,363,546 segments updated rtt (of 6,444,667 attempts)
114,797 retransmit timeouts
86 connection dropped by rexmit timeout
1,173 persist timeouts
16,419 keepalive timeouts
6,899 keepalive probes sent
3,219 connections dropped by keepalive

tcps_{rttupdated, segstimed}
tcps_rexmttimeo
tcps_timeoutdrop
tcps_persisttimeo
tcps_keeptimeo
tecps_keepprobe
tcps_keepdrops

733,130 correct ACK header predictions
1,266,889 correct data packet header predictions
1,851,557 cache misses

tcps_predack
tcps_preddat
tcps_pcbcachemiss

24-5 TCP
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24.2.3 SNMP
24-6 SNMP TCP 14 SNMP
t cpst at Net/3 tcpCurrEstab
TCP PCB Internet PCB
24-7 tcpTabl e TCP (listener table)
SNMP t cpst at
tcpRt oAl gorithm 4
1=
2=RTO
3=MIL-STD-1778 B
4=Van Jacobson
tcpRtoM n 1000
t cpRt oMax 64000
t cpMaxConn -1 TCP (-1 )
t cpActi veOpens tcps_connatt enpt CLOSED SYN SENT
t cpPassi veOpens tcps_accepts LISTEN SYN RCVD
tcpAttenptFails tcps_conndrops SYN_SENT SYN_RCVD CLOSED
+ SYN_RCVD LISTEN
t cpEst abReset s tcps_drops ESTABLISHED CLOSE_WAIT
CLOSED

tcpCurr Est ab

ESTABLISHED CLOSE_WAIT

t cpl nSegs

tcps_rcvtotal

t cpQut Segs

tcps_sndtot al -
tcps_sndrexm t pack

t cpRet r ansSegs

tcps_sndrexm t pack

tcplnErrs tcps_rcvbadsum +
tcps_rcvbadoff +
tcps_rcvshort

tcpOut Rsts ( ) RST

24-6 tcp SNMP

index = <tcpConnLocal Address>.<tcpConnLocal Port>.<tcpConnRemAddress>.<tcpConnRemPort>

SNMP PCB

tcpConnSt at e t_state 1=CLOSED, 2=LISTEN, 3 =SYN_SENT,
4 =SYN_RCVD, 5=ESTABLISHED,6 = FIN_WAIT,
7=FIN_WAIT_2,8=CLOSE_WAIT, 9=LAST_ACK,
10=CLOSING, 11=TIME_WAIT,12= TCP

tcpConnLocal Addr ess i np_I| addr IP

tcpConnLocal Port inp_| port

t cpConnRemAddr ess i np_f addr IP

t cpConnRenPor t i np_fport

24-7 TCP tcpTabl e
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PCB (t _state) TCP ( 24-13) Internet PCB
( 22-4)
24.3 TCP protosw
24-8 TCP pr ot osw TCP
i net sw 2]
pr_type SOCK_STREAM TCP
pr _donai n &inetdomain TCP Internet
pr _pt ot ocol IPPROTO_TCP(6) IP ip_p
pr_flags PR_CONNREQUIRED |PR_WANTRCVD
pr _i nput tcp_input IP
pr _out put 0 TCP
pr_ctlinput tcp_ctlinput ICMP
pr_ctl out put tcp_ctloutput
pr_usrreg tcp_usrreq
pr_init tcp_init TCP
pr_fasttino tcp_fasttimo 200 ms
pr_slowtino tcp_slowtimo 500 ms
pr_drain tcp_drain mbuf
pr_sysctl 0 TCP
24-8 TCP prot osw
24.4 TCP
t cphdr TCP 24-9 t cphdr 24-10 TCP
tcp.h
40 struct tcphdr {
41 u_short th_sport; /* source port */
42 u_short th_dport; /* destination port */
43 tcp_seq th_seq; /* sequence number */
44 tcp_seq th_ack; /* acknowledgement number */
45 #if BYTE_ORDER == LITTLE_ENDIAN :
46 u_char th_x2:4, /* (unused) */
47 th_off:4; /* data offset */
48 #endif
49 #if BYTE_ORDER == BIG_ENDIAN .
50 u_char th_off:4, /* data offset */
51 th_x2:4; /* (unused) */
52 #endif .
53 u_char th_flags; /* ACK, FIN, PUSH, RST, SYN, URG */
54 u_short th_win; /* advertised window */
55 u_short th_sum; /* checksum */
56 u_short th_urp:; /* urgent offset */
57 };
tep.h

24-9 tcphdr
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0 15 16 31
th_sport th_dport
16 16
th_seq
32
th_ack 20
R
th_off th_x2 U[A|P|R|S|F th win
4 R|C|S|S|Y]|I -
6 ) G|K|H|T|N|N 16
th_sum th_urp
16 TCP 16
/ ( ) /
/ ¢ ) /
24-10 TCP
RFC ( 1) TCP
th_urp “ (urgent pointer)” “
(urgent of fset)” 16 bit th_seg
32 bit (
) 2413  TCP
32 bit snd_up “ "
TCP 16 bit 26.6
TCP 4 bit 6 bit 6 bit C
4 bit 8 bit 8 bit
C #i f def
TCP 4bit th_off * § C “ ”
TCP 32 bit
th_fl ags 6 24-11
Net/3 TCP “ 1P + TCP tcp_i nput IP
t cp_out put P 24-12 t cpi phdr
IP/ITCP
38-58 23-19 i povly 20 IP
(20 ) IP
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th_fl ags
TH_ACK (t h_ack)
TH_FIN
TH_PUSH
TH_RST
TH_SYN ( )
TH_URG (th_urp)
24-11 th flags
- tcpip.h
38 struct tcpiphdr {
39 struct ipovly ti_i; /* overlaid ip structure */
40 struct tcphdr ti_t; /* tcp header */
41 };
42 #define ti_next ti_i.ih_next
43 #define ti_prev ti_i.ih_prev
44 #define ti_x1 ti_i.ih x1
45 #define ti_pr ti_i.ih_pr
46 #define ti_len ti_i.ih_len
47 #define ti_src ti_i.ih_src
48 #define ti_dst ti_i.ih_dst
49 #define ti_sport ti_t.th_sport
50 #define ti_dport ti_t.th_dport
51 #define ti_seq ti_t.th_seq
52 #define ti_ack ti_t.th_ack
53 #define ti_x2 ti_t.th_x2
54 #define ti_off ti_t.th off
55 #define ti_flags ti_t.th _flags
56 #define ti_win ti_t.th_win
57 #define ti_sum ti_t.th_sum
58 #define ti_urp ti_t.th_urp .
tepip.h
24-12 tcpi phdr IP/TCP
5 TCP
22-1 Internet PCB TCP tcpchb
UDP Internet PCB
TCP 140 22-1 Internet PCB TCP
24-13 TCP
tcp_varh
41 struct tcpcb {
42 struct tcpiphdr *seg_next; /* reassembly queue of received segments */
43 struct tcpiphdr *seg_prev; /* reassembly queue of received segments */
44 short t_state; /* connection state (Figure 24.16) */
45 short t_timer [TCPT_NTIMERS]; /* tcp timers (Chapter 25) */
46 short t_rxtshift; /* log(2) of rexmt exp. backoff */
47 short t_rxtcur; /* current retransmission timeout (#ticks) */
48 short t_dupacks; /* #consecutive duplicate ACKs received */
49 u_short t_maxseg; /* maximum segment size to send */
50 char t_force; /* 1 if forcing out a byte (persist/OOB) */
51 u_short t_flags; /* (Figure 24.14) */

24-13 tcpcb TCP
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52 struct tcpiphdr *t_template; /* skeletal packet for transmit */

53 struct inpcb *t_inpcb; /* back pointer to internet PCB */

54 /* :

55 * The following fields are used as in the protocol specification.

56 * See RFC783, Dec. 1981, page 21.

57 */

58 /* send sequence variables */

59 tcp_seq snd_una; /* send unacknowledged */

60 tcp_seq snd_nxt; /* send next */

61 tcp_seq snd_up; /* send urgent pointer */

62 tcp_seq snd_wll; /* window update seg seq number */

63 tcp_seq snd_wl2; /* window update seg ack number */

64 tcp_seq iss; /* initial send sequence number */

65 u_long snd_wnd; /* send window */

66 /* receive sequence variables */ ’

67 u_long rcv_wnd; /* receive window */

68 tcp_seqg rcv_nxt; /* receive next */

69 tcp_seq rcv_up; /* receive urgent pointer */

70 tcp_seq irs; /* initial receive sequence number */

71 /*

72 * Additional variables for this implementation.

73 */

74 /* receive variables */

75 tcp_seq rcv_adv; /* advertised window by other end */

76 /* retransmit variables */

77 tcp_seq snd_max; /* highest sequence number sent;

78 * used to recognize retransmits */

79 /* congestion control (slow start, source quench, retransmit after loss) */

80 u_long snd_cwnd; /* congestion-controlled window */

81 u_long snd_ssthresh; /* snd_cwnd size threshhold for slow start

82 * exponential to linear switch */

83 /* . .

84 * transmit timing stuff. See below for scale of srtt and rttvar.

85 * "Variance" is actually smoothed difference.

86 */

87 short t_idle; /* inactivity time */

88 short t_rtt; /* round-trip time */

89 tcp_seq t_rtseq; /* sequence number being timed */

90 short t_srtt; /* smoothed round-trip time */

91 short t_rttvar; /* variance in round-trip time */

92 u_short t_rttmin; /* minimum rtt allowed */

93 u_long max_sndwnd; /* largest window peer has offered */

94 /* out-of-band data */

95 char t_oobflags; /* TCPOOB_HAVEDATA, TCPOOB_HADDATA */

96 char t_iobc; /* input character, if not SO_OOBINLINE */

97 short t_softerror; /* possible error not yet reported */

98 /* RFC 1323 variables */

99 u_char snd_scale; /* scaling for send window (0-14) */
100 u_char rcv_scale; /* scaling for receive window (0-14) */
101 u_char request_r_scale; /* our pending window scale */

102 u_char requested_s_scale; /* peer's pending window scale */

103 u_long ts_recent; /* timestamp echo data */

104 u_long ts_recent_age; . /* when last updated */

105 tcp_seq last_ack_sent; /* sequence number of last ack field */
106 };

107 #define intotcpcb(ip) ({struct tcpcb *) (ip)->inp_ppcb)

108 #define sototcpcb(so) (intotcpcbhb(sotoinpcb(so)))

tcp_varh
24-13 ()
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TCP
24-14 t _flags
t_flags
TF_ACKNOW ACK
TF_DELACK ACK
TF_NODELAY ( Negle )
TF_NOOPT TCP  ( TCP )
TF_SENTFIN FIN
TF_RCVD_SCALE SYN
TF_RCVD_TSTMP SYN
TF_REQ_SCALE / SYN
TF_REQ_TSTMP / SYN
24-14 t_flags
246 TCP
TCP 24-15
TCP
TCP TCP LISTEN
SYN_SENT SOCKET API ( listen
connect)
TCP t_state 24-16
tcp_outfl ags t cp_out put
24-16

#def i ne TCPS_HAVERCVDSYN(s) ((s)>=TCPS_SYN RECE! VED)
#defi ne TCPS_HAVERCVDFI N(s) ((s)>=TCPS_TI ME_WAI T)

t _state TCPS_ESTABLI SHED tcp_notify

ICMP
TCPS_HAVERCVDSYN TCPS_HAVERCVDFI N
CLOSE_WAIT CLOSING LAST_ACK FIN
29
shut down 1 “ " TCP FIN
(1 185 TCP )
24-15 ESTABLISHED “ K

“ " FIN_WAIT_1 FIN_WAIT_2
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send:
recv: SYN
send: SYN, ACK
appl:| . o Tecv: FIN
send: :
]
i
| |
| oo (GG | (A S
: send: ACK '&SING : LAST_ACK :send: < >
| t L 4
| |
| |
| |
| |
I |
i |
I |
1 |
l T >
! 2MSL !
L o o o T 4
e
———

appl:

recv:

send:

24-15 TCP
24.7 TCP
TCP SYN FIN 32 bit

TCP ( 24-10) 32 bit
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1
ACK ACK
SYN (SYN_SENT 24-
16 tcp_outflags[?2?]) RST ACK
t_state tcp_outflags[]
TCPS_CLOSED 0 TH_RST | TH_ACK
TCPS_LISTEN 1 ( ) 0
TCPS_SYN_SENT 2 SYN( ) TH_SYN
TCPS_SYN_RECEIVED 3 SYN ACK TH_SYN | TH_ACK
TCPS_ESTABLISHED 4 ( ) TH_ACK
TCPS_CLOSE_WAIT 5 FIN TH_ACK
TCPS_FIN_WAIT_1 6 FIN ACK FIN | TH_FIN|TH_ACK
TCPS_CLOSING 7 ACK TH_FIN | TH_ACK
TCPS_LAST_ACK 8 FIN ACK TH_FIN | TH_ACK
TCPS_FIN_WAIT_2 9 FIN TH_ACK
TCPS_TIME_WAIT 10 2MSL TH_ACK
24-16 t_state
TCP TCP
( 24-13) 13 8 ( ) 5 ( )
24-17 4 snd_wnd snd_una snd_nxt
snd_max 1~ 11
- snd_wnd = 6: o
- ( )
T
1 2 3 4 5 6 : 7 8 9 10 1
{
snd_una =4 snd_nxt = 7
snd_max=7
24-17
ACK
snd_una < <= snd_max
24-17 ACK 5 6 7
snd_una ACK snd_una
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t cp_out put

snd_nxt < snd_max

24-18 24-17 4 5
rcv_nxt rcv_wnd rcv_adv
rcv__wpd =6: o
)
1 2 3 4 5 6 7 8 9 10 1
TCP -
rev_nxt = 4 rcv_adv =10
1
24-18
rcv_nxt <= < rcv_nxt + rcv_wnd
rcv_nxt <= < rcv_nxt + rcv_wnd
TCP ti_seq TCP
1
24-19 TCP 24-17 4 5 6
| -l
r* 63 IP -
IP 1P TCP TCP
20 8 20 12 111
24-19 TCP 1P
1P 8 1P 12 TCP 12-20
i p_hl 7 P +IP 32 bit (=28 )
ip_len 63 IP (20+8 +20+12+3)
ti_off 8 TCP  +TCP 32 hit (=32 )
ti_seq 4
ti_len 3 TCP ip_len-(ip_hlx 4)-(ti_offx 4)
6 ti_seq+ti_len-1
24-20 24-19
ti _len TCP
24-20 IP ( 24-12)
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1.
TCP 32 0~4 294 967 295
TCP 2% 4 294 967 295 0
232
0~4 294 967 295
1 4 294 967 295
tcp. h TCP unsi gned | ong
typedef u_l ong tcp_seq;
24-21 4
40 #define SEQ LT(a,b) ((int) ((a)-(b)) < 0)
41 #define SEQ_LEQ(a,b) ((int) ((a)-(b)) <= 0)
42 #define SEQ GT(a,b) ((int) ((a)-(b)) > 0)
43 #define SEQ GEQ(a,b) ((int) ((a)-(b)) >= 0)
24-21 TCP
2. —_—
TCP 3 bit 0~7 24-22
8 ( 0 1
1) a-b =at(b )
X 0-x | 1-x | 2-x
0 000 000 000 | ool | 010
14 o001 111 111 | 000 | 001
2 010 110 110 | 111 | 000
3 011 101 101 | 110 | 111
4 100 100 100 | 101 | 110
5 101 011 011 | 100 | 101
6 110 010 010 | 011 | 100
7 111 - 001 001 | 010 | 011
24-22 3 bit
0-x 1-x 2-X
24-21 int) 1
(SEQ LT ) 0 0 0 (SEQ _GT )
24-22 ( “0-x") 0 1 2 3 4
0 5 6 7( 0 0) 24-23
5 6 7 E 1 2 3 4
0 0
B -+

24-23 3bit TCP

tcp_seq.h

tcp_seq.h

1)
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24-22 (1-x) 24-24
6 7 0 2 3 4 5
1 1
-+ - .

24-24 3 bit TCP

24-25
0 0
7 ' 1 7 1
1
6 2 6 2
1
5 3 5 3
4 : 4
24-25  24-23  24-24
TCP 24-24
TCP 1 6 6 1
5 5 1 TCP
2 3 4 ( 5 )
24-26 24-25 TCP 32 bit 3 bit

4294967295 0 1

2147483649 2147 483 648

24-26 0
24-26 32 bit 23
248 tcp_init
domai ni ni t TCP tcp_init ( 24-27)
1
(ISS) tcp_iss 1
TCP “ (quite time)” 7-23
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43 void tep_subr.c
44 tcp_init ()
45 {
46 tep_iss = 1; /* wrong */
47 tcb.inp_next = tcb.inp_prev = &tcb;
48 if (max_protohdr < sizeof(struct tcpiphdr))
49 max_protohdr = sizeof (struct tcpiphdr);
50 if (max_linkhdr + sizeof(struct tcpiphdr) > MHLEN)
51 panic("tcp_init"); ’
°2 ) tcp_subr.c
24-27 tcpinit
2. TCP Internet PCB
PCB (t cb) previous next tcb PCB
0( 0)
PCB i np_| port TCP TCP
1024 224
3.
40 max_pr ot ohdr 40(
IPITCP ) 7-17 max_1l i nkhdr (
16) 40 mbuf (100 2-7 VHLEN)
MSL
TCP TCP
MSL (2 ) TCP TCP
MSL (maximum segment lifetime)
M SL
CLOSE_WAIT 2 MSL ( 24-15)
RFC 793(Postel 1981c) MSL 2 Net/3 MSL 30 (
25-3 TCPTV_MSL)
(RFC 793 (wandering
duplicate) Net/3 tcp_iss 1( 24-27)
255 tcp_iss 128 000 9.3
connect tcp_iss 64 000
9.3

1) 1024 2
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2) 2
3
4)
5) 40 TCP tcp_iss 1
6)
1024 SYN 1
(incarnation)
7 1
24-28
1— 2 ( ) e > B
21— 2 :
i
3+ 1
T :
|
|
: 5 < MSL
40 1
|
|
|
|
5— 1SS 1 !
6 —— I
7 1 SR L
Y
24-28
TCP ISS ISS
ISS
TCP MSL
( ) TCP
MSL
24.9
6 TCP TCP
TCP TCP
TCP
TCP TCP

(TCP ) 32 hit
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0 TCP

TCP tcp_init Internet PCB  TCP

24.1 24-5
242 tcp_init
24.3 netstat -a TCP
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