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7.1
Net/3 Internet
IP
IP 8
Net/3 Net/3
3-19
7-1
PF_INET AF_INET Internet
PF_0SI, PF_ISO AF_0SI1, AF_1SO oSl
PF_LOCAL, PF_UNIX AF_LOCAL, AF_UNIX IPC(Unix)
PF_ROUTE AF_ROUTE
n/a AF_LINK ( )
7-1
PF_LOCAL AF_LOCAL
POSIX.12 Net/3 PF_UNI X AF_UNI X
Net/3 UNI X
PF_UNI X Unix [Stevens 1990]
PF_ROUTE ( 18 ) PF_OSI
Net/3 oSl
PF_INET
7.2
C 7-2 4
netinet/domain. h domai n
netinet/protosw. h pr ot osw
netinet/in_proto.c IPdomai n  protosw
kern/ ui pc_donmain. c

7-2
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7.2.1
7-3 Net/3
domai n struct domain *
i netdomai n struct domain Internet domai n
i netsw struct protosw[] Internet prot osw
max_| i nkhdr i nt 7-17
max_pr ot ohdr i nt 7-17
max_hdr i nt 7-17
max_dat al en int 7-17
7-3
7.2.2
7-4 ip_init
ip_ifmatrix int[][]
7-4
7.3 domain
7-5 domai n
: domain.h
42 struct domain {
43 int dom_family; /* AF_xxx */
44 char *dom_name;
45 void {(*dom_init) /* initialize domain data structures */
46 (void) ;
47 int (*dom_externalize) /* externalize access rights */
48 (struct mbuf *);
49 int (*dom_dispose) /* dispose of internalized rights */
50 (struct mbuf *);
51 struct protosw *dom protosw, *dom_protoswNPROTOSW;
52 struct domain *dom next;
53 int (*dom_rtattach) /* initialize routing table */
54 {void **, int);
55 int dom_rtoffset; /* an arg to rtattach, in bits */
56 int dom_maxrtkey; /* for routing layer */
57 }; .
domain.h
7-5 donai n
42-57 dom famly ( AF_I NET)
dom name ( “internet” )
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fstat (1) dom _nane dom _nane
Net/3
dom.init dom externalize dom dispose
Unix
Internet
dom prot osw dom pr ot oswNPROTOSW pr ot osw
dom next
dommi ns
domrtattach domrtoffset dom maxrtkey
18
7-6 domai ns
domains:
isodomain: inetdomain: routedomain: unixdomain:
domain{) domain{} domain{} domain(} - |
7-6 donai ns
7.4 protosw
Net/3 pr ot osw
domai n pr ot osw
pr ot osw Pr ot osw 7-7
57 struct protosw { pmtosw'h
58 short pr_type; /* see (Figure 7.8) */
59 struct domain *pr_domain; /* domain protocol a member of */
60 short pPr_protocol; /* protocol number */
61 short pr_£flags; /* see Figure 7.9 */
62 /* protocol-protocol hooks */
63 void (*pr_input) (); /* input to protocol (from below) */
64 int (*pr_output) (); /* output to protocol (from above) */
65 void (*pr_ctlinput) (); /* control input (from below) */
66 int (*pr_ctloutput) (); /* control output (from above) */
67 /* user-protocol hook */
68 int (*pr_usrreq) (); /* user request from process */
69 /* utility hooks */
70 void (*pr_init) (); /* initialization hook */
71 void (*pr_fasttimo) (); /* fast timeout (200ms) */
72 void (*pr_slowtimo) (); /* slow timeout (500ms) */
73 void (*pr_drain) (); /* flush any excess space possible */
74 int (*pr_sysctl) (); /* sysctl for protocol */
75 };
protosw.h
7-7 protosw
7-8

57-61 4

pr_type
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pr_type Internet
pr_type Internet
SOCK_STREAM TCP
SOCK_DGRAM uDP
SOCK_RAW ICMP IGMP P
SOCK_RDM ( n/a
SOCK_SEQPACKET n/ a
7-8 pr_type
pr_domai n domai n pr _protocol pr_flags
7-9 pr_fl ags
pr_fl ags
PR_ATOMIC
PR_ADDR
PR_CONNREQUIRED
PR_WANTRCVD
PR_RIGHTS
7-9 pr_flags
PR_ADDR PR_ATOMI C PR_ADDR
PR_CONNREQUI RED
PR_WANTRCVD
( )
PR_RI GHTS
Unix
7-10
PR
pr _t ype —
ADDR | ATOM C | CONNREQUI RED Internet
SOCK_STREAM . . TCP SPP
. . TP4
SOCK_SEQPACKET ) . PP
SOCK_RDM . . 7 RDP
SOCK_DGRAM . . UDP
SOCK_RAW . . ICMP
7-10
7-10 PR_WANTRCVD PR _RI GHTS
PR_WANTRCVD
Net/3 protosw PRxxx
pr_type 7-10 * o ” pr_type
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7-10
. TCP  SPH( XNS ) SOCK_STREAM
. SOCK_SEQPACKET
PR_ATOM C
MSG_EOR
SPP SOCK_STREAM SOCK_SEQPACKET
. SOCK_RDM RDP
RDP [Partridge 1987] RFC 115
[Partridge and Hinden 1990]
7-10
. uUbDP SOCK_DGRAM
. ICMP SOCK_RAW Net/3
SOCK_RAW  ( 15-8)
62-68 5 pr _i nput
pr _out put pr_ctlinput
pr_ctl out put pr_usrreq
7-11

Pr_usrreq
fmmmm— ( read, wite, )

pr_output

)

pr_ctloutput

(

)

pr_input
( TCP )

pr_ctlinput
( ICMP )

7-11 5
69-75 5 pr_init pr_fasttimo
pr_slowtinmo 200 ms 500 ms
pr_drain m recl aim ( 2-13)
pr_sysctl sysctl (8)
UDP

7.5 IP domain protosw

domain protosw Internet
i net sw pr ot osw 7-12 i net sw 7-13
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7-13

Internet

donai n

pr ot osw

7
Internet domai n
inetsw] pr_protocol pr_type
0 0 0 Internet 1P
1 I1PPROTO_UDP SOCK_DGRAM UDP
2 IPPROTO_TCP SOCK_STREAM TCP
3 I1PPROTO_RAW SOCK_RAW Internet IP( )
4 IPPROTO_ICMP SOCK_RAW Internet ICMP
5 I1PPROTO_IGMP SOCK_RAW Internet IGMP
6 0 SOCK_RAW Internet 1P( )
7-12 Internet
- in_proto.c

39 struct protosw inetsw[] =

40 {

41 {0, &inetdomain, 0, 0,

42 0, ip_output, 0, 0O,

43 0,

44 ip_init, 0, ip_slowtimo, ip_ drain, ip_sysctl

45 },

46 {SOCK_DGRAM, &inetdomain, IPPROTO_UDP, PR_ATOMIC ] PR_ADDR,

47 udp_input, 0, udp_ctlinput, ip_ctloutput,

48 udp_usrreq,

49 udp_init, 0, 0, 0, udp_sysctl

50 1,

51 {SOCK_STREAM, &inetdomain, IPPROTO_TCP, PR_CONNREQUIRED | PR_WANTRCVD,

52 tcp_input, 0, tep_ctlinput, tcp_ctloutput,

53 tcp_usrreq,

54 tcp_init, tcp_fasttimo, tecp_slowtimo, tcp_drain,

55 1,

56 {SOCK_RAW, &inetdomain, IPPROTO_RAW, PR_ATOMIC | PR_ADDR,

57 rip_input, rip_output, 0, rip_ctloutput,

58 rip_usrreq, :

59 o, 0, 0, O,

60 },

61 {SOCK_RAW, &inetdomain, IPPROTO_ICMP, PR_ATOMIC | PR_ADDR,

62 icmp_input, rip_output, 0, rip_ctloutput,

63 rip_usrreq,

64 0, 0, 0, 0, icmp_sysctl

65 },

66 {SOCK_RAW, &inetdomain, IPPROTO_IGMP, PR_ATOMIC | PR_ADDR,

67 igmp_input, rip_output, 0, rip_ctloutput,

68 rip_usrreq,

69 igmp_init, igmp_fasttimo, 0, O,

70 1,

71 /* raw wildcard */

72 {SOCK_RAW, &inetdomain, 0, PR_ATOMIC | PR_ADDR,

73 rip_input, rip_output, 0, rip_ctloutput,

74 rip_usrreq,

75 rip_init, 0, 0, O,

76 }I

77 };

78 struct domain inetdomain =

79 {AF_INET, "internet", 0, 0, 0,

80 inetsw, &inetsw[sizeof (inetsw) / sizeof (inetsw([01)], O,

81 rn_inithead, 32, sizeof (struct sockaddr_in)}; X

in_proto.c
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39-77 i net sw 3 protosw IP i net sw 0]
IP inetsw[3] inetsw|6]
pr _pr ot ocol IP i net sw 3]
i net sw 6]
pffindproto (76 )
Net/3 i net sw 3] IP
i net sw 6] IP 4.3BSD Reno
| P_HDRI NCL (32.8 ) i netsw{ 3] inetsw 6]
IP
traceroute IP
P 32 P 7-14 IPprotosw
pr ot osw i net sw 0] inetsw 3 6]
pr_type 0 SOCK_RAW 1P
pr_dommi n &inetdomain &inetdomain Internet
pr_pr ot ocol 0 IPPROTO_RAW 0 IPPROTO_RAW(255) 0
(RFC 1700)
IP
pr_flags 0 PR_ATOMIC/PR_ADDR IP
pr_i nput null rip_input IP ICMP IGMP
pr _out put ip_output rip_output 1P
pr_ctlinput null null IP
pr_ctl out put null rip_ctloutput
pr_usrreq null rip_usrreq
pr_init ip_init null rip_init ip_init
pr_fasttino null null IP
pr_slowtino ip_slowtimo null IP
pr_drain ip_drain null
pr_sysctl ip_sysctl null
7-14 1Pinetsw
78-81 Internet domai n 7-13 Internet AF _| NET
“internet” pr ot osw i netsw
I nternet rn_inithead IP 32
Internet sockaddr _in (16 )
i netsw{ 3] inetsw 6] pr_protocol
rip_init i net sw 6]
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donmmi ni ni t

domai ninit

( 3-23) domai ni ni t

7-15

domai n protosw

37 /* simplifies code in domaininit */

38 #define ADDDOMAIN (x)

B A

uipc_domain.c

uipc_domain.c

39 extern struct domain ___CONCAT (x,domain); \

40 __CONCAT (x,domain.dom_next) = domains; \

41 domains = &__CONCAT (x,domain); \

42 }

43 domaininit ()

44 {

45 struct domain *dp;

46 struct protosw *pr;

47 /* The C compiler usually defines unix. We don’t want to get

48 * confused with the unix argument to ADDDOMAIN

49 */

50 #undef unix

51 ADDDOMAIN (unix) ;

52 ADDDOMAIN (route) ;

53 ADDDOMAIN (inet) ;

54 ADDDOMAIN(iso) ;

55 for (dp = domains; dp; dp = dp->dom_next) {

56 if (dp~>dom_init)

57 (*dp->dom_init) ();

58 for (pr = dp->dom_protosw; pr < dp->dom_protoswNPROTOSW; pr++)

59 if (pr->pr_init)

60 (*pr->pr_init) ();

61 }

62 if (max_linkhdr < 16) /* XXX */

63 max_linkhdr = 16;

64 max_hdr = max_linkhdr + max_protohdr;

65 max_datalen = MHLEN - max_hdr;

66 timeout (pffasttimo, (void *) 0, 1);

67 timeout (pfslowtimo, (void *) 0, 1);

68 }

7-15 donai ni ni t

37-42 ADDDOVAI N domai n ADDDOMAI N(uni x)

extern struct domai n uni xdonai n

uni xdomai n. dom next = donai ns
donmai ns = &uni xdonai n
_CONCAT sys/defs. h
(uni x, domai)n uni xdomai n
43-54 donmi ni nit ADDDOMAI N
uni x C

ADDDOMAI N

CONCAT

Net/3
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7-16 domai n protosw Internet  Unix
(O8]
domains:
isodomain: inetdomain: routedomain: unixdomain:
domain()} domain{} domain(} domain{} —
! | T 1] 1
isoswl]: inetswl[]: routesw(]:
v r
M UDP A _:
- TCP
. ]P( ) - K
- ICMP
M IGMP
- P )
L e e — _I L e = -
7-16 donai n pr ot osw
55-61 for
dom.init pr_init I nternet ( 7-13)
ip_init wudp_init tcp_init ignmp_init rip_init
62-65 domai ni ni t mbuf
max_| i nkhdr max_pr ot ohdr domai ni nit
max_|l i nkhdr 16 16 4 14
7-17 7-18
max_| i nkhdr 16
max_pr ot ohdr 40
max_hdr 56 max_| i nkhdr + max_protohdr
max_dat al en 44 nmubf
7-17
|‘—-————— max_hdr ———>|
m har '
m pkt hdr
28 16 40 44
MHLEN max_| i nkhdr max_pr ot ohdr max_dat al en |
[ 128 ‘ o
7-18 mbuf
max_pr ot ohdr Internet IP
TCP 20 60 max_pr ot ohdr
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66-68 dommi ninit ti meout pf sl owtinmo

pffasttino 3
7-19

153 wvoid
154 pfslowtimo (arg)
155 void *arg;

uipc_domain.c

156 {

157 struct domain *dp;

158 struct protosw *pr;

159 for (dp = domains; dp; dp = dp->dom_next)

160 for (pr = dp->dom protosw; pr < dp->dom protoswNPROTOSW; pr++)
161 if (pr->pr_slowtimo)

162 (*pr->pr_slowtimo) ();

163 timeout (pfslowtimo, (void *) 0, hz / 2);

164 }

165 void

166 pffasttimo(arg)
167 void *arg;

168 {

169 struct domain *dp;

170 struct protosw *pr;

171 for (dp = domains; dp; dp = dp->dom_next)

172 for (pr = dp->dom_protosw; pr < dp->dom_protoswNPROTOSW; pr++)

173 if (pr->pr_fasttimo)

174 (*pr->pr_fasttimo) ();

175 timeout (pffasttimo, (void *) 0, hz / 5);

176 } . .

uipc_domain.c
7-19 pf sl owt i no pffasttino

153-176 for pr_sl owti mo
pr_fasttino 500 ms 200 ms
ti meout ti meout 3-43

7.6 pffindproto pffindtype

7-20 pffindproto pffindtype
( SOCK_STREAM 15
prot osw
69-84 pffindtype domai ns
85-107 pffindproto pffindtype donmai ns

pffindproto
type SOCK_RAW
pffindproto
pffindproto(PF_I NET, 27, SOCK_RAW;
i net sw 6] IP
IP IP

(1 PPROTO_TCP)

(protocol type)
(pr _protocol 0)

Net/3 27
27
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27 (RFC 1151)
pr ot osw
uipc_domain.c

69 struct protosw *
70 pffindtype(family, type)
71 int family, type;
72 {
73 struct domain *dp;
74 struct protosw *pr;
75 for (dp = domains; dp; dp = dp->dom_next)
76 if (dp->dom_family == family)
77 goto found;
78 return (0);
79 found:
80 for (pr = dp->dom_protosw; pr < dp->dom_protoswNPROTOSW; pr++)
81 if (pr->pr_type && pr->pr_type == type)
82 return (pr);
83 return (0);
84 }

85 struct protosw *
86 pffindproto(family, protocol, type)

87 int family, protocol, type;

88 {

89 struct domain *dp;

90 struct protosw *pr;

91 struct protosw *maybe = 0;

92 if (family == 0)

93 return (0);

94 for (dp = domains; dp; dp = dp->dom_next)

95 if (dp->dom_family == family)

96 goto found;

97 return (0);

98 found:

99 for (pr = dp->dom_protosw; pr < dp->dom_protoswNPROTOSW; pr++) {
100 if ((pr->pr_protocol == protocol) && (pr->pr_type == type))
101 return (pr);

102 if (type == SOCK_RAW && pr->pr_type == SOCK_RAW &&

103 pr->pr_protocol == 0 && maybe == (struct protosw *) 0)
104 maybe = pr;

105 }

106 return (maybe);

107 }

uipc_domain.c

7-20 pffindproto pf fi ndt ype

15.6
socket (PF_I NET, SOCK_STREAM 0); /* TCP */

pf fi ndtype
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pf fi ndt ype( PF_I NET, SOCK_STREAM ;

7-12 pffindtype i net sw| 2] TCP
SOCK_STREAM
socket (PF_I NET, SOCK_DGRAM 0); /* UCP */

pf fi ndt ype( PF_I NET, SOCK_DGRAM) ;
i netsw 1] UDP

7.7 pfctlinput

pfctlinput ( 7-21)
ICMP
ICMP pfctlinput ( 11-14) Internet (
UDP TCP)

142 pfctlinput (cmd, sa) uq“Lﬁmna"Lc

143 int cmd;

144 struct sockaddr *sa;

145 {

146 struct domain *dp;

147 struct protosw *pr;

148 for (dp = domains; dp; dp = dp->dom_next)

149 for (pr = dp->dom protosw; pr < dp->dom_protoswNPROTOSW; DPr++)

150 if (pr->pr_ctlinput)

151 (*pr->pr_ctlinput) (cmd, sa, (caddr_t) 0);

152 }

uipc_domain.c
7-21 pf ctl i nput

142-152 for pfctlinput

pr_ctlinput ¢ md UDP
udp_ctli nput TCP tcp_ctlinput
7.8 IP

7-13 Internet Internet
IP ip_init 23 24 UDP TCP
i p_protox
7.8.1 Internet
P
prot osw Internet
i p_protox 7-22
i p_protox IP (ip_p 8-8) i netsw
6 i net sw 2]

TCP i p_protox 7-23
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inetsw(]:
1P
uDP
TCP
P )
ICMP
IGMP
P )
7-22 i p_protox i net sw
ip_input.c
71 void pP_Hpu
72 ip_init()
73 {
74 struct protosw *pr;
75 int i;
76 pr = pffindproto (PF_INET, IPPROTO_RAW, SOCK_RAW) ;
77 if (pr == 0)
78 panic("ip_init");
79 for (i = 0; 1 < IPPROTO_MAX; i++)
80 ip_protox[i] = pr - inetsw;
81 for (pr = inetdomain.dom_protosw;
82 pr < inetdomain.dom_protoswNPROTOSW; pr++)
83 if (pr->pr_domain->dom_family == PF_INET &&
84 pr->pr_protocol && pr->pr_protocol != IPPROTO_RAW)
85 ip_protox[pr->pr_protocol] = pr - inetsw;
86 ipg.next = ipg.prev = &ipq;
87 ip_id = time.tv_sec & Oxffff;
88 ipintrqg.ifq maxlen = ipgmaxlen;
89 i = (if_index + 1) * (if_index + 1) * sizeof(u_long);
90 ip ifmatrix = (u_long *) malloc(i, M_RTABLE, M_WAITOK);
91 bzero((char *) ip_ifmatrix, i);
92 1} L.
ip_input.c
7-23 ipinit
7.8.2 ip_init
domai ninit ( 7-15) ip_init
71-78 pffindproto (i net sw 3] 7-14)
Net/3 pani c
1P
79-85 i p_protox pr
( 7-22 3) i netsw ( 0
| PPROTO_RAW ) i p_pr ot ox i netsw

pr ot osw pr_protocol
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86-92 ip_init IP i pg(10.6 )
(ipintrq) 50(i pgmax! en)
(10.6 ) ip_init
Net/3
(
(i pgmaxl en)
i pgmax| en
7.9 sysctl
sysct | Net/3

int sysctl(int * name wu_int namelen, void *old, size_t * oldlenp, void *new, size_t

PF._INET

* name namelen
7-24
CTL_KERN
CTL_HW
0
IPCTI_FORWARDING
IPCTL_SENDREDIRECTS
7-24 sysctl
7-24 IP

CTL_NET PF_INET O [IPCTL_FORWARDING

IPCTL _DEFTTL

ip_id

*old

ip_id IP
ip_ifmatrix
| FQ_MAXLEN)
adb
7-23 | FQ_MAXLEN
sysct| (8)
newlen) ;
* new
CTL_USER
v
CTL_NET
PF_0ST

IPPROTO_IGMP
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net _sysct|

sysctl 7-25 Internet

pr_sysctl

—w . ICMPCTL_MASKREPL

UDPCTL_CHECKSUM

IPCTL_FORWARDING

IPCTL_SENDREDIRECTS
IPCTL_DEFTTL :

7-25 I nt er net sysct |
sysct| net sysctl
pr ot osw pr_sysctl
sysct | _sysctl _sysct|
sysct | sysct | switch
switch net sysctl
7-26 net _sysctl

uipc_domain.c
108 net_sysctl (name, namelen, oldp, oldlenp, newp, newlen, p)

109 int *name;
110 u_int namelen;
111 void *oldp;
112 size_t *oldlenp;
113 void *newp;
114 size_t newlen;
115 struct proc *p;

116 {

117 struct domain *dp;

118 struct protosw *pr;

119 int family, protocol;

120 /*

121 * All sysctl names at this level are nonterminal;
122 * next two components are protocol family and protocol number,
123 * then at least one additional component.

124 */

125 if (namelen < 3)

126 return (EISDIR); /* overloaded */

127 family = name[O0];

128 protocol = name[l];

129 if (family == 0)

7-26 net _sysct |
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130 return (0);
131 for (dp = domains; dp; dp = dp->dom_next)
132 if (dp->dom_family == family)
133 goto found;
134 return (ENOPROTOOPT) ;
135 found:
136 for (pr = dp->dom_protosw; pr < dp->dom_protoswNPROTOSW; pr++)
137 if (pr->pr_protocol == protocol && pr->pr_sysctl)
138 return ((*pr->pr_sysctl) (name + 2, namelen - 2,
139 oldp, oldlenp, newp, newlen));
140 return (ENOPROTOOPT) ;
141 } . .
uipc_domain.c
7-26 ()
108-119 net_sysctl p sysct| p
120-134 domai n protosw
0 for
ENOPROTOOPT
135-141 for pr_sysctl
pr_sysctl (name+2)
ENOPROTOCOPT
7-27 Internet pr_sysctl
pr _protocol i netsw] pr_sysctl
0 ip_sysctl 1P 8.9
IPPROTO_UDP 1 udp_sysctl uDP 23.11
IPPROTO_ICMP icmp_sysctl ICMP 11.14
7-27 Internet pr_sysctl
pr_sysctl sysctl _rtable 19
7.10
domai n protosw Net/3
protosw i netdomai n
i net sw Internet IP i net sw
IP IP
domai ni nt donmai ns
pffindproto pffindtype
pfctlinput
IP i p_protox
7.1 pf sfindproto i net swi6]
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