21

21.1

(ARP)
48 bit ARP
P 48 bit

ARP
ARP

21.2 ARP

Net/3 ARP
ARP 21-1

i faddr in_ifaddr

sockaddr _dlI —_—
i n_ifaddr

DiIlinfo_arp
Ilinfo_arp
| a_next
2)
la_rt
rt _Ilinfo

svr 4(140.252.13.34) bsdi (140.252.13.35)

18-2
3
(140.252.13.32)

Chinaspubicom

ARP

IP
ARP RFC 826 Plummer 1982]
IP IP ARP
ARP IP
ARP P
IP
Net/3 ARP
ARP
ARP
bsdi ARP | f net
3-32 6-5 3 6
i faddr
ARP
| a_prev
ARP 5
(rtentry ) Ilinfo_arp
rtentry rtentry
[linfo_arp sun(140.252.13.33)
Ilinfo_arp
Ilinfo_arp
rt_flags C
IP in_ifinit ( 6-19) rtinit

H ) bsdi
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21 ARP
ARP L )
d)rtentry rt_gateway sockaddr _dlI
sdl _al en 6 sockaddr _dlI
5) rt_ifp i fnet
| e _softcl[0]
bsdi | oi f rt_ifp.if_output
1llinfo_arp(} 1llinfo_arp{} llinfo_arp{} llinfo_arp{}
llinfo_arp:| la_next la_next la_next la_next
la_prev la_prev la_prev la_prev
la_rt la_rt 1\ la_rt
la_hold ‘\ la_hold la_hold ‘W
la_asked la_asked la_asked
sockaddr_d1{} sockaddr_dl({} sockaddr_dl{} sockaddr_dl{)}
(’ AF_LINK (’ AF_LINK (7| AF_LINK (’ AF_LINK
IFT_ETHER TFT_ETHER IFT_ETHER IFT_ETHER
sdl_alen=0 sdl_alen=6 sdl_alen=6 sdl_alen=6
8:0:20:3:£6:42 0:0:c0:c2:9b:26 0:0:c0:6f:2d:40
rtentry(}) rtentry(} rtentry{} rtentry{)}
rn_key = rn_key = rn_key = rn_key =
140.252.13.32 140.252.13.33 140.252.13.34 140.252.13.35
rt_llinfo rt_llinfo <J rt_1llinfo qj rt_llinfo <J
K» rt_gateway Kb rt_gateway . Kb rt_gateway kb rt_gateway
rt_flags uc rt_flags UHL rt_flags UHL rt_£flags UHL
rt_ifp — rt_ifp +rrt_ifp rt_ifp —
(———rt_ifa rt_ifa rt_ifa -

_expire

le_softc(0]:

ifnet_addrs:

sl_softc[0]

1fnet(}
index=1

arpcom{)}

le_softc{}

ifaddr(}

in_ifaddr:

» AF_LINK

AF_INET
o213

le0
IFT_ETHER
0:0:c0:6£f:2d:4e

in_ifaddr{}

140.252.13.63
255.255.255.224

ifnet{}
index=2

loif:

s8l_softe(}

ifaddr{}

_S7

AF_LINK
s10
IFT_SLIP

in_ifaddr{}

21-1 ARP

AF_INET
140.252.13.66
140.252.13.65
255.255.255.224

i AF_LINK
100
IFT_LOOP

ifnet{}
index=3

ifaddr(}

in_ifaddr({}
AF_INET
127.0.0.1
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6) in_ifaddr ( 6-8
in_ifaddr i faddr rt_ifa i faddr
)
| e0 IP IP i n_ifaddr
rt_ifp rt_ifa
7)1a_hold mbuf IP
ARP ARP mbuf
I a_hold ARP | a_hold mbuf IP
8) rt_metric rnx_expire ARP
( 20 ) ARP
4.3BSD Reno 4.3BSD Reno Net/2.
4.4BSD ARP ARP
ARP
Net/2 ARP 1P
mbuf ( 21-1 la_hold
) Net/3
21.3
21-2 9 ARP C
net/if arp.h ar phdr
netinet/if ether.h
netinet/if_ether.d ARP
21-2
21-3 ARP ARP 19
21.3.1
10 21-4
21.3.2
ARP arp_inuse arp_allocated 21-4
ARP ARP
net st at
arp -a ARP sysctl
19-36 21-5
18-2 224.0.0.1 L arp
RTF_LLI NFO ARP

incomplete” permanent”
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ifconfig arp

ioct1l|SIOCAIFADDR

ip_output

RTM_DELETE
RTM_GET

ARP / ARP

WELDIVEHE B (
FHAREE R TT ML R

owe>

RTM_DELETE

RTM_ADD

(ether_output)

IP
RTF_UP RTF_CLONI NG

RTM_DELETE
RTM_RESOLVE

ifa_rtrequest

21-3 ARP
Ilinfo_arp struct Ilinfo_arp!l linfo_arp
arpintrqg struct i fqueue ARP
ar pt _prune I nt ARP (5)
ar pt _keep I nt ARP (20)
ar pt _down I nt ARP (20)
arp_i nuse I nt ARP
arp_allocated | Int ARP
arp_maxtries I nt IP ARP 5)
arpinit_done I nt
usel ookback i nt ( )

21-4
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bsdi $ arp -a

sun.tuc.nocao.edu (140.252.13.33) at 8:0:20:3:£6:42
svrd.tuc.noao.edu (140.252.13.34) at 0:0:c0:c2:9b:26
bsdi.tuc.nocao.edu (140.252.13.35) at 0:0:c0:6£:2d3:40 permanent
ALL-SYSTEMS.MCAST.NET (224.0.0.1) at (incomplete)

21-5 18-2 arp -a
21.3.3 SNMP
1 258 SNMP MIB
ARP MIB-I1 ( IP)
Net/2 Net/3 ARP
ARP SNMP
1P index = <ipNetToMedialflndex>.<ipNetToMediaNetAddress>
i pNet ToMedi al f I ndex if_index i flndex
i pNet ToMedi aPhysAddr ess rt_gat eway
i pNet ToMedi aNet Addr ess rt_key 1P
i pNet ToMedi aType rt_flags 1= 2= 3= 4= ( )
21-6 IP i pNet ToMedi aTabl e
21-6 MIB-I11 IP i pNet ToMedi aTabl e
i fnet
0
21.4 ARP
ARP 21-7
ar_hrd (ARPHRD_ETHER)
ar_pro (ETHERTYPE_IP)
ar_hln (6)
ether_type ar_pln(4) .
ether_dhost ether_shost + (;r_op arp_sha arp_spa arp_tha arp_tpa
1P IP
op
6 bytes 6 2 2 2 11 2 6 4 6 4
[ ARP
[ ether_header{} T arphdr{} | ARP
- ether_arp(}
21-7 ARP
et her _header ar phdr 5
ARP et her_arp ar phdr

ar phdr 21-8 21-7 4
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if arp.h
45 struct arphdr { f_ i
46 u_short ar_hrd; /* format of hardware address */
47 u_short ar_pro; /* format of protocol address */
48 u_char ar_hln; /* length of hardware address */
49 u_char ar_pln; /* length of protocol address */
50 u_short ar_op: /* ARP/RARP operation, Figure 21.15 */
51 }; ]
if_arp.h
21-8 arphdr ARP /
21-9 et her _arp ar phdr
1P ARP 48 hit 32 bhit
1P
if_ether.h
79 struct ether_arp {
80 struct arphdr ea_hdr; /* fixed-size header */
81 u_char arp_sha(6]; /* sender hardware address */
82 u_char arp_spaf{4]; /* sender protocol address */
83 u_char arp_thal6]; /* target hardware address */
84 u_char arp_tpald]l; /* target protocol address */
85 };
86 #define arp_hrd ea_hdr.ar_hrd
87 #define arp_pro ea_hdr.ar_pro
88 #define arp_hln ea_hdr.ar_hln
89 #define arp_pln ea_hdr.ar_pln
90 #define arp_op ea_hdr.ar_op .
if_ether.h
21-9 ether_arp
ARP Il'info_arp 21-10
ARP 21-
1 ARP
- if_ether.h
103 struct llinfo_arp {
104 struct llinfo_arp *la_next;
105 struct llinfo_arp *la_prev;
106 struct rtentry *la_rt;
107 struct mbuf *la_hold; /* last packet until resolved/timeout */
108 long la_asked; /* #times we’'ve queried for this addr */
109 };
110 #define la_timer la_rt->rt_rmx.rmx_expire /* deletion time in seconds */
if_ether.h
21-10 Ilinfo_arp
Net/2 ARP
ARP Net/3 ARP
ARP ARP
ARP
104-106 i nsque rengue la_rt
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rt_Ilinfo la_rt
107 ARP IP
ARP ARP la_hold
la_hold
108-109 | a_asked IP 21-24
ARP

110 rt_metrics rmx_expire ARP

0 ARP
21.5 ar pwhohas

ar pwhohas arpresol ve ARP 21-11

1P

( 6-28 S| OCSI FADDR oct )
IP ar pwhohas
ar pr equest

if_ether.c

196 void

197 arpwhohas (ac, addr)

198 struct arpcom *ac;

199 struct in_addr *addr:

200 {

201 arprequest (ac, &ac->ac_ipaddr.s_addr, &addr->s_addr, ac->ac_enaddr);

202 } .

if_ether.c
21-11 ar pwhohas ARP
196-202 arpcom ( 3-26) |l e_softc ( 3-20)
ac_i paddr IP S| OCSI| FADDR oct |
( 6-28) ac_enaddr
addr ARP IP

addr ac_i paddr ar pr equest IP

IP
21.6 arprequest

ar prequest ar pwhohas ARP
ARP
ARP
et her _out put ether_out put mbuf
21-7
IP ( 21-3 i p_output

et her _out put) sa_famly AF_UNSPEC

et her _out put
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et her _out put ar presl ove 21-3
ar prequest et her _out put et her _out put
arpresol ve
21-12 mbuf sockaddr
eh ea
sockaddr(} | mbuf{}
[ 7 m_next NULL
16 AF_- ) m_nextpkt NULL
UNSPEC m_len 28
1 1 L 14 N —1m_data
i~ sa_datal] i m_type MT_DATA
T m_flags M_PKTHDR
h m_pkthdr.len 28
m_pkthdr.rcvif |NULL
(12 )
ea—»
ether_arp(}’
(28 )
21-12 arprequest sockaddr mbuf
21-13 ar prequest
- - if_ether.c
209 static void
210 arprequest(ac, sip, tip, enaddr)
211 struct arpcom *ac;
212 u_long *sip, *tip;
213 u_char *enaddr;
214 {
215 struct mbuf *m;
216 struct ether_header *eh;
217 struct ether_arp *ea;
218 struct sockaddr sa;
219 if ({(m = m_gethdr (M_DONTWAIT, MT_DATA)) == NULL)
220 return;
221 m->m_len = sizeof (*ea);
222 m->m_pkthdr.len = sizeof (*ea);
223 MH_ALIGN (m, sizeof(*ea));
224 ea = mtod(m, struct ether_arp *);
225 eh = (struct ether_header *) sa.sa_data;
226 bzero((caddr_t) ea, sizeof(*ea));
227 becopy ( (caddr_t) etherbroadcastaddr, (caddr_t) eh->ether_dhost,
228 sizeof (eh->ether_dhost));

21-13 arprequest ARP
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229 eh->ether_type = ETHERTYPE_ARP; /* if_output() will swap */
230 ea->»arp_hrd = htons(ARPHRD_ETHER) ;
231 ea->arp_pro = htons (ETHERTYPE_IP);
232 ea~->arp_hln = sizeof (ea->arp_sha); /* hardware address length */
233 ea->arp_pln = sizeof (ea->arp_spa); /* protocol address length */
234 ea->arp_op = htons (ARPOP_REQUEST) ;
235 becopy ( (caddr_t) enaddr, (caddr_t) ea->arp_sha, sizeof (ea->arp_sha));
236 becopy ( (caddr_t) sip, (caddr_t) ea->arp_spa, sizeof (ea->arp_spa)):
237 beopy ( (caddr_t) tip, (caddr_t) ea->arp_tpa, sizeof (ea->arp_tpa));
238 sa.sa_family = AF_UNSPEC;
239 sa.sa_len = sizeof (sa);
240 (*ac-»ac_if.if_output) (&ac->ac_if, m, &sa, (struct rtentry *) 0);
241 } '
if_ether.c
21-13 ()
1 mbuf
209-223 mbuf MH_ALI GN 28
et her _arp mbuf m dat a mbuf
et her _out put 14 mbuf
2.
224-226 ea eh et her _arp 0 bzero
0 8
3.
227-229 ETHERTYPE_ARP
21-14
ETHERTYPE_IP 0x0800 IP
ETHERTYPE_ARP 0x0806 ARP
ETHERTYPE_REVARP 0x8035 ARP
ETHERTYPE_IPTRAILERS | 0x1000 ( )
21-14
RARP 1P RARP
TCP/IP 1 5 RARP
4. ARP
230-237 ether _arp ARP
ARPHRD ETHER 1 6
4 IP arp_pro 21-14 IP (0x800) 21-15
ARP RARP
5. sockaddr
238-241 sa_famly AP_UNSPEC sa_nenber

16 et her _out put
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ARPOP_REQUEST 1 ARP
ARPOP_REPLY 2 ARP
ARPOP_REVREQUEST 3 RARP
ARPOP_REVREPLY 4 RARP
21-15 ARP
21.7 arpintr
4-13 et her _i nput ETHERTYPE_ARP
NETI SR_ARP ARP arpintrq
arpintr 21-16
— - if_ether.c
319 void
320 arpintr{()
321 {
322 struct mbuf *m;
323 struct arphdr *ar;
324 int s;
325 while (arpintrqg.ifqg head) {
326 s = splimp();
327 IF_DEQUEUE (&arpintrqg, m);
328 splx(s);
329 if (m == Il (m->m_flags & M_PKTHDR) == Q)
330 panic("arpintr");
331 if (m->m_len >= sizeof (struct arphdr) &&
332 (ar = mtod(m, struct arphdr *)) &&
333 ntohs (ar->ar_hrd) == ARPHRD_ETHER &&
334 m->m_len >= sizeof (struct arphdr) + 2*ar->ar_hln + 2*ar->ar_pln)
335 switch (ntohs(ar->ar_pro)) {
336 case ETHERTYPE_IP:
337 case ETHERTYPE IPTRAILERS:
338 in_arpinput (m);
339 continue;
340 }
341 m_freem(m);
342 }
343 } .
if_ether.c
21-16 arpintr ARP /
319-343 while
ar phdr
ETHERTYPE_I P
ETHERTYPE_| PTRAI LERS i n_ar pi nput

i f
ar phdr ar phdr
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21.8 in_arpinput
arpintr ARP / ARP
1) IP
ARP ARP 1P
2) ARP ARP
sockaddr _dlI
ARP
ar prequest ARP
IP
3) ARP IP
Net/3 (
i n_ar pi nout ARP
)
4) ARP
ARP
ARP
ARP
5). ARP ARP
ARP
IP ARP 1 46 ARP
Net/3 ARP ARP arp
IP pub 21-20 21-12
i n_ar pi nput 21-17
358-375 ether_arp (arp_intr ) ea
ARP ( ) op
IP i saddr itaddr
1 IP
376-382 I nt ernet (in_i faddr 6-5)
IP i fnet ( mbuf
) for IP IP IP
IP
383-384 maybe_i a 0 P
out ( 21-19) mbuf
ARP IP
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385 maybe i a 0 P
IP IP myaddr IP
( ) myaddr IP IP

if_ether.c

358 static void
359 in_arpinput (m)
360 struct mbuf *m;

361 {

362 struct ether_arp *ea;

363 struct arpcom *ac = (struct arpcom *) m->m_pkthdr.rcvif;

364 struct ether_header *eh;

365 struct llinfo_arp *la = 0;

366 struct rtentry *rt;

367 struct in_ifaddr *ia, *maybe_ia = 0;

368 struct sockaddr_dl *sdl;

369 struct sockaddr sa;

370 struct in_addr isaddr, itaddr, myaddr;

371 int op;

372 ea = mtod(m, struct ether_arp *);

373 op = ntohs (ea->arp_op) ;

374 becopy ( (caddr_t) ea->arp_spa, (caddr_t) & isaddr, sizeof(isaddr));

375 bcopy ((caddr_t) ea->arp_tpa, (caddr_t) & itaddr, sizeof(itaddr));

376 for (ia = in_ifaddr; ia; ia = ia->ia_next)

377 if (ia->ia_ifp == &ac->ac_if) {

378 maybe_ia = ia;

379 if ((itaddr.s_addr == ia->ia_addr.sin_addr.s_addr) ||

380 (isaddr.s_addr == ia->ia_addr.sin_addr.s_addr))

381 break; :

382 }

383 if (maybe_ia == 0)

384 goto out;

385 myaddr = ia ? ia->ia_addr.sin_addr : maybe_ia->ia_addr.sin_addr;
if_ether.c

21-17 in_arpi nput
21-18 i n_ar pi nput

386 if (!bemp((caddr_t) ea->arp_sha, (caddr_t) ac->ac_enaddr, lﬁﬁﬂmrc

387 sizeof (ea->arp_sha)))

388 goto out; /* it’s from me, ignore it. */

389 if (!bcmp((caddr_t) ea->arp_sha, (caddr_t) etherbroadcastaddr,

390 sizeof (ea->arp_sha))) { :

391 log (LOG_ERR,

392 "arp: ether address is broadcast for IP address %x!\n",

393 ntohl (isaddr.s_addr) ) ;

394 goto out;

395 }

396 if (isaddr.s_addr == myaddr.s_addr) {

397 log (LOG_ERR,

398 "duplicate IP address %x!! sent from ethernet address: %s\n",

399 ntohl(isaddr.s_addr), ether_sprintf(ea->arp_sha));

400 itaddr = myaddr;

401 goto reply;

402 }
if_ether.c

21-18 in_arpinput
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2.
386-388
389-395
3. P
396-402 IP myaddr IP
— IP
myaddr reply( 21-19) ARP
— P
21-19 i n_ar pi nput
if_ether.c
403 la = arplookup(isaddr.s_addr, itaddr.s_addr == myaddr.s_addr, 0);
404 if (la && (rt = la->la_rt) && (sdl = SDL(rt->rt_gateway))) {
405 if (sdl->sdl_alen &&
406 bemp ( (caddr_t) ea->arp_sha, LLADDR(sdl), sdl->sdl_alen))
407 log (LOG_INFO, "arp info overwritten for %x by %s\n",
408 isaddr.s_addr, ether_sprintf (ea->arp_sha));
409 becopy ( (caddr_t) ea->arp_sha, LLADDR(sdl),
410 sdl->sdl_alen = sizeof (ea->arp_sha));
411 if (rt->rt_expire)
412 rt->rt_expire = time.tv_sec + arpt_keep;
413 rt->rt_flags &= "RTF_REJECT;
414 la->la_asked = 0;
415 if (la->la_hold) {
416 (*ac->ac_if.if_output) (&ac->ac_if, la->la_hold,
417 rt_key(rt), rt);
418 la->la_hold = 0;
419 }
420 }
421 reply:
422 if (op != ARPOP_REQUEST) {
423 out:
424 m_freem(m) ;
425 return;
426 } )
if_ether.c
21-19 in_arpi nput ARP ARP
4. 1P
403 arpl ookup ARP IP (i saddr) ARP
1P 1P ARP 1
ARP 0 ARP
ARP
ARP
ARP

0 ARP  ( ) I'linfo_
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21 ARP

arp
5.
404 if
1) ARP ARP (la )
2) ARP (rt)
3) re_gat eway sockaddr _dlI
ARP IP
6.
405-408 (sdl _alen) O
ARP
IP
1.
409-410 rt_gat eway
sockaddr _dl (sdl _al en) 6
ARP ( 21-3)
8. ARP
411-412
20 (ar pt _keep) arp ARP
ARP 0 21-24 ARP (
0
413-414 RTF_REJECT | a_asked 0
arpresol ve ARP
415-420 ARP ARP mbuf
( 21-1 ) mbuf ARP
et her _out out ar presol ve
mbuf
9. ARP
421-426 ARP
i n_ar pi nput 21-20 ARP
ARP
1
2 ARP
ARP ARP

10.

ARP

sockaddr _dl

ARP )

mbuf
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427-432 IP myaddr
( ) arpcom
ARP el se
- - if_ether.c
427 if (itaddr.s_addr == myaddr.s_addr) {
428 /* I am the target */
429 bcopy ( (caddr_t) ea->arp_sha, (caddr_t) ea->arp_tha,
430 sizeof (ea->arp_sha));
431 becopy ((caddr_t) ac->ac_enaddr, {(caddr_t) ea->arp_sha,
432 sizeof (ea->arp_sha));
433 } else { .
434 la = arplookup(itaddr.s_addr, 0, SIN_PROXY):;
435 if (la == NULL)
436 goto out;
437 rt = la->»la_rt;
438 becopy ( (caddr_t) ea->arp_sha, (caddr_t) ea->arp_tha,
439 sizeof (ea->arp_sha));
440 sdl = SDL(rt->rt_gateway);
441 becopy (LLADDR (gdl), {(caddr_t) ea->arp_sha, sizeof(ea->arp_sha));
442 }
443 becopy ({caddr_t) ea-»arp_spa, (caddr_t) ea->arp_tpa, sizeof(ea->arp_spa));
444 bcopy ({(caddr_t) & itaddr, (caddr_t) ea->arp_spa, sizeof(ea->arp_spa));
445 ea->arp_op = htons (ARPOP_REPLY) ;
446 ea->arp_pro = htons (ETHERTYPE IP); /* let’s be sure! */
447 eh = (struct ether_header *) sa.sa_data;
448 bcopy ((caddr_t) ea->arp_tha, (caddr_t) eh->ether dhost,
449 sizeof (eh->ether_dhost)) ;
450 eh->ether_type = ETHERTYPE_ARP;
451 sa.gsa_family = AF_UNSPEC;
452 sa.sa_len = sizeof (sa); .
453 (*ac-»ac_if.if_output) (&ac->»ac_if, m, &sa, (struct rtentry *) 0);
454 return; :
455 } .
if_ether.c
21-20 i n_ar pi nput ARP
11. ARP
433-437 ARP
ar pl ookup 0 SI N_PROXY
SI N_PROXY 1 (
ARP ) out mbuf
12.
437-442 ARP ARP
ARP
IP ARP
ARP arp pub
P ) ARP
13. ARP
443-444 ARP

IP P i taddr
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21 ARP

IP ( 21-18)
445-446 ARP ARPOP_REPLY ETHERTYPE_I P
“ " ETHERTYPE_| PTRAI LERS ar pi ntr
(trailer encapsulation)
14. sockaddr
447-452 sockaddr 14 21-12

453-455 ARP

21.9 ARP
ARP -
21-1 21-10 #defi ne
rnx_expire ARP
21.9.1 arptinmer
21-21 5 ARP
if_ether.c
74 static void
75 arptimer (ignored_arg)
76 void *ignored_arg;
77 {
78 int s = splnet();
79 struct llinfo_arp *la = llinfo_arp.la_next;
80 timeout (arptimer, (caddr_t) 0, arpt_prune * hz);
81 while (la != &llinfo_arp) {
82 struct rtentry *rt = la->la_rt;
83 la = la->la_next;
84 if (rt->rt_expire && rt->rt_expire <= time.tv_sec)
85 arptfree(la->la_prev); /* timer has expired, clear */
86 }
87 splx(s);
88 ) if_ether.c
21-21 arptiner 5 ARP
1.
80 arp_rtrequest arpti mer arptimer 5
(ar pt _prune)
2. ARP
81-86 ARP ( )
arptfree rt_expire

21.9.2 arptfree

21-22 arptfree arpti mer I'linfo_dl
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ARP
1 ( )
467-473 0 rt_gatewary
sockaddr _dlI arptfree
1) 0
2) la_asked 0

3)  RTF_REJECT

sdl _al en 0 ARP
if_ether.c

459 static void
460 arptfree(la)
461 struct 1llinfo_arp *la;

462 {
463 struct rtentry *rt = la->la_rt;
464 struct sockaddr_dl *sdl;
465 if (rt == 0)
466 panic("arptfree");
467 if (rt->rt_refent > 0 && (sdl = SDL(rt->rt_gateway)) &&
468 sdl->sdl_family == AF_LINK) {(
469 sdl->sdl_alen = 0;
470 la->la_asked = 0;
471 rt->rt_flags &= ~RTF_REJECT;
472 return;
473 }
474 rtrequest (RTM_DELETE, rt_key(rt), (struct sockaddr *) 0, rt_mask(rt),
475 ’ 0, (struct rtentry **) 0);
476 }
if_ether.c
21-22 arptfree ARP
2.
474-475 rtrequest 21.13 arp_
rtrequest arp_rtrequest ARP mbuf( | a_hol d
) [linfo_arp
21.10 arpresolve
4-16 et her _out put arpresol ve P
ar presl ove 1 IP
ar presol ve 0 arpsolve
[linfo_arp | a_hold “ (hel d)” IP ARP
ARP IP
arpresol ve ARP ARP
ARP IP
IP et her _out put

11.9 ARP 21-23 ar presol ve
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252-261 dst sockaddr _in IP
( 6 )
: if_ether.c
252 int
253 arpresolve(ac, rt, m, dst, desten)
254 struct arpcom *ac;
255 struct rtentry *rt;
256 struct mbuf *m;
257 struct sockaddr *dst;
258 u_char *desten;
259 {
260 struct 1llinfo_arp *1la;
261 struct sockaddr_dl *sdl;
262 if (m->m_flags & M_BCAST) { /* broadcast */
263 bcopy ( (caddr_t) etherbroadcastaddr, (caddr_t) desten,
264 sizeof (etherbroadcastaddr)) ;
265 return (1);
266 }
267 if (m->m_flags & M_MCAST) { /* multicast */
268 ETHER_MAP_IP_MULTICAST (&SIN(dst)->sin_addr, desten);
269 return (1);
270 }
271 if (rt)
272 la = (struct llinfo_arp *) rt->rt_llinfo;
273 else {
274 if (la = arplookup (SIN(dst)->sin_addr.s_addr, 1, 0))
275 rt = la->la_rt;
276 }
277 if (la == |l rt == 0) {
278 log (LLOG_DEBUG, “arpresolve: can’t allocate 1linfo");
279 m_£freem(m) ;
280 return (0);
281 } .
if_ether.c
21-23 arpresol ve ARP
1.
262-270 mbuf M BCAST
1 M_MCAST ETHER_MAP_| P_MULTI CAST( 12-6) D
2. Ilinfo_arp
271-276 | a
I[linfo_arp ar pl ookup IP
1 ar pl ookup ARP 0
ARP
277-281 rt la
ar pl ookup rt la
0
21-24 ar presol ve ARP

ARP
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if_ether.c
282 sdl = SDL(rt->rt_gateway);
283 /*
284 * Check the address family and length is valid, the address
285 * is resolved; otherwise, try to resolve.
286 */
287 if ((rt->rt_expire == Il rt->rt_expire > time.tv_sec) &&
288 sdl->sdl_family == AF_LINK && sdl->sdl_alen !'= 0) {
289 bcopy (LLADDR (sdl), desten, sdl->sdl_alen);
290 return 1;
291 }
292 /*
293 * There is an arptab entry, but no ethernet address
294 * response yet. Replace the held mbuf with this
295 * latest one.
296 */
297 if (la->la_hold)
298 m_freem(la->la_hold);
299 la->la_hold = m;
300 if (rt->rt_expire) {
301 rt->rt_flags &= "“RTF_REJECT;
302 if (la->la_asked == Il rt->rt_expire != time.tv_sec) {
303 rt->rt_expire = time.tv_sec;
304 if (la->la_asked++ < arp_maxtries)
305 arpwhohas (ac, &(SIN(dst)->sin_addr));
306 else {
307 rt->rt_flags |= RTF_REJECT;
308 rt->rt_expire += arpt_down;
309 la->la_asked = 0;
310 }
311 }
312 }
313 return (0);
314 1} .
if_ether.c
21-24 arpresol ve ARP ARP
3. ARP
282-291 ARP ARP
1) ( 0)
2) rt_gateway sdl _famly AF_LI NK
3) (sdl _al en) 0
arptfree ARP sdl _al en 0
sockaddr _dlI dest en 1
4, 1P
292-299 ARP
ARP la_hold mbuf | a_hol d
ARP ARP IP
IP |l a_hold NFS
NFS 8500 IP 6
ARP ARP i p_out put et her _out put 5
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21  ARP
ARP NFS 6
5. ARP ARP
300-314 RFC 1122 ARP ARP
ARP Net/3 ARP
* Net/3 ARP
. 5 ARP ( 5 ) RTF_REJECT
1 20 et her _out put 20
IP EHOSTDOWN EHOSTUNREACH( 4-15 )
« 20 ar presol ve ARP
0( ) RTF_REJECT
ARP | a_asked ARP
0 ( )
ARP ARP
( time_tv_usec )
| a_asked 5(ar p_maxtries) 1 5
ar pwhohas ARP 5 ARP RTF_REJECT 1
20 | a_asked 0
21-25 arpresol ve ether_out put ARP
1-2 3 4 5 6 7 8 9 10 11 12 13 14 49 50 51 52
RERERERERERERET RRR
TR T TR Y T TR S | 5
— J
ARP ARP  ARP  ARP ARP ARP
RTF_REJECT EHOSTDOWN
21-25 ARP
26 10 36 0.5 IP
1~52
ARP ARP
. 1 |a_asked 0 la_hold 1 rt_expire
(10) | a_asked 1 ARP 0
. 2 1 la_hold 2 rt_expire
(10) ARP 0
. 3 2 la_hold 3 (112)
rt_expire(l0) rt_expire 11 | a_asked 1 5
ARP | a_asked 2

. 4 3 la_hold 4 rt_expire
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(11) 0
. 5~10 9 ARP | a_asked
5
. 11 10 la_hold 11 (15)
rt_expire(14) rt_expire 15 | a_asked 5
ARP RTF_REJECT 1 rt_expire
35( 20 ) la_asked 0 0
. 12 et her _out put RTF_REJECT 1
rt_expire(35) EHOSTDOWN ( i p_out put)
. 13 50 EHOSTDOWN
. 51 RTF_REJECT 1 (35)
rt_expire(35) arpresol ve
5 5 ARP 20
ARP
21.11 ar pl ookup
ar pl ookup rtallocl Internet ARP
3 ar pl ookup
1) in_arpinput ARP IP ARP
2) in_arpinput ARP ARP
3) arpresolve IP ARP
ar pl ookup [l1info_arp
ar pl ookup IP
ARP
ARP Internet sockaddr _
i narp 21-26 ARP
111 struct sockaddr_inarp { if_ether.h
112 u_char sin_len; /* sizeof (struct sockaddr_inarp) = 16 */
113 u_char sin_family; /* AF_INET */
114 u_short sin_port; ]
115 struct in_addr sin_addr; /* IP address */
116 struct in_addr sin_srcaddr; /* not used */
117 u_short sin_tos; /* not used */ )
118 u_short sin_other; /* 0 or SIN_PROXY */
119 37 if etherh
21-26 sockaddr_i narp
111-119 8 sockaddr _in sin_famly AF_| NET 8
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sin_srcaddr sin_tos sin_other

si n_ot her SI N_PROXY(1)
21-27 ar pl ookup

- - if_ether.c
480 static struct 1llinfo_arp *
481 arplookup(addr, create, proxy)
482 u_long addr;
483 int create, pProxy;
484 {
485 struct rtentry *rt;
486 static struct sockaddr_inarp sin =
487 {sizeof (sin), AF_INET};
488 sin.sin_addr.s_addr = addr;
489 sin.sin_other = proxy ? SIN_PROXY : 0;
490 rt = rtallocl((struct sockaddr *) &sin, create);
491 if (rt == 0)
492 return (0);
493 rt->rt_refcnt--;
494 if ((rt->rt_flags & RTF_GATEWAY) || (rt->rt_flags & RTF_LLINFO) == 0 ||
495 rt->rt_gateway->sa_family != AF_LINK) {
496 if (create)
497 log (LOG_DEBUG, "arptnew failed on %x\n", ntohl(addr));
498 return (0);
499 }
500 return ((struct 1llinfo_arp *) rt->rt_1llinfo);
501 } .
if_ether.c
21-27 arpl ookup ARP
1 sockaddr _i narp
480-489 sin_addr P proxy 0
si n_ot her SI N_PROXY 0
2.
490-492 rtallocl Internet IP create 0
0( )
3.
493 ARP
“ " rt_refcnt ARP
494-499 RTF_GATEWAY RTF_LLI NFO
rt_gateway AF_LI NK
ar pt new Net/2 ARP
rtall ocl RTF_CLONI NG
arp_rtrequest (21.13 ) rtrequest
21.12 ARP
Net/3 ARP ARP arp pub
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ARP arp_rtrequest (
21-28 ) RTF_ANNOUNCE 1
ARP 1P ARP
Oxffffffff
SI N_PROXY 1 21-27 rtallocl
21-20 arpl ookup
SI N_PROXY
H1 ARP ARP
H1 ARP ARP (
H1 ) arp -a “ published”
ARP
( )
sockaddr _inarp ( 21-26) sin_other SI N_PROXY
12 Internet ( 18-39) 8
SI X_PROXY ar pl ookup rtallocl si n_ot her
SI N_PROXY SI N_PROXY
ARP ARP
ARP HD
1) HS HD ARP HS HD
2)
3) HS HD
4) HD HD HD
netb ARP 14.6 arp
a “ published (proxy only)”

21.13 arp_rtrequest

21-3 ARP ARP
1) ar pl ookup rtall ocl ARP
ARP
RTF_CLONI NG
( ) RTF_CLONI NG
rtallocl RTM_RESOLVE rtrequest 18-2
140.252.13.33 140.252.13.34 140.252.13.32
2) arptfree RTM DELETE rtrequest ARP

arp ARP arp
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RTM_RESOLVE RTM_DELETE RT_GET

rtrequest rtall ocl
IP rtinit
rtrequest RTM_ADD RTF_UP RTF_CLONI NG 18-
2 14025213 32
19 i faddr (ifa_rtrequest )
6-17
in_ifinit arp_rtrequest ARP
arp_rtrequest arp_rtrequest
ARP
arp_rtrequest I'linfo_arp
RTM DELETE arp_rtrequest [linfo_arp
21-28 arp_rtrequest
- if_ether.c
92 void
93 arp_rtrequest (req, rt, sa)
94 int redq;
95 struct rtentry *rt;
96 struct sockaddr *sa;
97 {
98 struct sockaddr *gate = rt->rt_gateway;
99 struct llinfo_arp *la = (struct llinfo_arp *) rt->rt_llinfo;
100 static struct sockaddr_dl null_sdl =
101 {sizeof(null_sdl), AF_LINK};
102 if (larpinit_done) {
103 arpinit_done = 1; :
104 timeout (arptimer, (caddr_t) 0, hz);
105 }
106 if (rt->rt_flags & RTF_GATEWAY)
107 ’ return;
108 switch (req) {
109 case RTM_ADD:
110 /*
111 * XXX: If this is a manually added route to interface
112 * guch as older version of routed or gated might provide,
113 * restore cloning bit.
114 */
115 if ((rt->rt_flags & RTF_HOST) == 0 &&
116 SIN(rt_mask(rt))->sin addr.s_addr != Oxffffffff)
117 rt->rt_flags |= RTF_CLONING;
118 if (rt->rt_flags & RTF_CLONING) {
119 /* ’
120 * Case 1: This route should come from a route to iface.
121 */
122 rt_setgate(rt, rt_key(rt),
123 (struct sockaddr *) &null_sdl);
124 gate = rt->rt_gateway;
125 SDL{gate)->sdl_type = rt->rt_ifp->if_type;
126 SDL{gate)->sdl_index = rt->rt_ifp->if_index;
127 rt->rt_expire = time.tv_sec:

21-28 arp_rtrequest RT™M ACD
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128 break;
129 }
130 /* Announce a new entry if requested. */
131 if (rt->rt_flags & RTF_ANNOUNCE)
132 arprequest { (struct arpcom *) rt->rt_ifp,
133 &SIN(rt_key (rt))->sin_addr.s_addr,
134 &SIN(rt_key (rt))->sin_addr.s_addr,
135 (u_char *) LLADDR(SDL (gate)));
136 /* FALLTHROUGH */ if etherc
21-28 ()
1 ARP ti meout
92-105 arp_rtrequest (
) timeout arpti mer ARP
ar pti mer ti meout
2.
106-107 RTF_GATEWAY RTF_GATEVWAY
ARP
108 swi tch RTM ADD RTM RESOLVE RTM DELETE(
)
3.RTM_ADD
109 RTM_ADD arp ARP rtinit
IP ( 21-3)
4,
110-117 RTF_HOST (
)
RTF_CLONI NG
/etc/netstart
route add -net 224.0.0.0 -interface bsdi
18-2 RTF_CLONI NG
5.
118-126 RTF_CLONI NG(i n_ifinit
rtinit rt_setgate sockaddr_dl
rt_gateway 21-1 140.252.13.32
sdl _famly sdl _len null _sd
sdl _type( | FT_ETHER) sdl _index i fnet
sdl _al en
127-128 br eak
rnx_expire 21-1
I[linfo_arp arpti mer
sockaddr _dl rt_gateway

RTM_RESOLVE

rtrequest
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net st at sdl _i ndex i nk#n 18-2
6. ARP
130-135 RTF_ ANNOUNCE arp pub
(1) sockaddr _i narp si n_ot her SI N_PROXY
(2 RTF_ANNOUNCE RTF_ ANNOUNCE ar prequest
ARP ARP P
IP
136 RTM_RESOLVE case
21-29 arp_rtrequest RTM_RESOLVE
rtall ocl RTF_CLONI NG rtall ocl
(ar pl ookup create ) 0 I[linfo_arp
if_ether.c
137 case RTM_RESOLVE:
138 if (gate-»sa_family != AF_LINK ||
139 gate->sa_len < sizeof(null_sdl)) {
140 log (LOG_DEBUG, "arp_rtrequest: bad gateway value™);
141 break;
142 }
143 SDL (gate) ->sdl_type = rt->rt_ifp-s>if_type;
144 SDL (gate) ->sdl_index = rt->rt_ifp->if_index;
145 if (la != 0)
146 break; /* This happens on a route change */
147 /* .
148 * Case 2: This route may come from cloning, or a manual route
149 * add with a LL address.
150 */ -
151 R_Malloc(la, struct llinfo_arp *, sizeof(*la));
152 rt->rt_llinfo = (caddr_t) 1la;
153 if (la == 0) { '
154 log (LOG_DEBUG, "arp_rtrequest: malloc failed\n");
155 break;
156 }
157 arp_inuse++, arp_allocated++;
158 Bzero(la, sizeof(*la));
159 la->la_rt = rt;
160 rt->rt_flags |= RTF_LLINFO;
161 insque(la, &llinfo_arp);
162 if (SIN(rt_key(rt))->sin_addr.s_addr ==
163 (IA_SIN(rt->rt_ifa))->sin_addr.s_addr) {
164 /*
165 * This test used to be
166 * if (loif.if flags & IFF_UP)
167 * It allowed local traffic to be forced
168 * through the hardware by configuring the loopback down.
169 * However, it causes problems during network configuration
170 * for boards that can’t receive packets they send.
171 * It 1s now necessary to clear "useloopback" and remove
172 * the route to force traffic out to the hardware.
173 */
174 rt->rt_expire = 0;

21-29 arp_rtrequest RTM RESQ.VE
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175 Beopy ( ( (struct arpcom *) rt->rt_ifp)->ac_enaddr,
176 LLADDR (SDL(gate)), SDL(gate)->sdl_alen = 6);
177 if (useloopback)
178 rt->rt_ifp = &loif;
179 }
180 break; if_ether.c
21-29 ( )
7. sockaddr _dlI
137-144 rt_gat eway sockaddr _dlI sa famly sa len
( | FT_ETHER) sockaddr _dlI
8.
145-146 [linfo_arp
I a arp_rtrequest [linfo_arp
br eak
9. [linfo_arp
147-158 Ilinfo_arp rt_Ilinfo
arp_inuse arp_allocated 1 Ilinfo_arp 0 la hold
| a_asked 0
159-161 rt [linfo_arp RTF_LLI NFO 18-2
ARP 140.252.13.33 140.252.13.34 140.252.13.35 L 240.0.0.1
arp ( 19-36) insque Ilinfo_arp
ARP rtrequest (
) arp_rtrequest Ilinfo_arp ARP
arpresol ve
ar pl ookup arp_rtrequest ( 21-3)
ar presol ve ARP
10.
162-173 4.4BSD ( ) 21-1
IP (140.252.13.35) i f IP
11.
174-176 0 —_— arpcom
rt_gat eway sockaddr _dlI
12.
177-178 usrl oopback o( 1)

4.4BSD
/etc/netstart
route add 140.252.13.35 127.0.0.1

IP 4.4BSD
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IP
ARP
IP RTM_RESOLLVE
arp_rtrequest 21-30 RTM_DELETE 21-3
arp ARP
arptfree
if_ether.c
181 case RTM_DELETE:
182 if (la == 0)
183 break;
184 arp_inuse--;
185 remgue (la);
186 rt->rt_llinfo = 0;
187 rt->rt_flags &= “RTF_LLINFO;
188 if (la->la_hold)
189 m_freem(la->la_hold);
190 Free((caddr_t) 1la);
191 }
192 }
if_ether.c
21-30 arp_rtrequest RT™M DH_ETE
13. | a
182-183 Il a I'linfo_arp
br eak
14. Ilinfo_arp
184-190 arp_inuse 1 remque I'linfo_arp
rt_llinfo 0 RTF_LLI NFO ARP mbuf ( ARP
) mbuf Ilinfo_arp
switch default RTM_GET
arp RTM_GET rout e_out put rtrequest
21-3 RTM_GET rtall ocl 0
rtall ocl rtrequest
21.14 ARP
IP i p_out put
( 12-40) i p_out put
( 8-24) IP
18-2 224.0.0.0 “ flag”
224 (1e0)
( 225~239 )
224.0.11( ) 224.0.0.0

| P_MULTI CAST_I F
18-2 224.0.0.0
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le0
arpresol ve
21-23 ETHER_MAP_| P_MULTI CAST
23 ( 12-6) ARP
ARP
ARP
21-5 RTF_LLI NFO ARP
ARP ETHER_MAP_I P_MULTI CAST
ARP ARP
18-2 224.0.0.1 rtrequest rt_metrics (
19-9) 21-28 rnmx_expire RTM_ADD
224.0.0.1
ar pti mer 224.0.0.1 ARP
21.15
ARP IP
Net/3 BSD ARP
Ilinfo_arp 21-1
ARP
ARP
i n_ar pi nput P ARP
IP ARP
ARP Net/3 BSD
ARP 5
20 ARP
211 21-17 ac
21.2 ping arp -a
ARP
21.3 21-19 sdl _al en 6
214 Net/2 ARP arpresol ve
ARP Net/3
21.5 Net/2 ARP ARP 3
ARP Net/3
Net/3
21.6 Net/3 ARP
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/1

217 211 rmx_expire
21.8 ARP ARP
21.9 21-25 1 C sock
UDP ( -p
) EHOSTDOWN
21-25 11

21.10 ARP ARP

500 ms

10 UDP



	第21 章ARP ：地址解析协议
	21.1 介绍
	21.2 ARP 和路由表
	21.3 代码介绍
	21.3.1 全局变量
	21.3.2 统计量
	21.3.3 SNMP 变量

	21.4 ARP 结构
	21.5 a r p w h o h a s 函数
	21.6 a r p r e q u e s t 函数
	21.7 a r p i n t r 函数
	21.8 i n _ a r p i n p u t 函数
	21.9 A R P 定时器函数
	21.9.1 a r p t i m e r 函数
	21.9.2 a r p t f r e e 函数

	21.10 a r p r e s o l v e 函数
	2 1 . 11 a r p l o o k u p 函数
	21.12 代理A R P
	21.13 a r p _ r t r e q u e s t 函数
	21.14 ARP 和多播
	21.15 小结


