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ip_off=2 MF=1
20 . 8
P
ip_off=8188 MF=1
20 8
P
ip_of£=8189 MF=0
20 3
10-2 65535
(i p_off)
65514
65535 —_— ip_len i p_off
8189(8189x 8=65512) 3 IP
1P
ip_id
(ip_src) (i p_dst) (ip_p)
ip_id
ip_id i p_off
MF
10.2
C
10-3

netinet/ip_var.h
netinet/ip_output.c
netinet/ip_input.c

10-3
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10.2.1
i pq 10-4
i pg struct ipq *
10-4
10.2.2
10-5 8-4 i pstat
i pst at
i ps_cantfrag DF
i ps_odr opped
i ps_ofragments
i ps_fragnented
10-5
10.3
i p_out put 8-25
MTU
. ( 10-6)
. ( 10-7)
. ( 10-8)
ip_output.c
253 /* p_outp
254 * Too large for interface; fragment if possible.
255 * Must be able to put at least 8 bytes per fragment.
256 */
257 if (ip->ip_off & IP_DF) {
258 error = EMSGSIZE;
259 ipstat.ips_cantfrag++;
260 goto bad;
261 } _
262 len = (ifp->if_mtu - hlen) & ~7;
263 if (len < 8) {
264 error = EMSGSIZE;
265 goto bad;
266 } .
ip_output.c
10-6 i p_out put

253-261 mbuf DF
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i p_out put EMSGSI ZE
i p_forward ICMP
( 8-21)
Net/3 “ MTU "
1 118 24.2 UDP TCP MTU
262-266 len MTU
3 (&~7) 8 MTU 8
i p_out put EMSGSI ZE
1P I en
10-7 C 2
( 10-8)
ip_output.c

267 { p_outpu
268 int mhlen, firstlen = len;
269 struct mbuf **mnext = &m->m_nextpkt;
270 /*
271 * Loop through length of segment after first fragment,
272 * make new header and copy data of each part and link onto chain.
273 */
274 m0 = m;
275 mhlen = sizeof (struct ip);
276 for (off = hlen + len; off < (u_short) ip->ip_len; off += len) {
277 MGETHDR (m, M_DONTWAIT, MT HEADER);
278 if (m == 0) {
279 error = ENOBUFS;
280 ipstat.ips_odropped++;
281 goto sendorfree;
282 }
283 m->m_data += max_linkhdr;
284 mhip = mtod(m, struct ip *);
285 *mhip = *ip:
286 if (hlen > sizeof(struct ip)) {
287 mhlen = ip_optcopy (ip, mhip) + sizeof(struct ip);
288 mhip->ip_hl = mhlen >> 2;
289 }
290 m~>m_len = mhlen;
291 mhip->ip_off = ((off - hlen) >> 3) + (ip->ip off & “IP_MF);
292 if (ip->ip_off & IP_MF)
293 mhip->ip_off |= IP_MF;
294 if (off + len >= (u_short) ip->ip_len)
295 len = (u_short) ip->ip_len - off;
296 else .
297 mhip->ip_off |= IP_MF;
298 mhip->ip_len = htons((u_short) (len + mhlen));
299 m->m_next = m_copy (m0, off, len);
300 if (m->m _next == 0) {
301 (void) m_free(m);
302 error = ENOBUFS; /* 2?22 */
303 ipstat.ips_odropped++;
304 goto sendorfree;
305 }
306 m->m_pkthdr.len = mhlen + len;

10-7 i p_out put
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307 m->m_pkthdr.rcvif = (struct ifnet *) 0;
308 mhip->ip_off = htons((u_short) mhip->ip_off);
309 mhip->ip_sum = 0;
310 mhip->ip_sum = in_cksum(m, mhlen);
311 *mnext = m;
312 mnext = &m->m_nextpkt;
313 ipstat.ips_ofragments++;
314 }
ip_output.c
10-7 ()
ip_output.c
315 /* p_outp
316 * Update first fragment by trimming what’s been copied out
317 * and updating header, then send each fragment (in order).
318 */
319 m = m0;
320 m_adj (m, hlen + firstlen - (u_short) ip->ip_len);
321 m->m_pkthdr.len = hlen + firstlen;
322 ip->ip_len = htons((u_short) m->m_pkthdr.len);
323 ip->ip_off = htons((u_short) (ip->ip_off | IP_MF));
324 ip->ip_sum = 0;
325 ip->ip_sum = in_cksum(m, hlen);
326 sendorfree:
327 for (m = m0; m; m = m0) {
328 m0 = m->m_nextpkt;
329 m->m_nextpkt = 0;
330 if (error == 0)
331 error = (*ifp->if_output) (ifp, m,
332 (struct sockaddr *) dst, ro->ro_rt);
333 else )
334 m_freem(m) ;
335 }
336 if (error == 0)
337 ipstat.ips_fragmented++;
338 } .
ip_output.c
10-8 i p_out put
267-269 mhlen firstlen mext
270-276 for 2
hl en+l en i p_out put
«277-284 m _dat a 16
(max_Ili nkhdr) i p_out put
mbuf
« 285-290 IP IP
i p_opt copy (10.4 )
«291-297 MF (i p_off) MF
MF MF

MF
* 298 (i p_opt copy )
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*+299-305 m _copy
mbuf m_copy ENOBUFS sendorfree
*+306-314 mbuf
i p_off m _next pkt

10-8 i p_out put

315-325 MF
ip_len ip_off IP
IP ( 10-28)
326-338 i p_out put
for error

10.4 ip_optcopy

i p_optcopy( 10-9) ( )
( )
395 int ipoutput.c
396 ip_optcopy (ip, Jp)
397 struct ip *ip, *jp;
398 {
399 u_char *cp, *dp;
400 int opt, optlen, cnt;
401 cp = (u_char *) (ip + 1);
402 dp = (u_char *) (jp + 1);
403 cnt = (ip->ip_hl << 2) - sizeof(struct ip);
404 for (; cnt > 0; cnt -= optlen, cp += optlen) {
405 opt = ¢cpl[0]; '
406 if (opt == IPOPT_EOL)
407 break;
408 if (opt == IPOPT_NOP) {
409 /* Preserve for IP mcast tunnel’s LSRR alignment. */
410 *dp++ = IPOPT_NOP;
411 optlen = 1;
412 continue;
413 } else
414 optlen = cp[IPOPT_OLEN];
415 /* bogus lengths should have been caught by ip_dooptions */
416 if (optlen > cnt)
417 optlen = cnt;
418 if (IPOPT_COPIED(opt)) {
419 bcopy ( (caddr_t) cp, (caddr_t) dp, (unsigned) optlen);
420 dp += optlen;
421 }
422 }
423 for (optlen = dp - (u_char *) (jp + 1); optlen & 0x3; optlen++)
424 *dp++ = IPOPT_EOL;
425 return (optlen);
426 } .
ip_output.c

10-9
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395-422 ip_optcopy ip IP ip
IP i p_optcopy cp dp
cp dp for
EOL NOP
Net/2 NOP
| POPT_COPI ED copied i p_optcopy
9-5 copied
i p_dooptions
423-426 2 for 4 (i p_hl en)
4
32 bit
32 bit 32 bit CPU 32 bit
CPU
10-10 i p_opt copy
IP LSRR
20 12 1
P ‘ LSRR -—
20 1
10-10
10-10 i p_optcopy ( copied 0)
LSRR ( copied 1) 4 i p_optcopy
EOL
10.5
( ) i pintr
8-15 i pintr i pintr
i pintr i p_reass
10-11 i pintr
271-279 i p_off DF MF MF
DF
10-11 el se
280-286 m pul lup mbuf
IP SLIP (5.3 )
m devget IP (2.6 ) mod (2.6 )

4
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m_pul | up P mbuf
271 ours:
272 /*
273 * If offset or IP_MF are set, must reassemble.
274 * Otherwise, nothing need be done.
275 * (We could look in the reassembly queue to see
276 * if the packet was previously fragmented,
277 * but it‘s not worth the time; just let them time out.)
278 */
279 if (ip->ip_off & “IP_DF) {
280 if (m->m_flags & M_EXT) { /* XXX */
281 if ((m = m_pullup(m, sizeof(struct ip))) == 0) {
282 ipstat.ips_tocosmall++;
283 goto next;
284 }
285 ip = mtod(m, struct ip *);
286 }
287 /*
288 * Look for queue of fragments
289 * of this datagram.
290 */
291 for (fp = ipg.next; fp != &ipqg; fp = fp-»next)
292 if (ip-»>ip_id == fp->ipqg id && '
293 ip->ip_src.s_addr == fp->ipq_src.s_addr &&
294 ip->ip_dst.s_addr == fp->ipg dst.s_addr &&
295 ip->ip_p == fp->ipq p)
296 goto found;
297 fp = 0;
298 found:
299 /*
300 * Adjust ip_len to not reflect header,
301 * set ip_mff if more fragments are expected,
302 * convert offset of this to bytes.
303 */
304 ip->ip_len -= hlen;
305 ((struct ipasfrag *) ip)->ipf mff &= ~1;
306 if (ip->ip_off & IP_MF)
307 ({struct ipasfrag *) ip)->ipf_mff |= 1;
308 ip->ip_off <<= 3;
309 /*
310 * If datagram marked as having more fragments
311 * or if this is not the first fragment,
312 * attempt reassembly; if it succeeds, proceed.
313 */
314 if (((struct ipasfrag *) ip)->ipf_mff & 1 || ip->ip_off) {
315 ipstat.ips_fragments++;
316 ip = ip_reass((struct ipasfrag *) ip, fp);
317 if (ip == 0) '
318 goto next;
319 ipstat.ips_reassembled++;
320 m = dtom(ip);
321 } else if (fp)
322 ip_freef (fp);
323 } else
324 ip->ip_len -= hlen;

10-11 ipintr

ip_input.c

ip_input.c
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287-297 Net/3 i pq
(list)”
i pintr 4 {ip_id
ip_src ip_dst ip_p} i pq i pintr
fp
Net/3
298-303 found i pintr
«304 ipintr i p_len IP
ip_len ip_len
ip_len
«305-307 ipintr MF i pf _nff ip_tos (&="1
) i pf_nff ip i pasfrag
10.6 10-14 i pasfrag
RFC 1122 IP
i p_tos IP i p_tos TOS
0 i p_of f( MF )
MF
i p_off 16 bit 3 13 bit
« 308 8 ip_off 8 1
i pf _nff ip_off i pintr 10-12
fp i p_reass
309-322 i p_reass
i p_reass
i pintr next ( 812
ip_off i pf _nff fp
0
0
10-12 ipintr ip_reass IP
323-324 el se
i p_hlen

ipintr
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( 8-15)
(*inetswip_protox[ip->ip_p]].pr_input)(mhlen);

10.6 ip_reass
i pintr i p_reass i pq
i p_reass
i pq
10-13
52 struct ipg { ip_varh
53 struct ipg *next, *prev; /* to other reass headers */
54 u_char ipqg ttl; /* time for reass q to live */
55 u_char ipqg p; /* protocol of this fragment */
56 u_short ipg id; /* sequence id for reassembly */
57 struct ipasfrag *ipg_next, *ipg prev;
58 /* to ip headers of fragments */
59 struct in_addr ipqg src, ipg dst;
60 };
ip_varh
10-13 ipq
52-60 ip_id ip_src ip_dst ip_p
i pq Net/3 next prev i pg_next
i pq_prev
IP i pasfrag ( 10-14)
- ip_var.h
66 struct ipasfrag {
67 #if BYTE_ORDER == LITTLE_ENDIAN
68 u_char ip_hl:4,
69 ip_v:4;
70 #endif
71 #if BYTE_ORDER == BIG_ENDIAN
72 u_char ip_v:4,
73 ip_hl:4;
74 #endif
75 u_char ipf_mff; /* XXX overlays ip_tos: use low bit
76 * to avoid destroying tos;
77 : * copied from (ip_off&IP_MF) */
78 short ip_len;
79 u_short ip_id;
80 short ip_off;
81 u_char ip_ttl;
82 u_char ip_p:
83 u_short ip_sum;
84 struct ipasfrag *ipf_next; /* next fragment */
85 struct ipasfrag *ipf_prev; /* previous fragment */
86 }; 3
ip_varh
10-14 ipasfrag
66-86 ip_reass i pf _next ipf_prev

1P i pf_nff
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i p_tos

ipa:

L]

10-15

ipq{}

next

I prev

1l

ipg next

ipg prev

ipg{}

next

— prev

_

(i pa)

(i pasfrag)

ipg next

ipf_next
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C— ipg prev
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ipf_prev

ipg{}

next

— prev

yw, S

ipasfrag(}

ipg _next

ipf_next —

ipg prev

ipf_prev

10-15

10-15

mbuf

10-16
10-16

mbuf

pq next

P

pf _next

i pf _prev

i pasfrag

i pasfrag

10-15

i pasfrag

i pq
( 10-16

i pq

i pq

i pq

i pq

i pasfrag

i pg_next

ip

i pq

next prev
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10 IP

m_datal]

ipq(} next prev ipg prevj

{—hl

ipasfrag(} kff] len | id | off fttl p| sum |i

{—hl

ip{} (V] ktod len | id | off |ttilp|{sum| ip_src ip_dst

10-16
10-15 10-16 i p_reass

10-17 ipq
i pasfrag

fp
ipqg{}

ipg:
ipasfrag{(} ipasfrag{} n ipasfrag{} 1
f514 v 814816 1031 |
y ipasfrag{} n ipasfrag{} 1
> o s o o B
ipasfrag{}
10-17 IP
ip_id MF MF
P
IP UDP 1024
1052(20+8+1024) 1500 MTU
SLIP
296 SLIPMTU 4 1
20 IP 8 UDP 264 2 3 20 IP
272 20 216 (1032=272x 3+216)

10-17 5 272~543 6
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0~271 816 7 0~815
10-18 i p_reass IP
i pintr i p_reass
ip_input.c
337 /* p-np
338 * Take incoming datagram fragment and try to
339 * reassemble it into whole datagram. If a chain for
340 * reassembly of this datagram already exists, then it
341 * is given as fp; otherwise have to make a chain.
342 */
343 struct ip *
344 ip_reass(ip, fp)
345 struct ipasfrag *ip;
346 struct ipqg *fp;
347 {
348 struct mbuf *m = dtom{ip);
349 struct ipasfrag *q;
350 struct mbuf *t;
351 int hlen = ip->ip_hl << 2;
352 int i, next;
353 /*
354 * Presence of header sizes in mbufs
355 * would confuse code below.
356 *x/
357 m->m_data += hlen;
358 m->m_len -= hlen;
465 dropfrag:
466 ipstat.ips_fragdropped++;
467 m_freem(m) ;
468 return (0);
469 } ..
ip_input.c
10-18 i p_reass
343-358 i p_reass ip fp i pqg
i p_reass mbuf m _dat a
m | en IP
465-469 dropfrag dropfrag
i ps_fragdropped
TCP
UDP [Kent Mogul 1987]
P 576
27.5 TCP
uDP uDP ( RIP TFTP
BOOTP SNMP DNS) 576

7 10-19
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ip_input.c
359 /* P-Hp
360 * If first fragment to arrive, create a reassembly queue.
361 */
362 if (fp == 0) {
363 if ((t = m_get (M_DONTWAIT, MT_FTABLE)) == NULL)
364 goto dropfrag;
365 fp = mtod(t, struct ipg *);
366 insque (fp, &ipq):;
367 fp->ipg _ttl = IPFRAGTTL;
368 fp->ipq p = ip->ip_p;
369 fp->ipqg_id = ip->ip_id;
370 fp->ipqg next = fp->ipg prev = (struct ipasfrag *) fp;
371 fp->ipg_src = ((struct ip *) ip)->ip_src;
372 fp->ipg dst = ((struct ip *) ip)->ip_dst;
373 q = (struct ipasfrag *) fp;
374 goto insert;
375 } ..
tp_input.c
10-19 i p_reass
1.
359-366 fp i p_reass
mbuf ( i pqg ) i nsque
10-20
Net/3 386 machdep.c insque remque
CPU
i nsque rengue Net/3
( 10-14)
i nsque rengue VAX i nsque renqgue
i pasfrag ( 10-14) Net/3
i p_deq ip_enqg i nsque renqgue
i nsque prev node
voi dinsque(void *node, voi d* prev);
Renque node
voi d rengue(voi d *hode) ;
i p_eng prev p
voidip_enq(struct ipasfragp* Struct ipasfrag prev);
i p_deq p
void ip_deq(struct ipasfragp)

10-20 ip_reass
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2.
367 RFC 1122 (ipg_ttl) Net/3
IP TTL IP TTL
IP TTL
TTL
Net/3 60 (I PFRAGTTL) i p_slowtino
i pg_ttl 1 500 ms ip_slowino
30 IP IP
i p_slowtinm
RFC 1122 60~120
ICMP
ICMP 64 bit( 8
) 0 ICMP
Net/3 Net/3 ICMP
64 bit
TCP UDP
8
3.
368-375 ip_reass i pq ip_p ip_id ip_src
i p_dst i pg_next ipg_prev i pqg (
) q i nsert( 10-25) ip
i p_reass ( 10-21) fp
376 T ip_input.c
377 * Find a fragment which begins after this one does.
378 */
379 for (g = fp->ipg next; g != (struct ipasfrag *) fp; q = g->ipf_next)
380 if (g->ip_off > ip->ip_off) :
381 break;
ip_input.c
10-21 i p_reass
376-381 fp for i p_off

Net/3 IPID



China

*hUpecoM

10 1P

i p_out put

Net/3

10-22

(earlier)

10-22

ip_id
IP

( 822

5 7
5 I 2 | 7
10-22
10-23
382-396 ip_reass ( 10-22
5 ) 4)
( 6
ip_input.c
382 /* P-Inp
383 * If there is a preceding fragment, it may provide some of
384 * our data already. If so, drop the data from the incoming
385 * fragment. If it provides all of our data, drop us.
386 */
387 if (g->ipf_prev != (struct ipasfrag *) fp) {
388 i = g->ipf_prev->ip_off + g->ipf_prev->ip_len - ip->ip_off;
389 if (i > 0) {
390 if (i >= ip->ip_len)
391 goto dropfrag;
392 m_adj (dtom({ip), i};
393 ip->ip_off += i;
394 ip->ip_len -= i;
395 }
396 } .
ip_input.c
10-23 i p_reass
10-24
397-412
( 10-22 2 ) ( 3
10-25
413-426 i p_enqg
i pf _nff i p_reass 0
10-26 mbuf
427-440 whi | e m cat
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397 T ip_input.c

398 * While we overlap succeeding fragments trim them or,

399 * if they are completely covered, dequeue them.

400 */

401 while (g !=(struct ipasfrag *) fp && ip->ip_off+ip->ip_len > g->ip_off) {

402 i = (ip->ip_off + ip->ip_len) - qg->ip_off;

403 if (i < g->ip_len) {

404 qg->ip_len -= i;

405 g->ip_off += i;

406 m_adj (dtom(qg), 1i);

407 break;

408 }

409 qd = g->ipf_next;

410 m_freem(dtom(g->ipf_prev));

411 ip_deqg{qg->ipf_prev);

412 }
ip_input.c

10-24 i p_reass

413 insert: ip_input.c

414 /*

415 * Stick new fragment in its place;

416 * check for complete reassembly.

417 */

418 ip_eng{ip, g->ipf_prev);

419 next = 0;

420 for (g = fp->ipg next; g != (struct ipasfrag *) fp; g = g->ipf_next) {

421 if (g->ip_off != next)

422 return (0); N

423 next += g->ip_len;

424 }

425 if (g->ipf_prev->ipf_mff & 1)

426 return (0); L.
ip_input.c

10-25 i p_reass

ip_input.c

427 /*

428 * Reassembly is complete; concatenate fragments.

429 */

430 g = fp->ipg_next;

431 m = dtom(q);

432 t = m->m_next;

433 m->m_next = 0;

434 m_cat(m, t);

435 g = g->ipf_next;

436 while (g != (struct ipasfrag *) fp) {

437 t = dtom(q);

438 g = g->ipf_next;

439 m_cat (m, t);

440 } .
ip_input.c

10-26 i p_reass

10-27 mbuf i pq
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ipqg{}

2
3%
D™

m dat a

IP
10-28

IP
4,
441-456

i pf _mff
i pf _tos)
i p_reass
m | en

bt nd] ext |

mbuf hdn

-

frag | opts

m_data

o
25
S‘\’a

m_next
i Lnbuf hdy ext I

|
mbuf hdr

-

frag | opts

m_data

m_next

s ’—'Lnbuf hcl:lrl ext ‘

I
mbuf hdr opts

frag

ip_

L

10-27 mcat

mbuf

mbuf
m_cat

208
10-18

(26 )
m dat a

2 3 IP

i pasfrag 10-29

reass ip i pasfrag ip

ip_len
( 10-14

ip_src

i pasfrag n f

i pf_

remue i pq

m dat a

‘ fragn
“ Optgv

i p_dst

ip
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10-28
el T ip_input.c
442 * Create header for new ip packet by
443 * modifying header of first packet;
444 * dequeue and discard fragment reassembly header.
445 * Make header visible.
446 */
447 ip = fp->ipg _next;
448 ip->ip_len = next;
449 ip->ipf_mff &= ~1;
450 ((struct ip *) ip)->ip_src = fp->ipg_src;
451 ({struct ip *) ip)->ip_dst = fp->ipg dst;
452 remque (£p) ;
453 (void) m_free(dtom(fp));
454 m = dtom(ip);
455 m->m_len += (ip->ip_hl << 2);
456 m->m_data -= (ip->ip_hl << 2);
457 /* some debugging cruft by sklower, below, will go away soon */
458 if (m->m_flags & M_PKTHDR) { /* XXX this should be done elsewhere */
459 int plen = 0; .
460 for (t = m; m; m = m->m_next)
461 plen += m->m_len;
462 t->m_pkthdr.len = plen;
463 }
464 return ((struct ip *) ip):; ..
p_input.c
10-29 i p_reass
457-464 for
m _pkt hdr. |l en

copied
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10.7 ip_slowtino

7.4 Net/3 500 ms IP
i p_slowtinm 10-30
515 void ip—_tnput.c
516 ip_slowtimo (void)
517 { '
518 struct ipg *fp;
519 int s = splnet();
520 fp = ipg.next;
521 if (fp == 0) {
522 splx(s);
523 return;
524 }
525 while (fp != &ipq) {
526 --fp->ipg ttl;
527 fp = fp->next;
528 if (fp->prev->ipg ttl == 0) {
529 ipstat.ips_fragtimeout++;
530 ip_freef (fp->prev) ;
531 }
532 }
533 splx(s);
534 } ..
ip_input.c
10-30 ip_slowtino
515-534 ip_slowtino TTL 0
i p_freef spl net i p_slowtinmo
ip_freef 10-31
470-486 ip_freef fp
474 void tpinput.c
475 ip_freef (fp)
476 struct ipqg *fp;
477 {
478 struct ipasfrag *q, *p;
479 for (g = fp->ipg next; q != (struct ipasfrag *) fp; q = p) {
480 p = g->ipf_next;
481 ip_deq{(q):
482 m_freem(dtom(q)):
483 }
484 remque (£p) ;
485 (void) m_free(dtom(fp));
486 } .
tp_input.c
10-31 ip freef
i p_drain

7-

14 IP ip_drain
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( 2-13) ip_drain 10-32
538 void tp_input.c
539 ip_drain()
540 {
541 while (ipqg.next != &ipq) {
542 ipstat.ips_fragdropped++;
543 ip_freef (ipg.next);
544 }
545 } )
ip_input.c
10-32 ip_drain
538-545 |P IP TCP
TCP UDP P UDP
10.8
i p_out put
i p_reass i pintr
IP 576 Net/3
mbuf

i p_slowtino

10.1 i p_slowtinm ( 11-1) ICMP
10.2
10.3 10-17 ID 7 i pq mbuf

10.4 [Auerbach 1994]

i p_out put
[Auerbach 1994] TCP/IP

10.5 8-5

10.6 i p_off
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