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1.1 DDK [f)Z3k

TEG SR — NN, 52 R~ W3R A5 Windows BKZ %7 7T & £ DDK
(Driver Development Kit). 2 tH AL H 22242 ()72 Windows XP 2462 i A[#) DDK, il
RN BCE T i RS T DDK, - i 1-1 ow.

FE LI I e R 58 4 2o, B4 DDK WIBTAT ¥k, Wil 1-2 fion. MR T
DDK [WAEA G G4, DDK B4 T KR AR A S H L H, 3260 Windows 4K 3))
P2 PP RIA] 27 38 AT 2 ) R 5 IR B R o 2 A A I

GRS, S AETRUA S B AR B (350 H o L, 32 2 2119 42 Build Environment,
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s=Microsoft Tindows DDE

Vv

o

Microsoft Windows DDK

‘welcome

Windows Driver
Development Kit
F

1:::.

The Setup program for the Microsoft? Windows? Driver Development Kit
[DDK] installs documentation, software development tools and sample code
to build Windows drivers.

To inztall the Windows DDE, click Mest or press Enter.

www.china—pub.com

Tt 5 B2 {16 AY: 5

M B 8] B2 AT IR B S

B |

crosoft Tindows DIE

K 1-1 DDK [JZeds

DDE Component Groups
Select the compoments that yeu need to install.

uild Ernvironment
ocumentation

aals for Driver Developers
lustrative Driver Samples
nput Method Editor Samples

«| [ Feature Description

Microzoft Windaws DK

r~ Space Requiements

mart Card Samples Disk Space available: 26 GB
Folage Sa.mp\es. Disk space needed: 289 MB
itual Device Driver Samples
idea Samples = Install Path:
Dibd Samples INwINDDEN2462
aadindrias ME MME =l
<t—sw[F-sgw>] B |

IE) Microseft .HET Framework SDE v2.0
Microsoft Vis
@5 0 IT7) Microsoft SAL Server 2005

’Eﬁ gaagosoft [if33

B EEE

IT7) Microsoft ¥isual
I7) Beyond Compare 2
o FEWER A

I7) Compurare Driver!

I7) Seurce Insight 3
[ DebugPrintMoni to

I IEPTrace

& 1-2

Studio 2005

Studio

DDK f1)%%%

I Meden Driver Kit
) Windows 2000 DIK

r

Kl 1-3 DDK 4% Frts

B Min 2K Checked Build Environment

B Min 2K Free Build Environment

B Hin Me Checked Build Environment

B Min Me Free Build Environment

B in XP Checked 64 Bit Build Enviromment

B fin XP Checked Build Enviromment

B in XP Free 64 Bit Build Environment

[3 B8 in XP Free Build Environment

B—ANIRENFET Hel1oDDK (A4S 437

Windows SKENFE 73 R, —FSRASCRERIMARII D RER NT XIahfey, 553K
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S SRR BRI FH IO ER WDM IKENFE P« AT 281 HelloDDK 2 — /N i Bt NT 23K
BFEF. 7E L4 gy H— WDM X RS2

1.2.1 HelloDDK BY k344

HelloDDK 113k St 2 T S NIKENFE 7P - R BT b 75 1) NTDDK.h k30, bk
KRS T DDK T S H R B A . NT QK sl R 25 NSk S0 2

NTDDK.h,

JLASFREE,

1 WDM K IR BN FE P2 3 A 3-8 WDMLh. 54, Bk et LT
A3 A AEFE 7 B eR BRSO AE 43 TL AR BRAE 2 TN A7 (O TURTEE S

TR IIME SR RS 3 B P U ). a1k SCPFST T EUKE) 1 e 807 1

#001
#002

#003

#004

#005
#006
#007
#008
#009
#010
#011
#012
#013
#014
#015
#016
#017
#018
#019
#020
#021
#022
#023
#024
#025
#026
#027
#028

#029

#030

#031
#032
#033
#034
#035
#036
#037
#038
#039

/******************‘k*‘k*‘k*‘k*‘k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k********‘k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*****‘k*‘k*‘k*‘k*‘k
* XHEZ#:Driver.h

* fE & kMR

* SEREHE:2007-11-1

‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k‘k‘k‘k*‘k*‘k*‘k*‘k*‘k*‘k*‘k******/

#pragma once

#ifdef  cplusplus
extern "C"

{

#endif

#include <NTDDK.h>
#ifdef  cplusplus
}

#endif

#define PAGEDCODE code seg ("PAGE")
#define LOCKEDCODE code segq ()
#define INITCODE code_seg ("INIT")

#define PAGEDDATA data seg ("PAGE")
#define LOCKEDDATA data seg()
#define INITDATA data seg ("INIT")

#define arraysize(p) (sizeof (p)/sizeof ((p)[0]))

typedef struct DEVICE EXTENSION {
PDEVICE_OBJECT pDevice;

UNICODE STRING ustrDeviceName; /| REB
UNICODE_STRING ustrSymLinkName; /| FSEEER

} DEVICE EXTENSION, *PDEVICE EXTENSION;
// BREEHA

NTSTATUS CreateDevice (IN PDRIVER OBJECT pDriverObject) ;

VOID HelloDDKUnload (IN PDRIVER OBJECT pDriverObject);

NTSTATUS HelloDDKDispatchRoutine (IN PDEVICE OBJECT pDevObj,
IN PIRP pIrp);

P BRG] A BR A b2 A 49 NT Driver B X F 43,

400
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>

1.2.2

RN 1 N AR AR, Windows 3K IFE P N H R ECA /& main BB %, i —4sny

B AR RE BRYIEENKE

5% 6~15 17, A ddk.h k30, B NT SCUKEhFE el 4 5 e S sc . A
NIXHER 2 CHIEF S, R HZEES nddkh, REIFT SRS FAHR,
PTG A extern "C, IXFE ] URIERT 5 R IEFI T Ao KT CH+4i 5 Ko i &
ERNTr, KRS 3 BT IR

% 17~23 47, & X GibRid AR TRCAPIEE e NAF . {E Windows JXz) 2
FeROIT A BT Ry [ R BORN A 8 B i W A8 31 o3 00N A7 b iR AE AR 2 I
WAFH o REPAE AN HLE U, e g I o O AR R A7 120 Tl
SIALET . Siah, AR R EL DriverEntry 75 ZUIAT INIT bR N £7 .
INIT Arids di5 1% pR BOURAE N NG 5 ZE3N A 10 24 SKEh A P I S »
PR O] LA A A 2

R 27~31 AT, HRE Y R, IR N T IR B R
WRIGA RSB R I 2, e T b8 B IIAR AR R

U 33~38 472 R AL I o

HelloDDK B [ & £

1 DriverEntry [0, ARUEHG7E FHHi51H . DriverEntry BR3P 110 45 HE 38 51 511

H, HREHEWA~S%: pDriverObject F1 pRegistryPath. 7', pDriverObject ;& 1/0 453

BRI IK AN XIS, pRegistryPath J&—~ Unicode 47 &, F5 ) BLIKA) 471 57 ivE K .
BOOL  J*Akh ks dh bk hh k& Ak 5k &R 58 AR A AR AR AR R 8RR AR R R AR5 R AR AR 3R AR AR AR
#002 * XL :Driver.cpp

#003 * £ F:EKMW
#004 * SEARHEHA:2007-11-1

#005 *************************************************************************/
#006

#007 #include "Driver.h"

#008

#009 /‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k*‘k**‘k‘k‘k‘k*‘k*‘k***‘k‘k‘k‘k‘k*‘k************************

#010 * BB :DriverEntry
#011  * ThEEHR . ML ER , ENNBEEEARR , BRI R
#012  * SHFIK:

#013 pDriverObject: M I/0 BEEESH{L I RAVIRZI X K

#014 pRegistryPath: MBI FIE MR P HIEER

#015 * REH:REMBRIICESIRES

#016 *************************************************************************/

#017 #pragma INITCODE
#018 extern "C" NTSTATUS DriverEntry (

#019 IN PDRIVER OBJECT pDriverObject,
#020 IN PUNICODE STRING pRegistryPath )
#021 {

#022 NTSTATUS status;

O O0O0Os
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#023 KdPrint ( ("Enter DriverEntry\n"));

#024

#025 //EME IR E A REBA D

#026 pDriverObject->DriverUnload = HelloDDKUnload;

#027 pDriverObject->MajorFunction[IRP MJ CREATE] = HelloDDKDispatchRoutine;
#028 pDriverObject->MajorFunction[IRP MJ CLOSE] = HelloDDKDispatchRoutine;
#029 pDriverObject->MajorFunction[IRP MJ WRITE] = HelloDDKDispatchRoutine;
#030 pDriverObject->MajorFunction[IRP MJ READ] = HelloDDKDispatchRoutine;
#031

#032 //BIBREREI R

#033 status = CreateDevice (pDriverObject) ;

#034

#035 KdPrint (("DriverEntry end\n")) ;

#036 return status;

#037 }

BB T VA Bt B & F A 49 NT_Driver B & F 4K,

>

>

>
>

1.2.3

05 17 47, F#pragma 45 B s B0 IS INIT WAEX Sk, RS #I8 s, mT
PUIR A7

05 18 47, 45k DriverEntry BRI UG . v R ANE BREAR TR HTH extern "C™&
i, IXRELER I IS g%, DriverEntry@8 555 . WA MAEHRT S,
et s HENIE CHINMT S 2 iE, FEGIREEE.

/45 23 47, 4TEI—47 R 8 . KdPrint JLS22 —%, 7EIRA (Checked /i)
H, 21 DbgPrint /08 . M RATHR (Free i) Y, WIAPATEMIRAE, Hihf
KALT MFC 1) TRACE %ot T-IRENFEITILIEAT7E Windows %04, WA H
UG, BT AR IR B BT Win32 F27 . e T & A IR B UMK 7E 2R 3
HiRR.

4% 26~30 17, YRBHFEFF ) Windows [ 1/O 5 BE B8 A — L8[l sk % (7] e £
& HEE T E R E, X LR BN S IR R P A S ST, 102 HERAE R
ST . PR RO XS B BN 1 HhE S5 VR R G, BE R SAEE 4N
IS i 1 XL R B AR, X LA [T R AR AS S LR, BT
DARR R s 2040 o VR . 4 R84, i HelloDDKUnload. 43Kz f:
AL PRI SEP RN S ALK IRP IS, 1] HelloDDKDispatchRoutine (iX FL H
S AP R BT A — AR PR DLE L IXAN RS

fRAYZE 33 47, 1 CreateDevice F%L, ILERBUAIMERE L F—5,

fRAYE 36 17, iR[F] CreateDevice FUFATEE H e WIHBAT LA, KSR TN NE, .

tZig &HE

CreateDevice FEe— N5 B g% (Helper Function), 4fiBh DriverEntry €1 — /M k%%
W5, H5e4n] LURIFICAE DriverEntry H, {H24 TACUE 4, 83800 Hob it il — ANl

6 I 1
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F1E AR REBMIRIIKE

E oL N T A R
#002 * BB :CreateDevice

#003  * ZhEEHR : FIBLIRBNR

#004 * BWIIK:

#005 pDriverObject: M I/0 BEEESH{L 3 RAVIXZI T K
#006  * RE {E:REHMHILIRES
#007 *************************************************************************/

#008  #pragma INITCODE
#009 NTSTATUS CreateDevice (

#010 IN PDRIVER OBJECT pDriverObject)

#011 {

#012 NTSTATUS status;

#013 PDEVICE OBJECT pDevObj;

#014 PDEVICE EXTENSION pDevExt;

#015

#016 //RIBREER

#017 UNICODE STRING devName;

#018 RtlInitUnicodeString (&devName, L"\\Device\\MyDDKDevice") ;
#019

#020 //RIERE

#021 status = IoCreateDevice( pDriverObject,

#022 sizeof (DEVICE EXTENSION),

#023 & (UNICODE STRING)devName,

#024 FILE DEVICE UNKNOWN,

#025 0, TRUE,

#026 &pDevObj ) ;

#027 if (!NT_ SUCCESS (status))

#028 return status;

#029

#030 pDevObj->Flags |= DO _BUFFERED IO;

#031 pDevExt = (PDEVICE EXTENSION)pDevObj->DeviceExtension;
#032 pDevExt->pDevice = pDevObj;

#033 pDevExt->ustrDeviceName = devName;

#034 // RIERFS 8

#035 UNICODE STRING symLinkName;

#036 RtlInitUnicodeString (&symLinkName,L"\\??\\HelloDDK") ;
#037 pDevExt->ustrSymLinkName = symLinkName;

#038 status = IoCreateSymbolicLink( &symLinkName, &devName ) ;
#039 if (!NT SUCCESS (status))

#040 {

#041 ToDeleteDevice ( pDevObj );

#042 return status;

#043 }

#044 return STATUS_ SUCCESS;

#045 }

SEARALT VA Bt & AR 49 NT_Driver B & T4k,

> X% 16~18 1T, HJit—A> Unicode #4751, BLFFF o HRAZE M L 2 X B I 44K o
Unicode 745 Ht Kz HEIR S FE T & 1, 45 5% Unicode [ HHiIE 2% 56 3 7.

> U4 21~28 17, H loCreateDevice pRELG 2 — NI % HXW R LK H T L —
SHHIERY) Unicode 745 H, #5287 % FILE_DEVICE_UNKNOWN, H %%

[
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B, BT R — NN AR T

> ARABEE 30 47, KW ILRI 44 BUFFERED_IO 4% o BE45 0 A7 HIBRAE 20k P,
BUFFERED_IO #1 DO_DIRECT 10, ItEB MRS S %5 3 %,

> U4 31~33 17, E &AM ek, ARSI R ek b, WU Ty
{6 b A5 23X A 5 K44, 31 13 B & 1 A T UE B Bh &5 M AR 1 AR
Driver.h #,

> XI5 34~38 17, QST WKSIARFEARA T WA ARE, (R & A K
HAEENAZAS AT, T T AR A W Bk, XSG 2R — S
BERE, ZHEHR M BRI AR

> A5 39~44 17, MK OIS EIR M WAL, MR %% .

1.2.4 ENFHIRzFIFE

VAR IR SN R R A AR S v, T 1O R BB A ST I e pe K. R ik
I RGH T IR AT S AN R HhE A7 E T 3R 3% % 1) DeviceObject 1%
H, BN ARG NextDevice 3d sk F— M bl X FERUE R —AMEE
IR IK SRR (0 2 22 H e g R T T R s i 5, ARG MR e &0 G LA R AT

.
#001
#002
#003
#004
#005

#006

#007
#008
#009
#010
#011
#012
#013
#014
#015
#016
#017
#018
#019
#020
#021
#022
#023
#024
#025

/************************************************************************
* BB :HelloDDKUnload
* INEEHR . AR B2 HI IR 1
* SEGIR:
pDriverObject : WHFIR
* JR[EME : IR ERZS
*************************************************************************/
#pragma PAGEDCODE
VOID HelloDDKUnload (IN PDRIVER OBJECT pDriverObject)
{
PDEVICE OBJECT pNextObj;
KdPrint ( ("Enter DriverUnload\n"));
pNextObj = pDriverObject->DeviceObject;
while (pNextObj != NULL)
{
PDEVICE EXTENSION pDevExt = (PDEVICEiEXTENSION)
pNextObj->DeviceExtension;

/ / IBRTE S 1
UNICODE STRING pLinkName = pDevExt->ustrSymLinkName;
IoDeleteSymbolicLink (&pLinkName) ;
pNextObj = pNextObj->NextDevice;
IoDeleteDevice ( pDevExt->pDevice );
}
}

SO BRI AR BU AR A F 49 NT Driver B & F 453,

s O
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F1E AR REBMIRIIKE

> A5 1347, IR A3 SIS XT A .
> AURS 19~21 47, MR BE &0 S A5 %
> A 22~23 17, dPrikaA %, JEMER.

1.25 BENNIRIEDFE

XTBLERT G AN KA S HAE, #HRE B BOAIRIEGI R . T IX 2
AN R, MO R R L DR Bl SRR, B S R
BiIFE .

Y R R R R R R R S S S S S S T S e

#002 * BB :HelloDDKDispatchRoutine

#003  * THEEHR : Xk TrRP HITAE

#004 * BEIIK:

#005 pDevOb] : AEIR B IR

#006 pIrp: M I/0 BEXRE

#007  * IR[EME: IRENMRZS

#008 *************************************************************************/

#009 #pragma PAGEDCODE
#010 NTSTATUS HelloDDKDispatchRoutine (IN PDEVICE OBJECT pDevObj,

#011 IN PIRP pIrp)
#012 {

#013 KdPrint ( ("Enter HelloDDKDispatchRoutine\n")) ;
#014 NTSTATUS status = STATUS SUCCESS;

#015 // FER IRP

#016 plrp->IoStatus.Status = status;

#017 pIrp->IoStatus.Information = 0; // bytes xfered
#018 IoCompleteRequest ( pIrp, IO NO INCREMENT ) ;
#019 KdPrint ( ("Leave HelloDDKDispatchRoutine\n")) ;
#020 return status;

#021 }

SLEARAL T VA Bt £ S0 F A 49 NT_Driver B X T 4K,

> S 16 17, WE IRP KPR AT . IRP HUHEIESH M 4 &,
> RS 17 17, WEBAERTECH 0, XHELWRE L.

> R 18 17, FR/RTEHUL IRP.

> A8 20 17, BRI,

1.3 HelloDDK [1) 452255
AT LA #—25 W HUXT HelloDDK MEAT S RIS o 2 B A 2B E AT L 412 B

SE TR B R, ZEF S AN TR g B R . — AL ZE A DDK 4 iR 3558 4
PE, JEH Visual C++ (LLURRIFR VOO 4T KA BT 4w % o

(S I )
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Windows SRz T A BOARPERE

1.3.1 f DDK IfE%i¥ HelloDDK

XM PEIR B (1) ikt DDK SCRY TR iR IME . MbRh 775 B S — g B A
S, AEXANEAT IR T DDK SRSHFEF IR SO 2 lib SO inlcude #6454 4
PR H sS4 555 . BN AESHEH 3 & 95 RIAS T Windows Fi
TR A, R RSO E 2 ), G S AR SO ] B SR A SRR R — 15 ) 132
HAA MR Visual C++ 6.0 IDE (LU RFR VC IDE) MREigm ksl i) 77k, (R
AR R H 5 R GRS S0 makefile F1 Sources, SXPHANSCEHRSE SCASCHE, AT,

Sources:

#001 TARGETNAME=HelloDDK
#002 TARGETTYPE=DRIVER
#003 TARGETPATH=0BJ

#004

#005 INCLUDES=$ (BASEDIR) \inc;\
#006 $ (BASEDIR) \inc\ddk; \
#007

#008 SOURCES=Driver.cpp\

SO BRI AR BU A R A AR 49 NT Driver B T3],

> LAT UL IR BN A R

> 5 2 ATHR WK SR A NT B8R 5)

> BB AT E gm T H k.

> 5 5~6 /T & include Hx.

> R 8ATHR e ST

G5 SEIX A IS J5 5 £F Windows (1) FF 46 22 5 7 i 8 “ Windows XP Checked Build
Environment” 2 M55, IX IR JE Checked fRAS, 1A/ Free MiuA . P9 X
ST Win32 2 /5 JT & 1) Debug Jit A< F1 Release A, H AR 2 5 vE W& 3 %,

ERERA G, AR E N AT T U E e H ed A S RE AT LN HR, A
Jaim “build” DDK 4t siss A3 g ds AT e, B8 E BN I gt gh R
&l 1-4 s

8,532 T
¥ 17.808.674.816 A]F

i386

2 files compiled - 113 LPS
1 executable huilt

10 O O
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F1E AR REBMIRIIKE

K 1-4 DDK [gm ety

G BE U0 &5 AT Y55 H 56 R 11 H 3% objehk_wixp_x86\i386 (4 i3 & F Windows
2000 DDK %11, H®SFA AR Fo guid kK —HEH S04 HelloDDK.sys, ‘&4
1% exe SCHFASKEIZAT, 102 WA 200 R R na o m#k, E 1.3.3 715,

1.3.2 H VC ERFEINELRIZ HelloDDK

WIRE 9SS Windows IXEFRFIITF R AN, K2 #Z& VC IDE JFRMEEH
Windows F2J¥ 51 o AT BEAS W it AR SR ik — AN TRE, i A2 B A BT R 1) VC
IDE 355 N 4iie, H HAIH VC IDE n] BAJ7 (B PR e AR AT AS X R 5| 558 . A0
I 2 AR T

(1) H VC & —M8i L. 1t VC IDE FEEH IS “File” | “New”, #fitH “New” X}
THHE . FEIZAHHED, B “Project” &1 o 71 “Project” IR, &% Win32 Application
(R VC IR SRS R0 TR, FrLAE Win32 TREFIEAE I TEN0. T4 N
“DriverDev”, WK 1-5 ffizr. i “OK” 4241, HENF—XUEHE. ZEIZAHEHES, T
— AR, Kl 1-6 .

I 2l

Files | Projects | Warkspaces | Other Documents |

ZIATL COM AppWizard [=]Win32 Dynamic-Link Library | Project pame:
%] Win32 Static Library

1-5 JnFEr LR

0001
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Windows SKBIIT A B AR

¥in32 Application — Step 1 of 1

21

What kind of windows application would you
like to create ?

&

empty project.

A simple Win32 application.

A typical "Hello World!"" application.

< Back | Next > | Finish I Cancel

1-6  GdH LR

(2) FFPNJESCAF Driver.h A1 Driver.cpp #5 U2 T2 Bk, FHasma] TS, il
1-7 7R,

*o DriverDew — Microsoft ¥Visual CiH

=10 x|

File Edit View Insert |Project Build Toels DriverStudie Hindow Help

[Globals) = Bt it Bvofjet L l- Create New Class..) [ *% «

#dd To Froject

| e

d e
= : : = B wy O
BleEd 4= y (G Few Tolder. .. [ s 2
[Foowmmeam
=8 DriverDev class HESh oo

Settings ALHHFT

@ Data Commection. . .
Export Makefile. ..

[87 Components and Contrels...
Insert Project inte Workspace...

B3 Classyiew | 5] FileView | i Wo View

Insents existing file(s) into project

Y

1-7 BRI
(3) WIS RRAS, 2535 Debug #1 Release fiiAs, Wil 1-8 FIKl 1-9 Fir.

+. DriverDev - Microsoft ¥isual C+ — [Driver_h]

=] 3]
(] File Edit ¥iew Insert Broject |Puild Tools DriverStudio Hindow Help

& x|
_DEVICE_EXTENSIC=][ (All class 5 Conpile Iriver.b CultT L cjc++ Memb x| - “ ol
Build HelloDDE =ys FT

@‘D’*ﬂﬁl% E‘Q'@gabmmnl ice j|mﬂ‘@ﬂ;g

[ 3 wyErojectsi -] ghca]

Batch Build
& Workspace 'DriverDev': 1 prc  “l==
=8 DriverDev files

(1 Resource Files
-] External Dependencies

il Start Debug » Confi gurations 21|
£ Source Files Debugger Remote Comnection, 1

L Praects and
.23 Header Files § Bxeeute HelloDIK sys Ctrl+FS o DriverDow

Driver.h Set Aetive Configuration.

8 ¥in32 Driver Check Edtion Add...
[

Brofile

Hemove
{
_— fendif -
=8 ClassVien =] FieView | @ VAView q _l_l

Edits the project configurations

5
['Ln13.col1 [REC coL[ovR[READ 4|

K18 PLE G IERRA

Kl 1-9 1EX%UG M check hitA

(4) B TREE . YEFE “Project” | “Setting”, & HE% F AIt+F7 8, #H “Project
Settings” XJUEHE. FEXJIHHE, 1EFF “General” LT . ¥ Intermediate files A1 Output files
A MyDriver_Check, 4l 1-10 fiow.

12 O O [
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F1E AR REBMIRIIKE

21

General | Debug | Cices | Link | Resources | M (]3]

Beset

Settings For: |\Win32 Driver Chech -

Microsoft Foundation Classes:

Not Using MFC |

Qutput directories

Intermediate files:

MyDriver Check

Output files:
IMyDrivEr_ChE[:k

I~ Allow per-configuration depend

0K I Cancel
K1-10 & H %

1 HE CIC+HIETI, K545 1) Project Options A 54 BMMIER, Bl R 2, ik
1-11 ffios.

/nologo /Gz /MLd /W3 /WX /Z7 /O0d /D WIN32=100 /D X86 =1 /D WINVER=0x500 /D DBG=1
/Fo"MyDriver Check/" /Fd"MyDriver Check/" /FD /c

rrogece seriines 20

General | Debug ClC++ | Link| Resources | M; E’Z

Category: |General - Reset

Settings For: |Win32 Driver Checl ~

Warning level: Optimizations:

Level 3 =|  |pisable (Debug) |
[¥ YWarmings as errors I” Generate browse info
Debug info:

|c7 compatible |

Preprocessor definitions:
IWIN32=1 00,_X86_=1,WINVER=0x500,DBG=1

Project Options:

inologo /Gz JMLd W3 PWX [ZT j0d {D WIN32=100 D =]
_XB86_=1 {D WINVER=0x500 /D DBG=1
{Fo"MyDriver_Checkf" {Fd"MyDriver_Check" /FD fc LI

0K | Cancel |
Kl 1-11 Bk CH++EIik

WEFE Link &35, #J5HK) Project Options A4 ERMNIG, B FA 2, WK
1-12 froR.

ntoskrnl.lib /nologo /base:"0x10000" /stack:0x400000,0x1000 /entry:"DriverEntry"
/subsystem:console /incremental:no /pdb:"MyDriver Check/HelloDDK.pdb" /debug
/machine:I386 /nodefaultlib /out:"MyDriver Check/HelloDDK.sys" /pdbtype:sept
/subsystem:native /driver /SECTION:INIT,D /RELEASE /IGNORE:4078

00O 13
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Tt 5 B2 {16 AY: 5

2l x|
Settings For: |\Win32 Driver Chech ~ General | Debug | CiC++  Link | Resources | M; EE
Category: [EVITMMMNNNNNN -|  Besct

Qutput file npame:

IMyDriver_Checkf'HeIIoDDK.sys

Objecylibrary modules:

Inlnskrnl.lih

[" Link incrementally I Generate mapfile

[~ Enable profiling

Project Options:

[¥ Generate debug info ¥ Ignore all default libraries

ntoskrnl.lib /nologo fhase:"'0x10000"
fstack:0x400000,0x1000 fentry:"DriverEntry’!
fsubsystem: le fincr lno

4

=l

o ]

1-12 &% link L3R

(5) & VC 11 lib H %A1 include H ¢, 7E VC H1iE#E “Tools” | “Options”, TEALHT
SFAEHEHE$E “ Directories” ¥EIT 1 . 7F “Show directories for” R 473 §41i% 4% “ Include files”
SR VN IN“D:\WINDDK\2600.1106\INC\W2K ” F1“ D:\WINDDK\2600.1106\INC\DDK\W2K ”,
HH XA HFE T L, WK 1-13 (@ FioR. S0k “D:\WINDDK)\ 2600.1106” 54
B T DDK 22385 H ko 33X HUWiZE £ W2K 1~ H sk, DDK Hib 2N 1) XP 1 H 3%,
K2 XP IR A 2 1IN i 75 B S RO (1) VC Gideds, PTAX BLHIE W2K 7 H3%, ek
FRAG 54 1] LU H T Windows 2000 1 Windows XP #:{E R4 T .

14 [ O [

Editor | Tabs | Debug | Compatibility | Build Directories | Source (1[)

Platform: Show directories for:
[win3z x| [include files =
|Qiremories: T ¥

D:AWINDDE}2600.11064INCYW2K
DAWINDDES2 60011068 NCADDKW 2K
CAProgram Files\Microsoft Visual Studio\YCI98\INCLUDE
CAProgram FilesiMicrosoft Visual Studio\VCI98\MFCYNCLUDE
CAProgram FiIes\Micmspﬂ Visual Studio\WCISATLAINCLUDE

2 %]

oK I Cancel

(a)
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Editor | Tabs | Debug | Compatibility | Build Directories | Source, [17]
Platform: Show directories for:
[win32 R Library files -

|QirE[:IuriEs: Er b i
DAWINDDKA?600.11065LIBYA2KM386

C:AProgram Files\Microsoft ¥isual Studio\¥C98\LIB
C:AProgram FiIes\Micruspﬂ ¥isual Studio\W¥CI8\MFCILIB

0K I Cancel |

(b)
K 1-13 ¥ & include HFEMEE lib H%

7t “Show directories for” 4732 H A i $% “ Library files” 32 5, %3011 H 3% “ D:\WINDDK\
2600.1106\LIB\W2K\I386 7, Jf- & T fx Lo, Wi 1-13 (b) iR
(6) Yik. #& F F7 8, A11.3.2 18, FFES%3H— HelloDDK.sys 3Cf.

1.3.3 HelloDDK gy%eit

NT IR )27 AT Windows Ik 5 F2)7, DLIRS 107 e R 7856 3 &
H, EFME S NI ARNS . T R PR, X BLRH — AU 4 DriverMonitor 11
T E 4% 4 in#& HelloDDK . DriverMonitor j& Compuware /A & JT- & [#] DriverStudio ) —
ANTH, EHHAESE 4 TXF DriverStudio $4LH— R 5] T HKMZ—NH . B4 504
11 22 %% DriverStudio, PRI EFR HE— R4 TH XSRS JE 8 A o Wik
A 2¢%¢ DriverMonitor, 125 3 5, EFHWNHWM GRS —A NT XIS F 10
HA.
iZ4T DriverMonitor, 1E#¢ “File” | “Open Driver”, Koyl SOk Henf1EHE, e
% PRI HelloDDK .sys 0. FE-RIESE “File” | “Start Driver”. &t, NT 3Rshn#k ),
DriverMonitor x4 5 In# G oL, Wikl 1-14 Pros.
e

File Edit Chanmels ¥iew Options Help

S@OXE HA ¢t SHoAY|=5 |

Time

Computer | Message text

ha
& new entry in the service database has been created for the driver.
Moni tor Select File | Start Driver to start the driver.
Moni tor Driver started suecessfully.
271,673 Default Enter DriverEntry
271 BT3 Default DriverEntry end
Moni tor == end —-

4

A

Stop the currently rurming device driver [ [

1 O0Oas
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] 1-14 FH Driver Monitor %3 HelloDDK

H Driver Monitor fNZZ3RZI, ERVGE M —IR. BEFERME, %I p N
o WIARALERFUOTYLUE SN A3, WEBSRE. EFE “Edit” | “Properties”, #f
W 1-15 FroR X iEHE, 76 “Start Type” EFAlH, %EHF “Automatic” HEILH . &
fE0G, BT AERRRTTHUS BT A S inakixaxa) .

BRI RS, 25 HELAE Windows )B4 & Fgs . BRATEOL T, NT U IRE)HE
PR BEE, ERCEE AP ES “AE | BRI, WiE 1-16 iR,

7t “Not-Plug and Play Drivers” f#j51H, 23 HelloDDK FI9RENFET, Wi 1-17
FioR.

-0 x|
HtEE) R | EEo REEI0
= = @@ e fEEEERE
r IREEREH RS ) =
.R;BEM}:‘T:{} TRHERHEFRETIE (1) —
o o o, HERAESAD
@ Display T
- TVD/-Roy MR P
B8 Fenzi Devi  BEESR M =
x il Yo et
2 rs
— Start Typ eyboards
ok i
" Disabled " System Cancel | -5 Multi-port serial adapter
(- B8 Fetwork adapter
~ Load Control = \>f>n Pluz and Pl ay Drivers
F AFD
Group Mame I vl
Depends on I age
Enar Contral
’7(- Ciitical € lgnore ' Momal © Severe '\>D river: St“d B tT e ? nfigration =l
|4¢Tiﬁﬁ%$$:%ﬁ9€lfﬂ&éiﬂ§§ [ [
Bl 1-16 st Bl 1-17  (EB s A LA P 5o HelloDDK B #

16 O O [
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=

wEE BEw BEW BB
«-= | FS 2 ara

(-2, ROBIHZHANG-XP -

G- ) Computer

[+ e Disk drives

|:|'-§ Display adapters

[l-lh DVD/CD-ROM drives

[+- B8 Fanzi_Device

[-{#5 Humsn Interface Devices
=2 IDE ATASATAPT controllers
[

£

£

[

£

E

t]-4 Keyboards I
#- "y Mice and other peinting devices
H- % Monitors

#-30) Multi-port serial adapters
f-EE Network adapters

|+ HorrPlug and Flay Drivers
\> AFD
i hpaidi
\> Beep
\> Dlebug Meszage
< dmboot
- dnload

\> IriverStudio BootTime Configuration
\> IriverStudio Hook Driwver
\> ErazerUtilRebootDry

\> Fips

\> Generic Packet Clazzifier
- Emm
Q HTTE LI

[ [
K 1-17 FiAEHSEP R &

1.4 5 = ANIRENFEF HelloWDM (4 CAS 2

AT 955 1) HelloWDM & 55T WDM SR SFE 7, FIHT /2411 HelloDDK =E & AH L,
H2Z 7 X RI4ERNFH I RERSZRF . NT KB AT WDM K5 1) 57 R AE 26 3 TEA-2H

1.4.1 HelloWDM By k304

HelloWDM )3k SO 2L 0 T NSRS I R T e i#7 1) WDMLh Sk, sk 3
PERALE TX DDK iy S H KA. NT IS 2 S AR 2 NTDDKh, i
WDM B3R5 PSL S0/ WDM.he 534k, Sk Scfbvboe SCT ILAMREE, 20 nilde iy
5 W R EORN AR B A BCAE 73 TN AE P B AE S BUA AR o BT, SR SCIR 4 T IGBR DR P (1)
PRI W]

BOOL /%% khkk bk bk dok ko k ko kK ko kR ko ko k ko kK ko kK

#002 * XHFFEFR:HelloWwbM.h

#003 * £ F:EKM
#004 * SEARHEHEA:2007-11-1

#005 *************************************************************************/
#006

#007  #ifdef cplusplus

#008

#009 extern "C"

000z
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#010 {

#011  #endif

#012 #include <wdm.h>
#013 #ifdef  cplusplus

#014 }

#015 #endif

#016

#017 typedef struct DEVICE EXTENSION

#018  {

#019 PDEVICE OBJECT fdo;

#020 PDEVICE OBJECT NextStackDevice;

#021 UNICODE STRING ustrDeviceName; // REH
#022 UNICODE STRING ustrSymLinkName; // FFEHEER
#023 } DEVICEiEXTENSION, *PDEVICEiEXTENSION;
#024

#025 #define PAGEDCODE code seg ("PAGE")
#026 #define LOCKEDCODE code seg ()

#027 #define INITCODE code seg ("INIT")
#028

#029 #define PAGEDDATA data seg ("PAGE")
#030 #define LOCKEDDATA data seg()

#031 #define INITDATA dataiseg("INIT")

#032

#033 #define arraysize(p) (sizeof (p)/sizeof ((p)[0]))

#034

#035 NTSTATUS HelloWDMAddDevice (IN PDRIVER OBJECT DriverObject,
#036 IN PDEVICE OBJECT PhysicalDeviceObject) ;
#037 NTSTATUS HelloWDMPnp (IN PDEVICE OBJECT fdo,

#038 IN PIRP Irp);

#039 NTSTATUS HelloWDMDispatchRoutine (IN PDEVICE OBJECT fdo,
#040 IN PIRP Irp);

#041 void HelloWDMUnload (IN PDRIVER OBJECT DriverObject);

#042

#043 extern "C"
#044 NTSTATUS DriverEntry (IN PDRIVER OBJECT DriverObject,
#045 IN PUNICODE STRING RegistryPath) ;

S EARAL ST VAR B B A F A% 49 WDM_Driver B & T 4531,

> ACHE 7~15 47, 405 S S04 wdm.h. il HelloDDK 13k SCAEZEAL, 5 51 FH IS extern
"CUEMT B, AR RS B B M. R, IEAAEES R wdmh Tk
ntddk.h, iX:& WDM IKZNFEFF A NT SXBHE e L2 IXC ). 5T WDM BXE
FNT BRENFEFF AR, S 3 &5

> 05 17~2317, X T WA RAE, AN AR RS ILFALE B

> Y 25~31 17, &N T WANAE AE2r STAAEAT INIT BON AR AR, DMIEAE T
(A R

> XA 35~45 17 Mg AR R

1.4.2 HelloWDM By N\ O & EL

HEUNT AXBKBFEF—HE, WDM A ek bl [R] 4 52 DriverEntry, H7E CH+2iiEr

18 O O [
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I 7 22 extern "CM& AT

BOOL  /FH ko hok koo ko ok ok ok ok ok Kk ok ok ok Kok ok ok ok ok Kk ok ok ok Kok Kk ok ok ok Kk ok ok Kk Kk ok ok ok Kk Kk ok Kk Kk ok ok ok Kk K ko K
#002 * BB :DriverEntry

#003 * THEEHR : WA CRFERF , ENNBEBEEHER , tIEARIR

#004  * BWIIRK:

#005 pDriverObject: M I/0 BEEESH{& 3 RAVIXZI X K

#006 pRegistryPath: BN FEFIE MR P HIEER

#007  * IRE{E :IREIFHCRIRES

#008 *************************************************************************/

#009 #pragma INITCODE
#010 extern "C" NTSTATUS DriverEntry (IN PDRIVER OBJECT pDriverObject,

#011 IN PUNICODE STRING pRegistryPath)

#012 {

#013 KdPrint ( ("Enter DriverEntry\n"));

#014

#015 pDriverObject->DriverExtension->AddDevice = HelloWDMAddDevice;

#016 pDriverObject->MajorFunction[IRP_MJ PNP] = HelloWDMPnp;

#017 pDriverObject->MajorFunction[IRP MJ DEVICE CONTROL] =

#018 pDriverObject->MajorFunction[IRP_MJ CREATE] =

#019 pDriverObject->MajorFunction[IRP_MJ READ] =

#020 pDriverObject->MajorFunction[IRP MJ WRITE] = HelloWDMDispatchRoutine;

#021 pDriverObject->DriverUnload = HelloWDMUnload;

#022

#023 KdPrint ( ("Leave DriverEntry\n"));

#024 return STATUS SUCCESS;

#025 }

> ACHSEE 94T, HFBCRREUSE INIT Berhr, HOREINaEE Wm0 ek 2ost nT LU N A7
Hh B

> {5 10~11 17, & XA Lk s, F extern "Ci&ifi. ikt 8
—ANZ44 pDriverObject AW %, 25 24 pRegistryPath 24 3K 3 ()33
ikt

> B3 1517, W& AddDevice [H1i ek %5, 1Bl p& ZUL HIAE WDM BREh#E 7,
TMAE NT 2C IR 3N B AT [ 8 e 250 st 38 o 50 A FH 2 0 A 1 28 6 53 i PNP
CEPFREPAD EHAR U .

> {916 17, W EXS IRP_MJ_PNP [¥] IRP [[0liH k%, X} PNP [#) IRP 4b3, J& NT
UK BN F WDM BK ) () F X 12—

> A5 17~20 17, BEFH IRP MM E. X B IS s m T RN ERIA R
% HelloWDMDispatchRoutine

> AR5 21 47, 10 RGEMEE IR 4 WDM FEFR, Ko AR TAF CASE L Ab
B, AN IRP_MN_REMOVE_DEVICE K IRP )4 B pf % AL B

1.4.3 HellowDM #&YJ AddDevice {532

£ WDM [IRShREFH, BN & X R AT APt DriverEntry #4&4H, 1M 75 228K 5))
I O )
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P2 [ RGEAEM— MR AddDevice HIFIRE. DEGIREd PNP EEELS fstii A, Heksd:
BN T e ) 28 W & % . HelloWDMAddDevice i #4245 9 4~ 2 %, DriverObject Al
PhysicalDeviceObject. DriverObject J& H1 PNP 4 Hi g8 4L b R 9k sh 6t %, et % 2
DriverEntry H1{3K 5%} % . PhysicalDeviceObject & PNP &5 5 g 4% i 1 2K 1) JiS 2 SR 5 ¥ 4%
WA, EAMMESAE NT XN ho2 A m). TS, ES%HE 3 =,

#001 /************************************************************************
#002 * BEIEB#:HelloWDMAddDevice

#003  * THEEHER . )RR Z

#004 * SHIIE:

#005 DriverObject: M I/0 B 1L I RAVIRZIXT K

#006 PhysicalDeviceObject: M 1/0 BEERHPAHRWPBIRZ TR

#007  * IREME : IRENFINFIEZRS

#008 *************************************************************************/

#009 #pragma PAGEDCODE
#010 NTSTATUS HelloWDMAddDevice (IN PDRIVER OBJECT DriverObject,

#011 IN PDEVICE OBJECT PhysicalDeviceObject)

#012 {

#013 PAGED_CODE () ;

#014 KdPrint ( ("Enter HelloWDMAddDevice\n")):;

#015

#016 NTSTATUS status;

#017 PDEVICE OBJECT fdo;

#018 UNICODE STRING devName;

#019 RtlInitUnicodeString (&devName, L"\\Device\\MyWDMDevice") ;

#020 status = IoCreateDevice (

#021 DriverObject,

#022 Sizeof(DEVICEiEXTENSION),

#023 & (UNICODE STRING)devName,

#024 FILE DEVICE UNKNOWN,

#025 0,

#026 FALSE,

#027 &fdo) ;

#028 if ( !NT SUCCESS (status))

#029 return status;

#030 PDEVICE EXTENSION pdx = (PDEVICE EXTENSION) fdo->DeviceExtension;

#031 pdx->fdo = fdo;

#032 pdx->NextStackDevice = IoAttachDeviceToDeviceStack (fdo, Physical
DeviceObject) ;

#033 UNICODE STRING symLinkName;

#034 RtlInitUnicodeString (&symLinkName,L"\\DosDevices\\HelloWDM") ;

#035

#036 pdx->ustrDeviceName = devName;

#037 pdx->ustrSymLinkName = symLinkName;

#038 status = IoCreateSymbolicLink (& (UNICODE_ STRING) symLinkName, & (UNICODE_
STRING) devName) ;

#039

#040 if ( !NT SUCCESS (status))

#041 {

#042 IoDeleteSymbolicLink (&pdx—->ustrSymLinkName) ;

#043 status = IoCreateSymbolicLink (&symLinkName, &devName) ;

#044 if ( INT SUCCESS (status))

#045 {

#046 return status;

20 [ [ [
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#047 }

#048 }

#049

#050 fdo->Flags |= DO BUFFERED IO | DO POWER PAGABLE;
#051 fdo->Flags &= ~DO DEVICE INITIALIZING;

#052

#053 KdPrint ( ("Leave HelloWDMAddDevice\n"));

#054 return STATUS SUCCESS;

#055 }

SLEARAL T VA fe Bt B S0 4 A 49 WDM_Driver B & ¥ %3,

> fRIB3 91T, Hi#pragma F5 PRI FE 43 IRTE 2> LN AE

> fCH%%5 1347, PAGED_CODE & —/> DDK #2147, HAE check i %k, 24t
BIFEFTAE b s sk 28t APC_LEVEL I, 2774 AN, WS S g
b, PR RS HbE . AOCTRWE SR PR, 1S5 3 .

A 16~27 17, QIR EXTS, ILALFI HelloDDK #8157 v—FF .

05 30 17, 3RS0 G REIE L .

05 3147, WA R T BE B &R 5 ok FENIA G 1 4%

15 32 47, JH loAttachDeviceToDeviceStack REUE It fdo (ThAE A RIHR ) FEiz
TR HERR b, IR EME CRZHERRIA S, dsRAE &Y Rt

8 37~38 17, AN & HIFT 5858, ILALAT HelloDDK J73:—FF.

> Ui 50~51 17, #E ¥4 4 BUFFERED_IO %4, JF3EHIIXENWI AL 5E R

> AR 54 17, EYkE].

YV V V V

Y

1.4.4 HelloWDM 432 PNP BY[E]3E & £

WDM U IK S0 FE 7 23X 4 T%F IRP_MJ_PNP [ IRP [{J4b¥E, Hrp, IRP_MJ_PNP
LMo AT T TS, B, IRP_MN_START DEVICE. IRP_MN_REMOVE_DEVICE.
IRP_MN_STOP_DEVICE % . A#H (R T % IRP_MN_REMOVE_DEVICE fifFikib B, H
At IRP JUMSCAR TR b 3 o

#001 /************************************************************************
#002 * B¥RATF:HelloWDMPnp

#003  * THEEHIAR . WEDHRENA 1rRP BITALE

#004 * SHIIE:

#005 fdo: JHREIR R IR

#006 Irp: M 1/0ERS

#007  * IR[EME: IREMRZS

#008 *************************************************************************/

#009  #pragma PAGEDCODE

#010 NTSTATUS HelloWDMPnp (IN PDEVICE OBJECT fdo,
#011 IN PIRP Irp)

#012 |

#013 PAGED CODE () ;

#014

00022
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#015
#016
#017
#018
#019
#020
#021
#022
#023
#024
#025
#026
#027
#028
#029
#030
#031
#032
#033
#034
#035
#036
#037
#038
#039
#040
#041
#042
#043
#044
#045
#046
#047
#048

#049
#050

#051
#052

#053
#054
#055
#056
#057
#058
#059
#060
#061
#062
#063
#064
#065
#066
#067
#068
#069
#070
#071

22 [ O [
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Tt 5 B2 {16 AY: 5

KdPrint ( ("Enter HelloWDMPnp\n")) ;

NTSTATUS status =

PDEVICE EXTENSION pdx

PIO STACK LOCATION stack =

STATUS_SUCCESS;

(PDEVICE EXTENSION)
ToGetCurrentIrpStackLocation (Irp) ;

fdo->DeviceExtension;

static NTSTATUS (*fcntab[]) (PDEVICE EXTENSION pdx, PIRP Irp) =

{
DefaultPnpHandler, // IRP_MN START DEVICE
DefaultPnpHandler, // IRP_MN QUERY REMOVE DEVICE
HandleRemoveDevice, // IRP_MN_REMOVE DEVICE
DefaultPnpHandler, // IRP MN CANCEL REMOVE DEVICE
DefaultPnpHandler, // IRP_MN STOP DEVICE
DefaultPnpHandler, // IRP_MN QUERY STOP DEVICE
DefaultPnpHandler, // IRP MN CANCEL STOP DEVICE
DefaultPnpHandler, // IRP_MN QUERY DEVICE RELATIONS
DefaultPnpHandler, // IRP_MN_ QUERY INTERFACE
DefaultPnpHandler, // IRP MN QUERY CAPABILITIES
DefaultPnpHandler, // IRP_MN QUERY RESOURCES
DefaultPnpHandler, // IRP_MN QUERY RESOURCE REQUIREMENTS
DefaultPnpHandler, // IRP_MN QUERY DEVICE TEXT
DefaultPnpHandler, // IRP_MN FILTER RESOURCE REQUIREMENTS
DefaultPnpHandler, //
DefaultPnpHandler, // IRP_MN READ CONFIG
DefaultPnpHandler, // IRP_MN WRITE CONFIG
DefaultPnpHandler, // IRP_MN EJECT
DefaultPnpHandler, // IRP MN SET LOCK
DefaultPnpHandler, // IRP_MN QUERY ID
DefaultPnpHandler, // IRP_MN QUERY PNP DEVICE STATE
DefaultPnpHandler, // IRP MN QUERY BUS INFORMATION
DefaultPnpHandler, // IRP_MN DEVICE USAGE NOTIFICATION
DefaultPnpHandler, // IRP_MN SURPRISE REMOVAL

}i

ULONG fcn = stack->MinorFunction;

if (fcn >= arraysize (fcntab))

{ //RHH TRP 25
status = DefaultPnpHandler (pdx, Irp); // MFRHH IrRP FEH , FAIL

// DefaultPnpHandler E¥4AE

return status;

} //RHH TRP 25

#1if DBG

static char* fcnnamel[]

{

"IRP MN START DEVICE",

"IRP MN QUERY REMOVE DEVICE",

"IRP MN REMOVE DEVICE",

"IRP MN CANCEL REMOVE DEVICE",

"IRP MN STOP DEVICE",

"IRP MN QUERY STOP DEVICE",

"IRP MN CANCEL STOP DEVICE",

"IRP MN QUERY DEVICE RELATIONS",

"IRP MN QUERY INTERFACE",

"IRP MN QUERY CAPABILITIES",

"IRP MN QUERY RESOURCES",

"IRP MN QUERY RESOURCE REQUIREMENTS",
"IRP MN QUERY DEVICE TEXT",

"IRP MN FILTER RESOURCE REQUIREMENTS",

wn
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#072 "IRP MN READ CONFIG",

#073 "IRP MN WRITE CONFIG",

#074 "IRP MN EJECT",

#075 "IRP MN SET LOCK",

#076 "IRP MN QUERY ID",

#077 "IRP MN QUERY PNP DEVICE STATE",

#078 "IRP MN QUERY BUS INFORMATION",

#079 "IRP MN DEVICE USAGE NOTIFICATION",

#080 "IRP MN SURPRISE REMOVAL",

#081 };

#082

#083 KdPrint ( ("PNP Request (%s)\n", fcnname[fcn]));

#084 #endif // DBG

#085

#086 status = (*fcntab[fcn]) (pdx, Irp):;

#087 KdPrint ( ("Leave HelloWDMPnp\n")) ;

#088 return status;

#089 }

> U4 13 17, H] PAGED_CODE “ZE#fifriZ B fis AT /E4% T APC_LEVEL - Wit sk
RIIE L

> A 17 17, 3RBAY R,

> AR5 18 47, 193471 IRP HMERk . B ik —MREE IR S, EFRKAE 4
TR

> AR5 19~52 47, xS A RE R A IRP IR AN R (P AR B, FE4T B RS

& i, IRP_MN_REMOVE_DEVICE f HandleRemoveDevice &b, 1At IRP
] 11 DefaultPnpHandler 4b3,

1.4.5 HelloWDM ¥f PNP BERIA\ S IE

%7 IRP_MN_STOP_DEVICE L4k, HelloWDM i} HAth PNP [#) IRP M A FF (K 4b 2,
RV E AL B JZ IS, IR Z RS ) 45 Rk [E].

#001 /************************************************************************

#002 * EEBF:DefaultPnpHandler
#003  * IHEEHEIR .3 PN IRP HEATERIAALZE
#004 * BEFIRK:

#005 pdx: RENROT B

#006 Irp: M 1/0ERS

#007  * IR[EME:IREMRZS

#008 *************************************************************************/

#009  #pragma PAGEDCODE
#010 NTSTATUS DefaultPnpHandler (PDEVICE EXTENSION pdx, PIRP Irp)

#011 {

#012 PAGED CODE () ;

#013 KdPrint ( ("Enter DefaultPnpHandler\n")):;

#014 IoSkipCurrentIrpStackLocation (Irp);

#015 KdPrint ( ("Leave DefaultPnpHandler\n"));

#016 return IoCallDriver (pdx->NextStackDevice, Irp);

I I
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#017 }

SLEARAL T VA fE Bt S04 A 49 WDM_Driver B & F %3,

> RS 12 17, R iZBIREAT APC_LEVEL 2 F.

> RAY 14 17, W& M ETHER.

> A% 16 17, H F)ZHERRIMIK S & X6 S A B IRP,

24 O O [
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1.4.6 HelloWDM %f IRP_MN_REMOVE_DEVICE #g4bi2

X} IRP_MN_REMOVE_DEVICE [ 4b PRI T7E NT 28K S K EN 3 E, 11 /1 WDM
LIRS, EIERR LA A A

#001 /************************************************************************
#002 * BEBATR:HandleRemoveDevice

#003  * THAEEHAR:3f IRP MN REMOVE DEVICE IRP H{TRLZE

#004  * BWIIRK:

#005 fdo: AR ZEXT &

#006 Irp: M I/0ERS

#007  * REHE: RERES

#008 *******************‘k‘k‘k‘k*‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k‘k‘k‘k‘k***************************/

#009 #pragma PAGEDCODE
#010 NTSTATUS HandleRemoveDevice (PDEVICE EXTENSION pdx, PIRP Irp)

#011 {

#012 PAGED CODE () ;

#013 KdPrint ( ("Enter HandleRemoveDevice\n"));

#014

#015 Irp->IoStatus.Status = STATUS SUCCESS;

#016 NTSTATUS status = DefaultPnpHandler (pdx, Irp);
#017 IoDeleteSymbolicLink (& (UNICODE STRING)pdx->ustrSymLinkName) ;
#018

#019 / /¥R ToDetachDevice ()1 fdo M &+ i FF

#020 if (pdx->NextStackDevice)

#021 IoDetachDevice (pdx->NextStackDevice) ;

#022

#023 //HER £do

#024 IoDeleteDevice (pdx->fdo) ;

#025 KdPrint ( ("Leave HandleRemoveDevice\n")) ;

#026 return status;

#027 }

BLEARAL T VA Bt & A 49 WDM_Driver B & ¥ %3,

> AU 1547, WE L IRP KPR A A 52 B .

> X105 16 17, I BRIAM PNP (1) IRP [¥1 A0 22 e 24
A5 17 47, BRI 38 6 M0 ¥ i

05 19~21 17, M A& HER B B &0 5
/1% 24 17, MR BT 5

Y V V

1.4.7 HelloWDM 3 E th IRP #Y[a]ifF & £

SRR KM BB B AR IAAL BEIR] HellloDDK 7, BT LAANE S i B .

#001 /************************************************************************

#002 * BB :HelloWDMDispatchRoutine

O 0O2s
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#003
#004
#005
#006

#007

#008
#009
#010
#011
#012
#013
#014
#015
#016
#017
#018
#019
#020

* IHEEHEIR : Y BRIA TRP HEITALIE
* BRIHIR:
fdo: TIRERBXIR
Irp: M 1/0 ERE
* REE  IREMRZS
*************************************************************************/
#pragma PAGEDCODE
NTSTATUS HelloWDMDispatchRoutine (IN PDEVICE OBJECT fdo,
IN PIRP Irp)
{
PAGED CODE () ;
KdPrint ( ("Enter HelloWDMDispatchRoutine\n")) ;
Irp->IoStatus.Status = STATUS SUCCESS;
Irp->IoStatus.Information = 0; // no bytes xfered
IoCompleteRequest ( Irp, IO NO INCREMENT ) ;
KdPrint ( ("Leave HelloWDMDispatchRoutine\n")) ;
return STATUS SUCCESS;

1.4.8 HelloWDM By ) 5172

T WDM U IR 2 78 = B E AR 558/ 7% IRP_MN_REMOVE_DEVICE
(AL e T, FEARUEREN B R LT AT AT AR . fEIX L, AR BN LAT R

NP
#001
#002
#003
#004
#005

#006
#007
#008
#009
#010
#011
#012
#013
#014

/************************************************************************
* WBEH:HelloWDMUnload
* TNREHR . AR IR FH A2 HI IR 1
* SEBIR:

DriverObject : BT R
* REE  IREMRZS
*************************************************************************/
#pragma PAGEDCODE

void HelloWDMUnload (IN PDRIVER OBJECT DriverObject)
{
PAGED_CODE () ;
KdPrint ( ("Enter HelloWDMUnload\n"));
KdPrint ( ("Leave HelloWDMUnload\n")) ;
}

SR EARAL I VA R BU B R FE F A F 49 WDM_Driver B & F4%3).

1.5 HelloWDM )4 i3 2z

HelloWDM i) 2k 15 F1 %255 5 HelloDDK Hik fifg — 28], JUH S 2280 fe . X2
AN HelloWDM S2 BI4E BRI H A 3K sh Ry, I LT 245 B INF SCfF 48,

26 [ O [
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B AR RE BRYIEENKE
1.5.1 F DDK Z®i¥INE4wiF HelloWwDM

[} HelloDDK —#¥, H5/r44 /] DDK it 5idgmis, P44 VC6 IDE 4wk ik,
2 HelloWDM 75 4w BN A A, makefile £1 Sources. makefile [7] HelloDDK )
—FE, XEATEH . Sources A AME, Uk

TARGETNAME=HelloWDM
TARGETTYPE=DRIVER
DRIVERTYPE=WDM
TARGETPATH=0BJ

INCLUDES=$ (BASEDIR) \inc; \
S (BASEDIR) \inc\ddk; \

SOURCES=Hel1oWDM. cpp\
BB T VA Bt A 49 WDM_Driver B & F4%3],

BN SRS S AR Rl — B3 R, 3 “Windows XP Checked Build Environments”
iR IAET. ] cd HEAXTN H %, 1217 build, 2x4wid AN HelloWDM.sys SC 1.

1.5.2 HelloWDM H45i% 312

HelloWDM [)4i 13 2 F1 HelloDDK [ 7775 24b)

O A Ve gL —AH TR, IR HelloDDK.

2) WA SCEE HelloWDM.h §1 HelloWDM.cpp 413 TF H 3t Fvm ) T
H, JBERIF HelloDDK.

(3) BIE g iFERA, 24 Debug I Release fii4As, 5 %%[7] HelloDDK.

@ B TREMN. 7 VC ik “Project” | “Setting”.

(5) EF% General ZEI 1< . ¥ Intermediate files”F1“ Output files "2 % MyDriver_Check.

(6) LFE CIC++ILTI R, H5Jsi7 1 Project Options Py & Axil iR, B Heplul ¥ 7

/nologo /Gz /MLd /W3 /WX /Z7 /Od /D WIN32=100 /D X86 =1 /D WINVER=0x500 /D DBG=1
/Fo"MyDriver Check/" /Fd"MyDriver Check/" /FD /c

(7) %#% Link EI0R, KK A 1 Project Options A 254G, R4 i ot T Py 25
wdm.lib /nologo /base:"0x10000" /stack:0x400000,0x1000 /entry:"DriverEntry"
/subsystem:console /incremental:no /pdb:"MyDriver Check/HelloWDM.pdb" /debug

/machine:I386 /nodefaultlib /out:"MyDriver Check/HelloWDM.sys" /pdbtype:sept
/subsystem:native /driver /SECTION:INIT,D /RELEASE /IGNORE:4078

) &% VC ¥ lib H 34F0 include H3%, [7] HelloDDK.
9) ik, %N F7HE, 44 HeloWDM.sys.

1.5.3 %% HelloWDM

WDM KB P AN NT SIKERE 7 1 e IR , B JGA T %% HelloWDM

00O 27
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UEhFER,

IR YHTFFAS A~ inf SCFF. inf SCHHHA T WDM SRR R O

B HOFE EMIREN R 285 B e R HZXAS inf SCPFRAUNS, 3RS SO A Al
SCAFIBAETR] S H L

HelloWDM.inf:

#001 ;; Win2K DDK XHhmAFHASE

#002

#003  j-—-—————- [BESEE] ===================================================
#004

#005 [Version]

#006 Signature="$CHICAGOS"

#007 Provider=Zhangfan Device

#008 DriverVer=11/1/2007,3.0.0.3

#009

#010 ; MRRBER—MRERE , ERAREERNH BT cuid
#011  ; BUGIB-—NEELKHERBEH , HBEENLEMN GUID
#012

#013 Class=ZhangfanDevice

#014 ClassGUID={EF2962F0-0D55-4bff-B8AA-2221EE8A79R0 }
#015

#016

#017  j-———————- RRBE -
#018

#019 ; XETHELREKENMTRXMFHER

#020 GERETURBECSHEEMBR

#021

#022 [SourceDisksNames]

#023 1 = "HelloWDM",Diskl,,

#024

#025 [SourceDisksFiles]

#026 HelloWDM.sys = 1,MyDriver Check,

#027

#028 jom—m—— ClassInstall/ClassInstall32 Section —-—————--—--—-"-—-—————————
#029

#030 ; MREAMERZNRE , TENRTEEN

#031

#032 ; 9X Style

#033 [ClassInstall]

#034 Addreg=Class_ AddReg

#035

#036 ; NT Style

#037 [ClassInstall32]

#038 Addreg=Class_AddReg

#039

#040 [Class AddReg]

#041 HKR, , , , $DeviceClassName$%

#042 HKR,,Icon,,"-5"

#043

#044  j--------- ElfFSTifAl ===========================================
#045

#046 [DestinationDirs]

28 [ O [
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#047
#048
#049
#050
#051
#052
#053
#054
#055
#056
#057
#058
#059
#060
#061
#062
#063
#064
#065
#066
#067
#068
#069
#070
#071
#072
#073
#074
#075
#076
#077
#078
#079
#080
#081
#082
#083
#084
#085
#086
#087
#088
#089
#090
#091
#092
#093
#094
#095
#096
#097
#098
#099
#100

F1E AR REBMIRIIKE

YouMark Files Driver = 10,System32\Drivers

[Manufacturer]
$MfgName%$=Mfg0

[Mfg0]

; EXEH#IR pcI B9 vendorID M ProductID
; PCI\VEN aaaa&DEV_ bbbb&SUBSYS cccccccc&REV dd
;BB S 1D

$DeviceDesc%=YouMark DDI, PCI\VEN 9999&DEV 9999

- DDInstall Sections ---—-—----—————-————————————————

g comomomos Windows 9X —-—-——-—-——-————--—--—-—

; R DDInstall FHNFREHET 19, FASBU=EN A

[YouMark DDI]
CopyFiles=YouMark Files Driver
AddReg=YouMark 9X AddReg

[YouMark 9X AddRegq]

HKR, , DevLoader, , *ntkern

HKR, , NTMPDriver, , He11oWDM. sys

HKR, "Parameters", "BreakOnEntry", 0x00010001, O

[YouMark DDI.NT]
CopyFiles=YouMark Files Driver
AddReg=YouMark NT AddReg

[YouMark DDI.NT.Services]
Addservice = HelloWDM, 0x00000002, YouMark AddService

[YouMark AddService]

DisplayName = %$SvcDesc$

ServiceType = 1 ; SERVICE KERNEL DRIVER

StartType = 3 ; SERVICE DEMAND START

ErrorControl = 1 ; SERVICE ERROR NORMAL
ServiceBinary = %$10%\System32\Drivers\HelloWDM. sys

[YouMark NT AddReg]

HKLM, "System\CurrentControlSet\Services\HelloWDM\Parameters", \

"BreakOnEntry", 0x00010001, O

[YouMark Files Driver]
HelloWDM. sys

OO 29
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#101
#102  ;-—----——- N

#103

#104 [Strings]

#105 ProviderName="Zhangfan."

#106 MfgName="Zhangfan Soft"

#107 DeviceDesc="Hello World WDM!"
#108 DeviceClassName="Zhangfan Device"
#109 SvcDesc="zhangfan"

SLEARAL T VA fE Bt B S0 A 49 WDM_Driver B & F4%3,

HelloWDM ZAN B %, e B F ik,

) 1o, LS HeloWDM JREhREP I, HEAFSHIHNR, EERInaL. &
Giox AR 2 A s i N, FEaf OO TR ]2 TR L 2T AL, IR,
W 1-18 s

2) SR —ANSHEAE PR R OB R4 7, Rl <R %,
1-19 iR

EMELAS EMEAS
W ERE T80 . PR LS e .
— IR , R DR R . SIS S T, R
T B T o EF AR B BT  (EBE RMREEE
Bz -
GO USE Root Hub |
L=

< t—i @Jl‘F—ﬁf () >| HOH < b— @Jl‘f\‘—ff [H) >| BLiH |
1-18 IR % K 1-19  EReds s f:

(3) FEBHM R —ARRHE LR « 2R RTINS ()", JFpdi
R ], i 1-20 s

@ eI R AT L R BT AT 8ok, JRs R L Wi 121
P o

(5) FESLHI N — XS RAE IR PE “ WAL 22k JFIRPE inf SCfF, e 1-22 Fw.

(6) IJr RGP LAy, W 1-23 iR
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il 5 A2 I

o = N B £k e =H 3R
B 1E BN RERERE
EMEAS EMELAS
A ST R B U P . KELTRE » EEEREQEANLR .
ST LT B Y O, BE  NEEEREE R Rl 251, FoE “DTHEREY .
L E ST = BT MRETIEEAELLE, BEE « ERFEEE
SEHAE R Sl 47 =
R EREREE 0EF) 6 are Other Dev
o > . . @ Display adapters
Ol = e e ) Gririore peoto snalyeees
EBFanzi_Device
ZHIDE ATAJATAFT controllers
& IEEE 1394 Bus host controllers
SDInaging devices =l
<t—#®[F-Fw>] wE | <t—#m[F-Ew>] @ |
1-20 Frhekens 121 EFERITH R
EMWEAS EMEHAS
ERENHWI REMGE HH B . R R M 5
- -
ISHEEREM RIS , SR CT—57 . INRT A OSBRI I%ﬁﬁji{*w -
PR , SR R . gy et Werld M
Findows BRI TBEZRIEE
7 .| [E= |
Gtendard Infrared Port)—! [gfSerial Cable using IrDA Protocal
(Standard Modem Types)
(Standard MTP-Compliant
(Standard MTP-complisnt
4| »
= R . MRS (0
e BRI AR R T .
<t—¥w[FEw] mH | L )| mE |
Bl 1-22 B4 2o 3 B4 TR ) Bl 1-23  zedesete

F1 HelloDDK —#¥, 0] DLYE 48 B H FR BN B & 2%, i 1-24 Fios.

XFh 2 WDM SRR ik, 1T,

[l Iy 28 Ry RS B 4%, D2

ERFRAI A . fEIXH, B8 mEE APl %3 WDM FEP 7. R —A4
nifix EzDriverinstaller [ T H, XA T HAZE DriverStudio H##5 10—/ T HKM. F1IF
EzDriverlnstaller, £ “File” | “Open”, R b xS iEHEH, GEFEFEE 220 inf 4,
i “Add New Device” %41, 1l 1-25 Frox. REcH, SREWFE P RigomaL 7,

EzDriverInstaller i 4241 7 MBRIKSNFE P Do fe . F G IS DIRE . BRIk 3h Dhfig . =
IRENTRESS . ZEIRBR SN I, EzDriverlnstaller A2k 4 —ANMRLF (K N# WDM BX 5+

PP T H .
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§ znumn SUEBALE—EEE B R

. — ~ SRR
Windows IR T KA
il JRI-TE
FEHE) BREG FEW  HEIW File Edit Help
- = ) A= -]
BES 2l za Hardware ID: Ipci\ven_9999&dev_9999 =
[E]- L2, ROBINZHANG-XF -]
- J Computer
Disk drives
Display adspters
DVD/CI-BOM drives
i Wpdate Driver | Add Mew Device |
o
Keyboards ) -
Mice and other pointing devices Enable Device | Semoye Device I
Moni tors
Multi-port serial adapters Dizable Device | Hestart Deviee |
(- E8 Hetwork adaplers =l
| | \

Kl 1-24 7EHREPLET 5K HelloWDM ¥4 & 1-25  FH EzDriverlnstaller 223 HelloWDM 35z
+-
1.6 /J\ én

ARTEEF A IS T AR 7 5 (9K ) #2 F——HelloDDK Fil HelloWDM, 3§
PR UL T IX P IS FE P I g e A e B o 2838 5] 2% Windows JX 2 F2 7 A& 1)
I, XHwEER IR R TR, TUHGEA VC Fidikahfey (JLszH] VC ik /2 DDK #£
BEm A e —FF, SR clexe BHATHMIE) . XT7 M TORMER D, BUEMER T TR
DDK SCRYH#BIR DA A, W ART 24 3], 33 BEAR TR 1K A IR B F2 P 4 3 HL
NGF) 2% . AELASG ST B, 28 3 SRR A X P AN IR s RE AR N AT, R R
XA KSR IIHESS o IR 7 (AR AR A AR /DN, AR AN KSR P it |, sk
REZn 5 R 2 R IR S RE ok . M © 48k A\ Windows IKEIT R TKTT T .

3200 [



